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This report presents the auditors’ opinion on Forest Service’s (FS) principal financial statements
for the fiscal years ending September 30, 2007, and 2006. The report also includes an
assessment of FS’ internal control structure and compliance with laws and regulations.

KPMG LLP (KPMG) an independent certified public accounting firm, conducted the audits. In
connection with the contract, we reviewed KPMG’s report and related documentation and
inquired of its representatives. Our review, as differentiated from an audit in accordance with
Government Auditing Standards (issued by the Comptroller General of the United States), was
not intended to enable us to express, and we do not express, opinions on FS’ financial statements
or internal control or on whether FS’ financial management systems substantially complied with
the Federal Financial Management Improvement Act (FFMIA); or conclusions on compliance
with laws and regulations. KPMG is responsible for the attached auditor’s report, dated
November 12, 2007, and the conclusions expressed in the report. However, our review disclosed
no instances where KPMG did not comply, in all material respects, with generally accepted
Government Auditing Standards, and the Office of Management and Budget Bulletin No. 07-04,
Audit Requirements for Federal Financial Statements.

It is the opinion of KPMG, that the financial statements present fairly, in all material aspects, FS’
financial position as of September 30, 2007, and 2006; and its net costs, changes in net position,
and budgetary resources for the years then ended, in conformity with accounting principles
generally accepted in the United States of America.
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KPMG’s report on FS’ internal control structure over financial reporting identified one material
internal control weakness.  Specifically, KPMG identified a material weakness in FS’
information technology general controls environment.

KPMG’s report on FS’ laws and regulations disclosed noncompliance with appropriation law
and instances of noncompliance with the Federal Financial Management Improvement Act of
1996.

In accordance with Departmental Regulation 1720-1, please furnish a reply within 60 days
describing the corrective actions taken or planned, including the timeframes to address the report
recommendations. Please note the regulation requires a management decision to be reached on
all findings and recommendations within a maximum of 6 months from report issuance.
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Independent Auditors’ Report



2001 M Street, NW
Washington, DC 20036

Independent Auditors’ Report

Chief, U.S. Forest Service and
Inspector General, United States Department of Agriculture:

We have audited the accompanying consolidated balance sheets of the United States (U.S.) Forest Service (an
agency of the United States Department of Agriculture) as of September 30, 2007 and 2006 and the related
consolidated statements of net cost, and changes in net position, and the combined statements of budgetary
resources (hereinafter referred to as the “financial statements”) for the years then ended. The objective of our
audits was to express an opinion on the fair presentation of these financial statements. In connection with our
fiscal year 2007 audit, we also considered the U.S. Forest Service’s internal controls over financial reporting
and performance measures and tested the U.S. Forest Service’s compliance with certain provisions of
applicable laws, regulations, contracts, and grant agreements that could have a direct and material effect on
these financial statements.

SUMMARY

As stated in our opinion on the financial statements, we concluded that the U.S. Forest Service’s financial
statements as of and for the years ended September 30, 2007 and 2006, are presented fairly, in all material
respects, in conformity with U.S. generally accepted accounting principles.

As discussed in Note 1 to the: financial statements, in the year ended September 30, 2007, the U.S. Forest
Service changed its method of reporting the reconciliation of budgetary resources obligated to the net cost of
operations and changed its parent/child financial reporting policies in accordance with the Office of
Management and Budget (OMB) Circular No. A-136, Financial Reporting Requirements.

Our consideration of internal controls over financial reporting resulted in the following conditions being
identified as significant deficiencies. The first one is considered a material weakness.

o The U.S. Forest Service Needs to Continue to Improve its General Controls Environment

e The U.S. Forest Service Needs to Continue to Improve its Financial Management and Reporting Process
o The U.S. Forest Service Needs to Refine and Monitor its Expense Accrual

e Accountability for Unliquidated Obligations (ULOs) Needs Continued Improvement

e Review of Credit Card Transactions and Controls Over the Programs Need Continued Improvement

e The U.S. Forest Service Needs to Improve Internal Controls over its Environmental and Disposal
Liabilities (EDL) Process



» Controls Related to Physical Inventories of Pooled Real Property Need Continued Improvement
s The U.S. Forest Service Needs to Improve its Business Process for Revenue Transactions

e Process Improvements are Needed over Personal Property Transactions

Our tests of internal control over performance measures, as described in the Responsibilities section of this
report, disclosed the following deficiency involving the design of the internal control over the existence and
completeness assertions related to key performance measures.

e The Compilation of Performance Measures Needs Continued Improvement

The results of our tests of compliance with certain provisions of laws, regulations, contracts, and grant
agreements, exclusive of those referred to in the Federal Financial Management Improvement Act of 1996
(FFMIA), disclosed the following instances of noncompliance or other matters that are required to be reported
herein under Government Auditing Standards, issued by the Comptroller General of the United States, and
Office of Management and Budget (OMB) Bulletin No. 07-04, Audit Requirements for Federal Financial
Statements.

e The U.S. Forest Service Continues to Not Obligate all Transactions Required by Appropriations Law
e The U.S. Forest Service May Not Have Been in Compliance with 31 USC 1517 during Fiscal Year 2006

The results of our tests of FFMIA disclosed instances where the U.S. Forest Services financial management
systems did not substantially comply with Federal Financial Management System Requirements and the U.S.
Standard General Ledger.

The results of our tests of FFMIA disclosed no instances in which the U.S. Forest Service’s financial
management systems did not substantially comply with applicable Federal Accounting Standards.

The following sections discuss our opinion on the U.S. Forest Service’s financial statements, our
consideration of the U.S. Forest Service’s internal controls over financial reporting and performance
measures; our tests of the U.S. Forest Service’s compliance with certain provisions of applicable laws,
regulations, contracts, and grant agreements, and management’s and our responsibilities.

OPINION ON THE FINANCIAL STATEMENTS

We have audited the accompanying consolidated balance sheets of the U.S. Forest Service as of September
30, 2007 and 2006 and the related consolidated statements of net costs, and changes in net position, and the
combined statements of budgetary resources for the years then ended.

In our opinion, the financial statements referred to above present fairly, in all material respects, the financial
position of the U.S. Forest Service as of September 30, 2007 and 2006, and its net costs, changes in net
position, and budgetary resources for the years then ended, in conformity with U.S. generally accepted
accounting principles.

As discussed in Note 1 to the financial statements, in the year ended September 30, 2007, the U.S. Forest
Service changed its method of reporting the reconciliation of budgetary resources obligated to the net cost of




operations and changed its parent/child financial reporting policies in accordance with the Office of
Management and Budget (OMB) Circular No. A-136, Financial Reporting Requirements.

The information in the Management Discussion and Analysis, Required Supplementary Stewardship
Information, and Required Supplementary Information sections is not a required part of the financial
statements, but is supplementary information required by U.S. generally accepted accounting principles and
OMB Circular No. A-136. We have applied certain limited procedures, which consisted principally of
inquiries of management regarding the methods of measurement and presentation of this information.
However, we did not audit this information and accordingly, we express no opinion on it. As a result of such
limited procedures, we believe that the Required Supplementary Information related to deferred maintenance,
heritage assets, and stewardship land may not be consistently prepared across all U.S. Forest Service locations
and controls have not been effectively designed to ensure the accuracy, completeness, and timeliness of the
reported information. '

INTERNAL CONTROL OVER FINANCIAL REPORTING

Our consideration of the internal control over financial reporting was for the limited purpose described in the
Responsibilities section of this report and would not necessarily identify all deficiencies in the internal control
over financial reporting that might be significant deficiencies or material weaknesses.

A control deficiency exists when the design or operation of a control does not allow management or
employees, in the normal course of performing their assigned functions, to prevent or detect misstatements on
a timely basis. A significant deficiency is a control deficiency, or combination of control deficiencies, that
adversely affects the U.S. Forest Service’s ability to initiate, authorize, record, process, or report financial
data reliably in accordance with U.S. generally accepted accounting principles such that there is more than a
remote likelihood that a misstatement of the U.S. Forest Service’s financial statements that is more than
inconsequential will not be prevented or detected by the U.S. Forest Service’s internal control over financial
reporting. A material weakness is a significant deficiency, or combination of significant deficiencies, that
results in more than a remote likelihood that a material misstatement of the financial statements will not be
prevented or detected by the U.S. Forest Service’s internal control.

In our fiscal year 2007 audit, we consider the deficiencies, described in Exhibits 1 and II, to be significant
deficiencies in internal control over financial reporting. We believe that the significant deficiency in Exhibit I
is a material weakness. Exhibit 111 presents the status of prior year significant deficiencies, including those
open conditions on which we are making no further recommendations in this report.

We noted certain additional matters that we have reported to management of the U.S. Forest Service in a
separate letter.

INTERNAL CONTROL OVER PERFORMANCE MEASURES

Our tests of internal control over performance measures, as described in the Responsibilities section of this
report, disclosed a deficiency, described in Exhibit II, involving the design of the internal control over the
existence and completeness assertions related to key performance measures.

COMPLIANCE AND OTHER MATTERS

Our tests of compliance with certain provisions of laws, regulations, contracts, and grant agreements, as
described in the Responsibilities section of this report, exclusive of those referred to in FFMIA, disclosed
noncompliance with appropriation law and 31 U.S.C. 1517 as described in Exhibit IV that is required to be
reported herein under Government Auditing Standards and OMB Bulletin No. 07-04.



The majority of the deficiencies for noncompliance with appropriation law result from the U.S. Forest
Service’s travel system limitations. The U.S. Forest Service’s current system does not allow it to obligate
funds for temporary duty travel.

The results of our tests of cdmpliance with certain provisions of other laws and regulations, exclusive of those -
referred to in FFMIA, disclosed no other instances of noncompliance or other matters that are required to be
reported under Government Auditing Standards or OMB Bulletin No. 07-04.

The results of our tests of FFMIA disclosed instances, described in Exhibit IV, where the U.S. Forest
Service’s financial management systems did not substantially comply with Federal Financial Management
System Requirements and the U.S. Standard General Ledger discussed in the Responsibilities section of this
report. Exhibit V provides the status of prior year’s non-compliance findings and other matters, including
those open conditions on which we are making no further recommendations in this report.

The results of our tests of FFMIA disclosed no instances in which the U.S. Forest Service’s financial
management systems did not substantially comply with applicable Federal Accounting Standards.

We noted certain additional matters that we have reported to management of the U.S. Forest Service in a
separate letter.

RESPONSIBILITIES

Management’s Responsibilities. The United States Code (USC) Title 31 Sections 3515 and 9106 require
agencies to report annually to Congress on their financial status and any other information needed to fairly
present their financial position and results of operations. To meet these reporting requirements, the U.S.
Forest Service prepares and submits financial statements in accordance with OMB Circular No. A-136.

Management is responsible for the financial statements, including:
s Preparing the financial statements in conformity with U.S. generally accepted accounting principles;

e Preparing the Management Discussion and Analysis (including the performance measures), Required
Supplementary Information, and Required Supplementary Stewardship Information;

¢ Establishing and maintaining effective internal controls; and

¢ Complying with laws, regulations, contracts, and grant agreements applicable to the U.S. Forest Service,
including FFMIA.

In fulfilling this responsibility, management is required to make estimates and judgments to assess the
expected benefits and related costs of internal control policies.

Auditors’ Responsibilities. Our responsibility is to express an opinion on the fiscal year 2007 and 2006
financial statements of the U.S. Forest Service based on our audits. We conducted our audits in accordance
with auditing standards generally accepted in the United States of America; the standards applicable to
financial audits contained in Govermment Auditing Standards, issued by the Comptroller General of the
United States; and OMB Bulletin No. 07-04. Those standards and OMB Bulletin No. 07-04 require that we
plan and perform the audits to obtain reasonable assurance about whether the financial statements are free of
material misstatement. An audit includes consideration of internal controls over financial reporting as a basis
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for designing audit procedures that are appropriate in the circumstances, but not for the purpose of expressing
an opinion on the effectiveness of the U.S. Forest Service’s internal control over financial reporting.
Accordingly, we express no such opinion.

An audit also includes:

» Examining, on a test basis, evidence supporting the amounts and disclosures in the financial statements;
s Assessing the accounting principles used and significant estimates made by management; and

¢ Evaluating the overall financial statement presentation.

We believe that our audits provide a reasonable basis for our opinion.

In planning and performing our fiscal year 2007 audit, we considered the U.S. Forest Service’s internal
control over financial reporting by obtaining an understanding of the U.S. Forest Service’s internal control,
determining whether internal controls had been placed in operation, assessing control risk, and performing
tests of controls as a basis for designing our audit procedures for the purpose of expressing our opinion on the
financial statements. We limited our internal control testing to those controls necessary to achieve the
objectives described in Government Auditing Standards and OMB Bulletin No. 07-04. We did not test all
internal controls relevant to operating objectives as broadly defined by the Federal Managers’ Financial
Integrity Act of 1982. The objective of our audit was not to express an opinion on the effectiveness of the
U.S. Forest Service’s internal controls over financial reporting. Accordingly, we do not express an opinion on
the effectiveness of the U.S. Forest Service’s internal control over financial reporting.

As required by OMB Bulletin No. 07-04 in our fiscal year 2007 audit, with respect to internal controls related
to performance measures determined by management to be key and reported in the Management Discussion
and Analysis section, we obtained an understanding of the design of internal controls relating to the existence
and completeness assertions and determined whether these internal controls had been placed in operation. We
limited our testing to those controls necessary to report deficiencies in the design of internal control over key
performance measures in accordance with OMB Bulletin No. 07-04. However, our procedures were not
designed to provide an opinion on internal control over reported performance measures and, accordingly, we
do not provide an opinion thereon.

As part of obtaining reasonable assurance about whether the U.S. Forest Service’s fiscal year 2007 financial
statements are free of material misstatement, we performed tests of the U.S. Forest Service’s compliance with
certain provisions of laws, regulations, contracts, and grant agreements, noncompliance with which could
have a direct and material effect on the determination of financial statement amounts, and certain provisions
of other laws and regulations specified in OMB Bulletin No. 07-04, including certain provisions referred to in
FFMIA. We limited our tests of compliance to the provisions described in the preceding sentence, and we did
not test compliance with all laws, regulations, contracts, and grant agreements applicable to the U.S. Forest
Service. However, providing an opinion on compliance with laws, regulations, contracts, and grant
agreements was not an objective of our audit and, accordingly, we do not express such an opinion.

Under OMB Bulletin No. 07-04 and FFMIA, we are required to report whether the U.S. Forest Service’s
financial management systems substantially comply with (1) Federal financial management systems
requirements, (2) applicable Federal accounting standards, and (3) the United States Government Standard
General Ledger at the transaction level. To meet this requirement, we performed tests of compliance with
FFMIA Section 803(a) requirements.
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The U.S. Forest Service response to the findings identified in our audit is presented in Exhibit VI. We did not
audit the U.S. Forest Service’s response and, accordingly, we express no opinion on it.

This report is intended for the information and use of the U.S. Forest Service’s management, the United States
Department of Agriculture (USDA) Office of the Inspector General (O1G), OMB, the U.S. Government
Accountability Office (GAO) and the U.S. Congress and is not intended to be and should not be used by
anyone other than these specified parties.

KPMe LIP

November 12, 2007




INTRODUCTION TO EXHIBITS

In fiscal year (FY) 2004, the U.S. Forest Service began a major transformation of business operations
throughout the agency, beginning with two business functions. The first involved its Information Resources
Management (IRM) organization for which some segments were offered for competitive bid under OMB
Circular No. A-76, Performance of Commercial Activities. Government employees in the U.S. Forest Service
were the successful bidders which resulted in a realignment of both organization and operations. The second
was the effort to consolidate its finance and accounting operations from 153 accounting centers to the
Albuquerque Service Center (ASC) in New Mexico. Significant work was accomplished in FY 2004 and
2005 to design and staff the new organization, re-engineer finance and accounting business processes, and
migrate work from field locations. In FY 2006 and 2007, new system design efforts were undertaken to
accommodate for operational gaps identified in the new business structure.

In FY 2006, the U.S. Forest Service also began to consolidate its human capital management (HCM)
operations from its field offices throughout the country to Albuquerque, New Mexico. During FY 2006,
HCM underwent business processing re-engineering and new system design efforts, and implementation of
the new system and re-engineering was phased in throughout FY 2007.

While the U.S. Forest Service has made progress in addressing our prior year recommendations, we continue
to recognize that certain recommended information technology (IT) control enhancements pertaining to the
U.S. Forest Service’s operations cannot be implemented solely by the U.S. Forest Service, because the U.S.
Forest Service’s applications are in many cases hosted on USDA — managed systems. As a result, several IT
control deficiencies identified in this report will require the combined effort of USDA and the U.S. Forest
Service management.

Exhibits 1 and II present the material weakness and significant deficiencies, respectively, as of and for the
year ended September 30, 2007. Exhibit I1I of this report summarizes the current year status of prior year
recommendations. We believe that the U.S. Forest Service has taken corrective action to close or make
progress to closing many of the prior year recommendations. Exhibit IV provides an update of those
instances of noncompliance with laws and regulations and other matters and applicable new instances of
noncompliance. Exhibit V summarizes the status of prior year recommendations for noncompliance with
laws and regulations. The U.S. Forest Service management’s response is presented in Exhibit VI.



Exhibit 1

MATERIAL WEAKNESS

Number 1: The U.S. Forest Service Needs to Continue to Improve its General Controls Environment
(Repeat Condition)

During FY 2007, U.S. Forest Service took positive steps to implement management, operational, and
technical controls to help establish sound information security practices and address prior year findings. The
agency has developed corrective action plans, which outline a phased implementation approach for addressing
known weaknesses. During FY 2007, U.S. Forest Service began with Phase 0, in which they formalized
policies and implemented controls that directly relate to the Information Solution Organization (ISO) and
IRM.

While the U.S. Forest Service has taken significant strides in its efforts to centralize and improve its IT
infrastructure functions, more actions are necessary to fully address the deficiencies identified in prior years
as well as to ensure an appropriate level of confidentiality, integrity, and availability of sensitive and crucial
information systems and resources.

Furthermore, at the USDA level, the parent organization, the USDA OIG has identified a security weakness
related to IT general controls. Actions to resolve the USDA issue are incumbent upon resolution of the U.S.
Forest Service general control material weakness.

Security Planning Controls Need Continued Improvement

Risk assessments and security plans for several systems were in various stages of completeness during the
FY. In addition, security test and evaluations (ST&E) have not been performed for several systems. The
following table summarizes the status of the risk assessments, security plans, and ST&E for the identified

systems.

| Not Performed

ra

ncident Business ra

System (IBS)/I-Suite

Financial Transaction Draft Draft

Request System (FTRS)

Forest Service Draft Draft Performed
Computer Base (FSCB)

Automated Timber Sale | Completed — However, it did | Complete
Accounting (ATSA) not classify risk levels for the
AlIX operating system

The U.S. Forest Service finalized the FSCB risk assessment during the second half of FY 2007. The FSCB
risk assessment included risk levels for the AIX operating system, which in turn remedied the issue noted in
the above table related to the ATSA risk assessment. In addition, the U.S. Forest Service finalized the FSCB
security plan during the second half of FY 2007.

Finally, we noted that the IBS/I-Suite system is operating in production without an Authority to Operate
(ATO) or an Interim Authority to Operate and the U.S. Forest Service issued an ATO for the I-Web system
on September 28, 2007.

(Continued)




Exhibit I

Forest Service Manual (FSM) 6600, Chapter 6680 — Security of Information, Information Systems, and
Information Technology, section 6682.1, “Risk Management,” addresses risk assessments and indicates that
“For all information systems operated on behalf of the Forest Service a risk assessment must be
performed...in accordance with direction provided in USDA DM [Department Manual] 3540-001, Risk
Assessment Methodology.”

FSM section 6682.5, “System Security Plan,” addresses system security plans and indicates that system
security plans are to be developed for all general support systems or major applications. Additionally, the
guidance indicates that the security plans are to be reviewed annually and updated as necessary in accordance
with the National Institute of Standards and Technology (NIST) Special Publication (SP) 800-18, “Guide for
Developing Security Plans for Information Technology Systems.”

FSM section 6682.4, “Certification, Accreditation, and Security Assessments Policies and Procedures,” states
that all U.S. Forest Service general support systems and major applications must be certified and accredited
before the beginning of operation, before resuming operation after a major change and at least once every
three years. Additionally, the policy states that certifications and accreditations (C&A) must be conducted in
accordance with the current USDA C&A methodology and other current Federal, Departmental and U.S.
Forest Service regulations.

The above policies relate to NIST SP 800-53, “Recommended Security Controls for Federal Information
Systems” controls:

o CA-3, “Information Systems Connections”,

e PL-2, “System Security Plan”, and

e RA-1, “Risk Assessment”

Without complete, well documented risk assessments, the accuracy of risk classifications and the
implementation of appropriate solutions for mitigating risks and managing critical systems will not be
consistent. This places the integrity of the financial data and information systems at risk.

Without complete and documented system security plans, security controls may be inadequate,
responsibilities unclear, and controls may be inconsistently applied. Such conditions lead to insufficient
protection of sensitive or critical resources. Therefore, the integrity of the financial data and information
systems may be at risk.

Without proper accreditations of major applications and general support systems, the system owners may not
be aware of, or in acceptance of, the security risks posed by the use of the system and therefore, cannot
actively support and monitor the effectiveness of the U.S. Forest Service security policies. This could further
lead to unauthorized access, intentional or unintentional data destruction or misuse, and/or denial of service.

Recommendation Number 1:

We recommend that the U.S. Forest Service management:

A. Document and finalize a risk assessment in accordance with the FSM 6682.1 and NIST SP 800-30 for
IBS/I-Suite and FTRS.

B. Finalize a system security plan in accordance with FSM 6682.5 and NIST SP 800-18 for IBS/I-Suite and
FTRS.

C. Perform and document a ST&E in accordance with FSM 6682.07b and NIST SP 800-37 for IBS/I-Suite.

D. Ensure that a formalized ATO is in place for all major applications prior to implementation in accordance
with FSM 6682.4.

(Continued)
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Adherence to the Change Control Process is Lacking

The following change control deficiencies were identified during our audit:

s Documentation related to the change approval, testing of changes and distributing updates to IBS is not
being maintained. "

e Complete testing documentation is not being maintained for All Service Receipts (ASR) changes. We
noted that only partial documentation was available for three of four changes selected.

e Complete testing documentation is not being maintained for FSCB-related system software changes. We
noted that documentation was not available for two of ten FSCB changes selected.

e The ISO Release Process procedures, which provide guidance for deploying critical applications, are in
draft.

e Patch deployment procedures for the desktop and windows server are in draft.
Reviews of system software installation logs to determine if updates to desktop clients and servers have
been deployed successfully are not conducted, as required by FSM 6682.63.

FSM 6600, Chapter 6680 — Security of Information, Information Systems, and Information Technology,
section 6682.63, “Monitoring Configuration Changes,” requires the monitoring of implemented changes for
unexpected security impacts and for opportunities to improve the effectiveness of security controls.

NIST SP 800-53, “Information System,” section SA-5 states “The organization ensures that adequate
documentation for the information system and its constituent components is available, protected when
required, and distributed to authorized personnel.” Additionally, NIST SP 800-53, section CM-4 states “The
organization monitors changes to the information system and conducts security impact analyses to determine
the effects of the changes.”

The change control process and procedures are not being effectively communicated and enforced at an
agency-wide level. Developers and testers responsible system software changes were unaware of the
requirements to document and maintain approvals and test results. U.S. Forest Service management also has
not. effectively communicated the importance of ensuring that deployed software and patches have been
effectively installed. As previously noted, the U.S. Forest Service drafted procedures for distributing
software. In addition, it is in process of finalizing the patch deployment procedures.

By not enforcing an agency-wide formalized change control process, the risk is present that undocumented or
unauthorized changes could be made to applications. Without proper documentation and approvals, a
defective change could be applied to an application that could cause the system to incur unintended risk. By
not reviewing software installation logs to determine if software deployments were successful, the risk is
present that not all U.S. Forest Service systems will meet baseline patch and software standards, which in turn
presents a security risk.

Recommendation Number 2:

We recommend that U.S. Forest Service management:

A. Communicate and enforce an agency-wide change control process for all change management personnel
to follow.

B. Create and maintain formal testing documentation and approvals for all major applications.

10
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Exhibit I

Segregation of Duties Needs Improvement

During FY 2007, the following segregation of duties conflicts were identified:

e We noted that segregation of duties controls are not in place to ensure that the HCM personnel with
access to the Entry, Processing, Inquiry, and Correction (EPIC) system did not also have the Pay
Administrator role within Paycheck 7. We found that some employees in field units have the Pay
Administrator role as well as access to EPIC.

¢ In the Oracle Password Database, users with access to group ‘KC’, ‘ABQ-DEV’, ‘Boulder’, and ‘FIA’
have access to both root-level operating system passwords and database administrator (IDBA) passwords.
As a result, there are 27 individuals with administrative-level access to both the databases and operating
systems. This database is a central repository that contains all of the administrative-level passwords for
U.S. Forest Service managed servers and databases.

¢ In Paycheck 7, three employees have access to both the administrative application-level passwords and
DBA passwords.

FSM 6600, Chapter 6680 — Security of Information, Information Systems, and Information Technology,
section 6684.23, “Least Privilege,” states “Configure the information system to enforce the most restrictive
set of rights/privileges or accesses needed by users (or processes acting on behalf of users) for the
performance of specified tasks.” Additionally, section 6683.11, “Separation of Duties,” states “Different
individuals should perform each of the following actions for critical operational control functions:
authorization/approval; system management; and monitoring or auditing.”

NIST SP 800-53, “Recommended Security Controls for Federal Information Systems,” control SI-9,
“Information Input Restrictions,” states “Restrictions on personnel authorized to input information to the
information system may extend beyond the typical access controls employed by the system and include
limitations based on specific operational/project responsibilities.”

When the applicable users’ roles and responsibilities were established, the U.S. Forest Service did not adhere
to appropriate segregation of duties principles. Additionally, the U.S. Forest Service’s “Identifying and
Establishing a Separation of Duties and Maintaining Least Privilege for Users” document is general and does
not include specific segregation of duties guidelines for system administrators and DBAs.

Furthermore, U.S. Forest Service management indicated that HCM resources and personnel are limited at
many U.S. Forest Service field units. Due to the lack of HCM resources and the size of U.S. Forest Service
units, HCM personnel may be required to perform multiple duties.

Individuals with privileged access to both the operating system and database can make unauthorized changes
to application data and tamper with any audit trail that would track such an incident.

Without proper segregation of duties controls, there is increased risk that fraudulent data could be entered into
EPIC and Paycheck 7. Fraudulent personnel records and payroll payments could be processed by the
National Finance Center (NFC).

i1
(Continued)
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Recommendation Number 3:

We recommend that the U.S. Forest Service management:

A. Establish, communicate, and document the enforcement of policies and procedures which require
quarterly management review of Paycheck 7 access listings and EPIC access listings to verify that access
is appropriate and in compliance with policy.

B. Ensure that proper segregation of duties principles are adhered to when assigning roles in EmpowHR (the
new HCM personnel system), since this system will ultimately replace EPIC.

C. Update the “Identifying and Establishing a Separation of Duties and Maintaining Least Privilege for
Users” document to include specific segregation of duties guidelines for system administrators and
DBAs.

D. Update the level of user access for all personnel based on the appropriate segregation of duties principles.
If this current level of access is warranted, then mitigating controls must be implemented to appropriately
track user actions. '

U.S. Forest Service Systems are Vulnerable to Unauthorized Access

During the vulnerability assessment phase of our audit, we noted the following high-level categories of
findings:

Patch Management:

o 87 various buffer flow vulnerabilities related to outdated and/or unpatched versions of software were
identified on a multitude of hosts.

e 37 various Denial of Service vulnerabilities related to outdated and/or unpatched versions of software
were identified on a multitude of hosts.

e 116 Microsoft Security patches were missing on a multitude of hosts.

Configuration Management:

e On one host the Microsoft Structured Query Language Server Administrative password was “Blank”.
Default Oracle database passwords were on multiple hosts.

Default Simple Network Management Protocol community strings existed on multiple hosts.

Blank administrative passwords were on multiple workstations.

Although the U.S. Forest Service is currently conducting quarterly scans to identify vulnerabilities, we noted
that systems are not being patched for the identified vulnerabilities in a timely manner. We noted that five of
the 377 hosts identified (1.3%) contained 792 of the 1,749 (45.3%) noted vulnerabilities. These five hosts
were later decommissioned during audit fieldwork. Even though 45.3% of the vulnerabilities were localized
to five hosts, we still noted 372 hosts (98.7%) were identified as having one or more vulnerabilities associated
with them.

USDA DM 3535-00, “C2 Controlled Access Protection,” Part 1, “USDA’s C2 Level of Trust,” section 3a,
states “A USDA mandatory minimum password length of 6-8 alphanumeric characters will be established.
To comply with USDA’s C2 Level of Trust, passwords for all general users of systems, applications or
processes shall be changed every 60 days. Passwords issued to privileged users (system administrators,
system managers, auditors and engineers) will be changed every 30 days. All passwords will be encrypted
and dictionary words shall not be used for passwords.”

OMB Circular No. A-130, Appendix 111, “Security of Federal Automated Information Resources,” states that
the agencies should implement “Security commensurate with the risk and magnitude of the harm resulting
from the loss, misuse, or unauthorized access to or modification of information. This includes assuring that
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systems and applications used by the agency operate effectively and provide appropriate confidentiality,
integrity, and availability, through the use of cost-effective management, personnel, operational, and technical
controls.”

The patch management vulnerabilities noted above result from outdated and/or unpatched versions of
software running on the servers. The configuration management issues are the result of inadequate passwords
and password policy existing at the time of each system’s implementation. .

The patch management vulnerabilities could potentially allow an attacker to execute arbitrary code on the
vulnerable systems. In addition, an attacker could potentiaily utilize the privileges granted to the affected
servers in an attempt to compromise other servers and/or network devices within the U.S. Forest Service
network, including financial servers.

Without proper control of user accounts and their associated passwords, the potential exists for unauthorized
users to access U.S. Forest Service systems. This risk is elevated when powerful accounts, such as system
administration accounts, are assigned easily guessed, blank, or default passwords. These accounts could
allow an unauthorized individual unlimited access to a system and cause a loss in availability or integrity of
the system.

Recommendation Number 4:

We recommend that U.S. Forest Service management:

A. Update its system configuration management baselines, as necessary, to reflect the most recent software
versions and patch levels to ensure consistency within the environment, when implementing new
systems.

B. Improve system configuration management practices by raising system administrator awareness of the
requirements for maintaining secure system configurations, including software versions, patches, and
changing vendor default settings as necessary.

In addition we continue to recognize the need for the U.S. Forest Service to develop and implement a patch
management policy and configuration management policy to strengthen change controls and system software
controls as reported in prior year Recommendation 8 of Audit Report No. 08401-6-FM.

Finally, we continue to recognize the need for the U.S. Forest Service to develop access controls and to

improve the management of network accounts as reported in prior year Recommendation 7 of Audit Report
No. 08401-6-FM.
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SIGNIFICANT DEFICIENCIES

Number 1: The U.S. Forest Service Needs to Continue to Improve its Financial Management and
Reporting Process (Repeat Condition)

During FY 2007, the U.S. Forest Service continued to improve its financial reporting process. During the FY
2007 audit, it was noted that the U.S. Forest Service has cleaned up its residual journal vouchers (JV’s) in the
general ledger as well as institutionalized its monthly process of reviewing abnormal balances and account
relationships. Although financial reporting continues to improve, deficiencies continue to exist in the U.S.
Forest Service’s ability to produce accurate financial information.

Residual Deposits in the Liability for Deposit Funds, Clearing Accounts, and Undeposited Collections
Need to be I1dentified and Properly Posted

During our FY 2007 audit we noted prior year deposit transactions that resided in general ledger (GL) account
2400, Liability for Deposit Funds, Clearing Accounts, and Undeposited Collections. These deposits reside in
GL 2400 because the final destination of the transaction has not been determined.

As part of our audit work we selected 85 samples for testing. Of these 85 samples, six deposits had

insufficient documentation provided to support the balance and one deposit had no documentation at all. In
addition, we noted five deposits were incorrectly classified between Federal and Non-Federal in the U.S.

Forest Service’s GL.

The primary cause for the prior year deposits relates to the U.S. Forest Service’s prior year issues with
reconciling Fund Balance with Treasury.

Recommendation Number 5:

We recommend that the U.S. Forest Service management devote the necessary resources to identify, research,
and resolve prior year residual deposits in GL 2400.

Review and Approval of Non-Routine Transactions Needs Continued Improvement

During our audit, we noted the following instances where the U.S. Forest Service did not properly review and
research non-routine transactions.

During our testwork over non-routine transactions, we identified the following “national'” level adjustment

deficiencies:

e One of two samples was not fully supported and contained items that were delivered and paid before
October 1, 2007.

e Standard Vouchers (SV) entries were made for 20 national level undelivered orders when in fact the
goods were delivered prior to October 1, 2007.

' National adjustments are made at period-end after the closing of the general ledger to field personnel. The national
adjustments are made to ensure completeness of expense accruals and undelivered orders at quarter end.
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During our testwork over the Statement of Budgetary Resources, we noted that Treasury Appropriation Fund
Symbol (TAFS) 127/81117 was apportioned on September 28, 2007 by OMB for FY 2008. This authority
should have been posted to GL 4450 as of September 30, 2007 as the funding was not available for obligation
or expenditure by the U.S. Forest Service until October 1, 2007. Additional adjustments were made
incorrectly to correct the balance by debiting GL 4610, Allotments — Realized Resources, causing an
abnormal balance at September 30, 2007 (and corrected during accounting period 14 closing).

Additionally in the second quarter of 2007, the accrual for Payments to States in GL 2992, Other Liabilities
without Budgetary Resources, was erroneously reversed twice and corrected during accounting period 14.

The U.S. Forest Service is not performing an adequate review of non-routine transactions.

The U.S. Forest Service’s Chief Financial Officer (CFO) Bulletin 2002-010 SV Document Policy states that
“SV documents require approval by an approving official and will process similar to balance vouchers
(BV’s), internal vouchers (IV’s), working capital fund vouchers (WV’s), and journal vouchers (JV’s) in that
one individual will create the SV and another (approving official) will approve the document before it is
accepted in the Foundation Financial Information System (FFIS). Approving the SV document means the
approving official has reviewed the supporting documentation and agrees that the SV transaction is
appropriate, adequately documented and should be made in the current accounting period.”

OMB Circular No. A-123 states that “management is responsible for establishing and maintaining internal
control to achieve the objectives of effective and efficient operations, reliable financial reporting, and
compliance with applicable laws and regulations.”

The improper non-routine entries made by the U.S. Forest Service resulted in:

e National level accruals not being accrued properly causing abnormal balances and accruals that are not
justified,

~» Undelivered orders being overstated and delivered orders being understated because entries are not being
classified and recorded properly to the general ledger,

e Unapportioned authority, GL 4450, was understated by $314 million as of September 30, 2007, and
The erroneous reversal of the 2™ quarter accrual caused unfunded liabilities (GL 2992) and future funded
expenses (GL 6800) to be understated by $35 million as of September 30, 2007.

Recommendation Number 6:
We recommend that U.S. Forest Service management ensure that existing review and approval procedures are

adequate, communicate the policy to its management, and ensure its management is adequately trained on the
policy as well as on other technical areas that they are responsible for at the ASC.

Number 2: The U.S. Forest Service Needs to Refine and Monitor its Expense Accrual

Statistical Accrual Model Needs Refinement

During FY 2006, the U.S. Forest Service developed a regression analysis model to determine a statistically
derived amount for a component of its expense accrual. This model is used to determme an estimate of the
amount to accrue on a macro level for many smaller dollar obligation transactions.
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Regression analysis is a statistical tool that derives a mathematical relationship between two or more
quantitative variable of interest (the dependent variable) that can be estimated by one or more of the others
(independent variable(s)). Typically, for regression models to produce valid and reasonably precise estimates,
the sample data must cover a wide range of values for the independent variable(s) and must also have enough
observations (i.e., data points) to ensure both the geometric shape and precision of the resulting estimates with
a high degree of statistical confidence. The number of sample observations required for such validity and
precision is generally accepted to be in excess of 50 plus the number of coefficients being estimated by the
model employed. In the case of a simple two-variable straight line model, a sample size of 52 or more would
be desirable; while with a more complex curvilinear model using two or more variables, a larger sample size
would be appropriate.

Currently the U.S. Forest Service is planning to use several different geometric models as derived from the
currently available 45 data points. These different models incorporate both straight line and curvilinear
mathematical functions with potentially different formis of the variables being employed as the format for the
independent variable portion of the model. While it may be appropriate to have different geometric patterns
for accrual estimating equations for the various broad ranges of obligations, it was noted that all of these
models are producing wide ranges of variability around the estimating equations. The lack of precision (i.e.,
at the 95% confidence level) could be caused by either using the wrong geometric function or using the wrong
form of the various variables being employed. However, with the current number of observations (i.e., data
points), we are unable to determine the wide variation of estimates for month to month or whether there is
some other root cause.

While these newly developed regression models appear to produce better results overall then past methods for
the various accrual estimates, the following issues should be noted on a go-forward basis:

o Lack of Sufficient Number of Data Points — The U.S. Forest Service uses 45 data points for establishing
the accrual model at the end of the third quarter. Ideally a minimum of 52 or more data points should be
used; however because the model is based on a time series, that goal will not be able to be achieved for
another 9 plus months.

e Correlation of Unliquidated Obligations (ULO) Balances and Payments — The statistical models
developed by U.S. Forest Service use various geometric relationships between ULOs and payment; with
payments being the dependent variable of interest in each of the models. In each case, a correlation is
developed from the coefficient of determination (i.e., the ratio of the “explained variation” to the “total
variation” of the payment data). Because the correlation coefficients are relatively high for all of the
models constructed, the U.S. Forest Service management has assumed that the models will be useful and
precise enough to provide tight estimates of the actual amounts earned by contractors and grantees, but
not yet paid. Various expert texts have shown that the correlation coefficient, while helpful in initially
determining the strength of the possible relationship of the variables in an estimation model, may not be
the final indicator of how appropriate and definitive a regression model might be. The paucity of data
points might lead to an incorrect conclusion for future estimation of future amounts to be accrued.

e The Use of Three Different Model Forms — The U.S. Forest Service analysis has produced three different
geometric model forms; one for grant and agreements, one for construction contracts, and one for
operations. While the use of different curve forms for regression estimates is to be expected because of
the timing and billing differences implicit in the different types of obligations, it was noted that there
appeared to be a lack of consistency of “goodness of fit” or precision of estimate even when comparing
the models being used within a single type of obligation. Sometimes the curvilinear form is preferred; but
in other time frames, the straight line format provides a more precise estimate. The U.S. Forest Service
management should verify and validate the various models developed against data that are not part of that
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which was used to develop the models. In addition, they should arrive at the geometric form that is
appropriate and consistently applied for each one of the three types of obligations. Itis also possible that
the U.S. Forest Service will need to consider the use of a multiple regression model (i.e., one with two or
more independent variables) with additional variables perhaps in order to more fully describe the amount
that needs to be accrued for a given obligation type.

The U.S. Forest Service has very recently implemented the regression procedure to estimate amounts to'
accrue for the three types of obligations. Because of the poor quality in expenditure data prior to FY 2004,
the U.S. Forest Service does not have a sufficient amount of historical data from which it can generate its
regression analyses with adequate statistical confidence and precision.

The book entitled Regression Diagnostic written by M.S. Younger and published by John Wiley & Sons;
New York, NY 1977 suggests that the model-building data sets for regression analysis should be sufficiently
large so that a reliable model can be developed. This reference suggests that the model data set should
contain at least 60 to 100 cases in order to identify a meaningful relationship between two variables. In
addition, the author states that the coefficient of determination (R squared) is not an adequate indicator of the
usefulness of the regression relation; therefore, a combination of other statistical parameters and diagnostics
plots should be considered when evaluating a regression model. The reference describes, in detail, diagnostic
techniques and model-building characteristics that should be taken into consideration when developing a
regression model.

The variability in the various models developed and the inconsistency of results in comparison with actual
data results in a certain amount of uncertainty as to the reliability of the accrual estimates being made. Such
determinations can only be made as more data becomes available over time and the U.S. Forest Service
management verifies and validates the set of models that are finally arrived at for use in the accrual process.

Recommendation Number 7:

We recommend that the U.S. Forest Service management:

A. Expand the number of variables to form multiple regression models and/or the types of analysis to include
the use of the obligation paid, duration, percentage of time remaining in the obligation and percentage of
time passed indexes in order to account for the various changes in the payment patterns by fiscal quarter.

B. Consider implementing more robust statistical software which will increase the accuracy of the U.S.
Forest Service’s statistical accrual.

We also continue to recognize the need for the U.S. Forest Service to expand the number of data points in the
various regression models to at least 52 and test models with specific additional independent variables in
some of the models which may substantiate and better expose the true nature of the relationship between
ULOs and payments in the various types of obligations as reported in the prior year Recommendation 4 of
Audit Report No. 08401-7-FM.

Intra-governmental Accruals Process Needs Improvement

Late in the FY 2007 audit, we became aware of the fact that the U.S. Forest Service developed a statistical
regression accrual model for governmental payments. However, based on our review of the regression model,
we noticed a lack of fit and lower coefficient indicators of poor predictability to estimate an accurate accrual
amount for government expense related amounts.

In addition, we noted that the U.S. Forest Service did not reconcile/confirm and/or did not have adequate
documentation supporting confirmation of intra-governmental balances between all trading partners as
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directed by Treasury Financial Manual (TFM) Bulletin No. 2007-03. The U.S. Forest Service represented
that they believed this requirement to be a “Department versus an Agency” requirement and therefore
reconciled only material reconciling differences identified by the USDA. However, we believe that the U.S.
Forest Service should determine what is material for their financial reporting requirements to ensure that
adequate confirmations have been made.

TFM Bulletin No 2007-03 Volume 1 states, “The provisions of this bulletin apply to all intra-governmental
business. Accordingly, these rules provide Federal entities with guidance for (1) recording and reconciling
intra-governmental exchange transactions, (2) fiduciary transactions, and (3) transfers between Federal
entities.” The bulletin became effective October 1, 2006.

Recommendation Number 8:

We recommend that the U.S. Forest Service management:

A. Discontinue use of the statistical model to estimate U.S. Forest Service’s Federal Government liability.

B. Materially comply with TFM Bulletin 2007-03 and maintain adequate supporting documentation of
reconciliation and confirmation with each material Federal entity that conducts business with the U.S.
Forest Service.

Number 3: Accountability for Unliquidated Obligations (ULOs) Needs Continued Improvement
(Repeat Condition)

During FY 2005 the U.S. Forest Service experienced a lack of compliance with its policies and procedures to
review and certify the accuracy of ULOs. In response to the FY 2005 ULO material weakness, the U.S.
Forest Service revised its policies and procedures regarding its certification of undelivered orders. Although
there was improvement in this area in FY 2006, the significant deficiency still exists in FY 2007.

During our testwork over the design and implementation of internal controls over ULO certifications, we
noted an internal control implementation failure. Specifically at the field site visited, 11 of 20 ULOs meeting
the review and certification criteria as of February 28, 2007 were not properly reviewed. However, the field
office budget officer certified the ULOs as valid. As a result of the internal control failure, the audit team
assessed control risk as high and implemented a substantive approach.

The implementation failure specifically resulted from Part II of the ULO certification form. Part II of the
form contains an option #4, which can be completed with any explanation by the preparer. At the field site
we reviewed, option #4 was selected for the 11 ULOs and the narrative stated that the grants specialist did not
respond to the request for certification. In addition, although option #4 was selected, field site management
approved (i.e., certified) the ULOs contained in Part II of the certification that went un-reviewed.

U.S. Forest Service Directive 6500-218 states that for the months ending November 30, February 28, May 31

and August 31, all obligations that are:

e $250,000 or greater regardless of age,

¢ $100,000 to $249,000 and 36 months or older, and

* Under $100,000 and 60 months or older must be reviewed to determine that they are valid, accurate, and
supported. Any ULOs found to be invalid or incorrectly stated must be reported to ASC Budget
Execution to be de-obligated or adjusted no later than 15 days after the date of certification.
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Because of weaknesses in the operating effectiveness of internal controls over ULOs, substantive testing was
conducted on the September 30, 2007 balances. Out of 210 routine ULO transactions tested, 17 were
considered exceptions.

During FY 2007, the U.S Forest Service changed its previous practice of accruing liabilities for “Green Book”
obligations between Forest Service and the USDA. Previously, the U.S. Forest Service recognized these
obligations as delivered on a pro-rata basis, ultimately resulting in no ULO balance at year-end. In FY 2007,
the U.S. Forest Service began using the amount identified in the Intra-departmental Transaction
Reconciliation System as a basis for recording the quarterly delivered amount. Due to this change, there were
26 obligations with ULO balances totaling $8.5 Million at year-end. The U.S. Forest Service did not confirm
with the USDA that the remaining ULO balances were still valid.

Recommendation Number 9: .

We recommend that U.S. Forest Service management:

Continue to train its personnel on performing and approving ULO certifications, and

Consider removing option #4 from Part II of the ULO certification, or

Follow up on any option #4 responses provided by the administrative units and regions.

Work with the USDA to refine the Green Book process for USDA agreements to ensure that the ULO
balances are valid and should remain obligated or be deobligated.

oow»

In addition, we continue to recognize the need for the U.S. Forest Service management to continue to monitor
its ULO certifications and, if necessary, modify exiting policies and procedures as noted in prior year
Recommendation 1 of Audit Report No. 08401-4-FM.

Number 4: Review of Credit Card Transactions and Controls Over the Programs Need Continued
Improvement (Repeat Condition)

During the FY 2007 audit, we noted control deficiencies in the purchase and fleet card programs. The U.S.
Forest Service uses the purchase card to reduce administrative costs and allow its employees to procure
supplies and services faster than through traditional government procurement regulations. In addition, the
U.S. Forest Service also uses fleet cards to purchase automotive related services without going through
traditional government procurement regulations.

Purchase Card (PCMS) Monitoring Continues to Need Improvement

During our testwork over quarterly supervisory reviews of purchase card transactions, 25 out of 49 quarterly
reviews were not performed or were not performed timely over 2™ quarter PCMS transactions. 22
cardholders either did not have quarterly reviews or there was no evidence a quarterly review was performed,
while three reviews were not performed timely.

In addition, during testwork over the authorization for the use of purchase cards, the Micro-Purchase &
PCMS System Training Certification Request forms were not provided for 17 out of 146 cardholder samples.

USDA Departmental Regulation 5013-6 requires that supervisors of purchase card holders monitor the
purchasing activity of card holders in their units. Paragraph 18 of the Regulation states that all personnel
must be trained to use PCMS before a card may be conferred, and individuals issued a card will certify that
they have received the training, understand the regulations and procedures, and know the consequences of
inappropriate actions. In addition, on June 30, 2003, the Washington Office (WO) sent a letter to U.S. Forest
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Service units instructing them to have all U.S. Forest Service cardholders authorized in writing by December
31, 2003 [and on a go-forward basis]. .

On April 19, 2004, the U.S. Forest Service Director of Acquisition Management reminded the various U.S.
Forest Service units of the emphasis placed on the supervisor’s review of purchase card holders. A
supervisory review checklist was provided to document the reviews starting with the second quarter review .
(January — March 2004). Documentation of these reviews should be maintained for three years.

Without effective quarterly supervisory reviews of PCMS transactions, the U.S. Forest Service increases its
risks for inaccurate and inappropriate purchase card transactions. In addition, without complete and accurate
cardholder information in PCMS and adequate authorization/training records for PCMS cardholders, U.S.
Forest Service management can not effectively monitor purchase card holders and transactions incurred by its
cardholders.

We continue to recognize the need for the U.S. Forest Service management to reinforce its policies in this
area and incorporate procedures to test reviews of purchase card transactions in its Acquisition Management

reviews as reported in prior year Recommendation 4 of Audit Report No. 08401-4-FM.

Controls over Fleet Cards Need Improvement

During a review of USDA OIG report entitled “Controls over Forest Service Vehicle Fuel and Maintenance
Costs (086013-TE), it was noted that U.S. Forest Service lacks controls over fleet card transactions. USDA
OIG identified the following deficiencies:

o U.S. Forest Service did not review fleet credit card operations;
e U.S. Forest Service’s controls over fleet credit card transactions were found to be inadequate; and
e U.S. Forest Service needs to reconcile its active fleet credit cards to the vehicles it operates.

In addition, 11 transactions were selected during FY 2007 for which U.S. Forest Service was unable to
provide supporting documentation outside of system screen prints.

The WO issued Directive 7130/1430 on June 1, 2007, which states, “U.S. Forest Service controls over fleet
card transactions need strengthening, the review of fleet card operations is inadequate, and the U.S. Forest
Service needs to reconcile active card inventories to vehicle inventories.”

The March 2007 USDA OIG Report entitled Controls Over Forest Service Vehicle Fuel and Maintenance
Costs states “The USDA OIG reviewed U.S. Forest Service’s controls over fleet credit cards for fiscal years
2004 and 2005 to determine if controls were adequate and if charges were for allowable and appropriate
expenses. The USDA OIG found that the U.S. Forest Service could not fully support over $48 Million in
transactions charged to its fleet credit cards. Of this $48 Million, $3.7 Million of those charges were
determined to be fully unsupported. The U.S. Forest Service has approximately 24,000 vehicles, each of
which has a fleet credit card assigned to it. According to the USDA OIG report dated March 30, 2007, users
of fleet credit cards were able to charge $3.7 Million in unsupported expenses during FY 2004 and FY 2005.
Of the $3.7 Million, $200 thousand was for prohibited premium and mid-grade fuel purchases. U.S. Forest
Service has no reasonable assurance that unsupported expenses are being used to accomplish the U.S. Forest
Service’s mission.”
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Recommendation Number 10:

We recommend that U.S. Forest Service management:

A. Implement the WO Directive 7130/1430 by providing detailed policies and procedures, adequate training
on those policies and procedures, and monitor compliance to ensure appropriate use of the U.S. Forest
Service funds.

B. Require receipts for all purchases, where feasible, and sure that they are maintained and reviewed by the
Local Fleet Program Coordinator or Area Fleet Program Coordinator.

Number 5: The U.S. Forest Service Needs to Improve Internal Controls over its Environmental and
Disposal Liabilities (EDL) Process

Accountability of EDL Needs Improvefnent

During our testwork over EDL, we identified the following control deficiencies in the U.S. Forest Service’s
EDL process:

e The Center for Environmental Excellence (CEE) database is currently being used to collect liability
information for financial statement reporting. However, it does not allow engineers to recognize sites as
government related or government acknowledged. The database must be exported and queried to obtain
the necessary financial statement information.

e The U.S. Forest Service does not have adequate documentation requirements when supporting its EDL.
As a result, we received substandard documentation for 15 of 20 samples.

e Engineers may not enter information into CEE if they do not believe they will receive funding for a
project. Information for these projects is provided by the field at the request of the WO and is maintained
separately in a spreadsheet.

The CEE database is a budgetary planning tool that does not provide detailed financial information about
project estimations. In addition, engineers are not aware that documentation is required to support financial
liabilities. Finally, testwork has disclosed that the U.S. Forest Service’s CEE database and manual
spreadsheets are not adequate information systems for tracking and reporting this formation for financial
statement reporting purposes.

The Federal Accounting Standards Advisory Board, Technical Release No. 2 requires the following factors to
be considered in the estimate:

1. Completion of a Remedial Investigation/Feasibility Study (RI/FS) or Other Study. The first test in
determining whether costs are reasonably estimable is to ascertain whether there is a completed study upon
which to base an estimate.

2. Experience with Similar Site and/or Conditions. If there is a similar site or condition with experience
gained (through actual cleanup and/or a completed study to compare), the estimate for recognizing a liability
for a site could be based on the similar experience or conditions. In addition, the estimated cost of a future
study (if required) should be recognized. Future studies could result in improved estimates.

3. Availability of Remediation Technology. Assuming a study has been completed, or an agency or other
entity has experience with a similar site and/or condition as noted above, the next test is whether there is
technology available to remediate a site. If no remediation technology exists, then remediation costs would
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not be reasonably estimable, but the agency would be required to recognize the costs to contain the
contamination and any other relevant costs, such as costs of future studies.”

The completeness and accuracy of the environmental and disposal liability as of September 30, 2007 may be
misstated and incomplete due to estimates that are unsupported or were erroneously left out of the CEE
database query. In addition,'the CEE database may not contain information for which the field believes it will,
not receive funding, causing the liability to be further understated in the financial statements. As an audit
request, the U.S. Forest Service queried the database for September 30, 2007 financial statement information
and inadvertently missed $20 million relating to the Beal Mine site. The U.S. Forest Service corrected the
error through a period 13 adjustment.

Recommendation Number 11:

We recommend that U.S. Forest Service management:

A. Implement a system that requires engineers to designate sites as government related or government
acknowledged and generates the necessary information for financial reporting purposes; and

B. Implement controls to review EDL estimates to ensure that adequate supporting documentation exists to
support the balances reported in the financial statements.

Improvements are Needed in Financial Disclosure of EDLs

The June 30, 2007 and September 30, 2007 U.S. Forest Service financial statements do not include all
information required by OMB Circular No. A-136 Financial Reporting Requirements - Revised (06/29/07),
the GAO Checklist for Federal Reporting and Disclosures, and Statement of Federal Financial Accounting
Standards (SFFAS) 6.

SFFAS 6 describes cleanup costs as “costs associated with hazardous waste removal, containment, or
disposal. In some instances, the Federal Government incurs liabilities for cleaning up hazardous waste at sites
or facilities it operates or has operated. Generally, cleanup cannot be, or is not, done until permanent or
temporary closure or shutdown of sites or facilities. The Board has completed recommended accounting
standards for liabilities which address liabilities for environmental cleanup resulting from an accident, natural
disaster, or other one-time occurrence.”

In accordance with SFFAS 5 and 6, OMB Circular No. A-136, Financial Reporting Requirements - Revised
(06/29/07), and the GAO Checklist for Federal Reporting and Disclosures the following information is
required to be disclosed in a footnote:

"Entity disclosure of clean-up costs should include:

e sources (i.e., applicable laws and regulations) of clean-up requirements,

e method for assigning estimated total clean-up costs to current operating periods (e.g., physical capacity
versus passage of time),

unrecognized portion of estimated total clean-up costs associated with property, plant and equipment,
material changes in total estimated clean-up costs due to changes in laws, technology, or plans,

portion of change in an estimate that relates to prior-period operations,

the nature of estimates, and

information regarding possible changes due to inflation, deflation, technology, or applicable laws and
regulations”.
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The EDL financial statement disclosure at June 30, 2007 and September 30, 2007 is not disclosed in
accordance with OMB Circular No. A-136, Financial Reporting Requirements - Revised (06/29/07) and
Disclosures and SFFAS 6.

Recommendation Number 12:

We recommend that U.S. Forest Service management:

A. Comply with the disclosure requirements in the GAO disclosure checklist for interim and final financial
statements, and

B. Ensure that the financial statements are updated to include the required information for environmental
and disposal liabilities.

Number 6: Controls Related to Physical Inventories of Pooled Real Property Need Continued
Improvement (Repeat Condition)

During our FY 2007 audit, initial control tests of real property inventory controls failed. Therefore the

statisticians expanded the size of the number of organizations from ten to 30 and we deployed to test the

controls at the end of the FY. The controls for individual real property passed after the additional 20 units
were tested. However, we noted the following deficiencies for pooled real property which were primarily
caused by a Jack of compliance by field units with the U.S. Forest Service’s written inventory instructions.

o Lack of Line Officer Certification- The line officer certification that physical inventories were 100%
complete was not correct/provided for three out of 22 samples. This deficiency existed at three out of 30
organizations visited.

o Lack of Signatures and/or Annotations on Inventory Reports- Inventory reports were either not signed or
not annotated by the inventory takers for 37 of 49,721 assets reviewed. This deficiency existed at one of
30 organizations visited.

e Lack of Evidence of Property Management Officer (PMO) Review- The PMO sign off/review of the
inventory reports was not evidenced on 716 out of 723 inventory sheets. This deficiency existed at 21 out
of 30 organizations visited.

o Lack of Evidence of Segregation of Duties- In the absence of PMO review, we could not determine if
there was segregation of duties for 105 of 114 inventory takers. This deficiency existed at 19 out of 30
organizations visited.

e Lost or Found Items Discovered during Physical Inventories were not Properly Documented and/or
Corrected in the Property Systems- Non-reconciling items discovered during the physical inventories
were not corrected in the property systems. This condition existed in five of seven lost or found items at
one of the 30 units visited.

The FSM 6400 Chapter 6440 — Real Property Management, Section 6446.21 requires periodic inventories be
taken for all buildings, structures, and other physical facilities. In addition, Section 6446.22 requires that
reconciliation be done between property records and inventories as well as property records and general
ledger.

U.S. Forest Service FY 2007 Real Property Inventory Instructions dated June 2007 state that in 2003, the U.S.
Forest Service began a 5-year cycle for 100 percent inventory of all real property assets. This year marks the
final year in the 5-year inventory cycle to meet the requirements for real property assets that have a value of
$25,000 or more. The real property inventory instructions is a 14-page document that requires among other
things that to document physical verification of the asset the inventory taker must initial and date each line
item on the inventory sheet maintaining segregation of duties. The PMO is required to review and sign each
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page of the inventory sheets. The line officer must then sign a certification of completion of all the procedures
in the instructions.

U.S. Forest Service Instructions 7700/6440/6500 dated April 13, 2006, Subject: Real Property Verification of
Forest Service Roads specifically requires the completion of U.S. Forest Service road inventories and
provided guidance on addition of roads to the U.S. Forest Service transportation system. ‘

Recommendation Number 13:

We recommend that U.S. Forest Service management:

A. Resolve the FY 2007 issues by December 31, 2007, by conducting a review of the pooled assets annotated in
the FY 2003-2007 inventory cycle and providing evidence of line officer certification, satisfactory PMO
review (signatures), segregation of duties, and recording and reconciliation of corrections in the sub-ledger
and the general ledger. :

B. Ensure that the FY 2008-2012 inventories are conducted correctly, by assembling a multi-discipline team of
all affected parties to design and put in operation a more effective and efficient process for the next 5-year
physical inventory cycle, by not later than March 31, 2008 for fiscal year 2008 implementation.

Number 7: The U.S. Forest Service Needs to Improve Its Business Process for Revenue Transactions
(Repeat Condition)

The U.S. Forest Service is not using proper posting models to record exchange revenue collected on behalf of
local governments and the U.S. Department of the Treasury. In addition, U.S. Forest Service interpreted
Public Law (P.L.) 106-393 improperly and as a result did not return unused funds to the U.S. Department of
the Treasury at the end of each FY.

The Secure Rural Schools and Community Self Determination Act of 2000 (P.L. 106-393) states, “The
payment to an eligible State...for a FY shall be derived from any revenues, fees, penalties, or miscellaneous
receipts, exclusive of deposits to any relevant trust fund, or special accounts, received by the Federal
Government from activities by the Forest Service on the Federal lands described in section 3(1)(A) and to the
extent of any shortfall, out of any funds in the Treasury not otherwise appropriated. Federal Lands described
in section 3(1) (A) are “lands within the National Forest System, as defined in section 11(a) of the Forest and
Rangeland Renewable Resources Planning Act of 1974 (16 U.S.C. 1609(a)) exclusive of the National
Grasslands and land utilization projects designated as National Grasslands administered pursuant to the Act of
July 22,1937 (7 U.S.C. 1010-1012).”

" In addition SFFAS 7, states “These accounting standards recognize exchange revenue at the time that a
Government entity provides goods or services to the public or to another Government entity.....Exchange
revenue should be recognized in determining the net cost of operations of the reporting entity during the
period. The exchange revenue should be recognized regardless of whether the entity retains the revenue for its
own use or transfers it to other entities...... To the extent that a Government entity’s exchange revenue that is
included in calculating net cost of operations is required to be transferred to the Treasury or another
Government entity, the amount should be recognized as a transfer-out in determining the net result of
operations.”

During FY 2007, the U.S. Forest Service posted a cumulative adjustment to its FY 2007 GL to return prior
period funds to Treasury. As a result of this adjustment, current year revenue was understated by $33 Million
and budgetary resources were understated by $113 Million.
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Recommendation Number 14:

We recommend U.S. Forest Service management:

A. Utilize posting logic which complies with Treasury guidance and SFFAS 7.

B. Implement policies and procedures to ensure funds are timely returned to the Treasury in accordance with
P.L. 106-393.

Number 8: Process Improvements are Needed over Personal Property Transactions (Repeat Condition)

During FY 2007 the U.S. Forest Service has continued to improve its property internal controls, however
further improvements are still warranted.

U.S. Forest Service Needs to Develop a Process for Recording Internal Use Software

During our FY 2007 audit, we found no current year activity for Internal Use Software Work in Process, GL
1832. Our review of GL 1832 identified prior year activity that continues to reside in the general ledger
account that should have been removed prior to this FY. During further inquiry of U.S. Forest Service
personnel, we noted that costs were not capitalized as internal use software for IBS and I-Web, which went
into operation during FY 2007 and 2005, respectively. Based on the U.S. Forest Service’s research of costs
associated with IBS and I-Web, $13.1 Million should have been recorded as a capital asset in GL 1830.

SFFAS 10, Internal Use Software, Paragraph 31, “Developmental Software” states “In instances where the
managers of a federal entity conclude that it is no longer more likely than not that developmental software (or
a module thereof) will be completed and placed in service, the related book value accumulated for the
software (or the balance in a work in process account, if applicable) should be reduced to reflect the expected
net realizable value, if any, and the loss recognized. The following are indications of this:

o Expenditures are neither budgeted nor incurred for the project.

e Programming difficulties cannot be resolved on a timely basis.

* Major cost overruns occur. ;

» Information has been obtained indicating that the cost of developing the software will significantly exceed
the cost of COTS [commercial off the shelf] software available from third party vendors; hence,
management intends to obtain the product from those vendors instead of completing the project.
Technologies that supersede the developing software product are introduced.

e The responsibility unit for which the product was being created is being discontinued.”

Without an adequate process in place to track and monitor software development costs, the U.S. Forest
Service can not adequately track and record its internal use software.

Recommendation Number 15:

We recommend that U.S. Forest Service management establish policies and procedures for recording,
monitoring and accounting for internal use software and internal use software work in processes; train
personnel on such polices and procedures, and monitor compliance with the policies and procedures.
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Number 9: The Compilation of Performance Measures Needs Continued Improvement (Repeat
Condition)

During our control testwork over performance measures, we noted the U.S. Forest Service has not fully
implemented corrective actions related to the USDA OIG report 08601-01-HY. In addition, as outlined in the
FY 2006 (issued in FY 2007) WO Oversight Performance Review report, we noted that U.S. Forest Service
personnel do not have a clear understanding of performance reporting policies and procedures which resulted
in inaccurate and incomplete reporting of performance information.

According to the USDA OIG Audit Report No 08601-01-HY issued in March 2005, the U.S. Forest Service
has not effectively implemented a comprehensive strategy for collecting and reporting performance data, as it
agreed to do in response to a June 2000 OIG audit. The OIG audit found several examples of inconsistencies,
errors and omissions in measuring performance. The standards used to define performance varied between
regions and forests and even among the districts in a forest. Definitions of performance measures were often
vague and open to varied interpretation.

In addition, a FY 2006 U.S. Forest Service WO Oversight Performance Review Report summarized the
following key issues from the report:

e Program managers expressed concern about changes in definitions. One forest underreported an
accomplishment because they inadvertently used an old definition of a measure.

e There was some confusion about the correct definitions of the categories of research publications which
lead to inconsistent reporting.

e Staff requested that changes in the database of record be highlighted more effectively.

e A few staff “capped” reported accomplishments at the target level, rather than reporting actual
accomplishments out of concern that future funding would be decreased or targets raised.

e There were several cases of unreported accomplishments. This was due to failure to enter the
accomplishments in the database, entering the data in the incorrect database, or entering data in the wrong
field in the database.

e There were instances where planned accomplishments were entered in “WorkPlan” at the target level
regardless of the unit’s capacity to accomplish a higher level of activity.

e One research station, collaborating with a national forest, inadvertently reported accomplishments
attributable to the forest.

e There was wide variation in the quality and consistency of documentation. In some cases the review team
could not confirm that reported accomplishments were adequately supported by documentation.

e Some units had documents without signatures and dates of responsible officials, but personnel agreed
having this validation would be a good business practice.

e Some line officers and program managers had reviewed projects but did not document the review.

There was considerable discussion during the exit conferences around the need for and importance of
training in performance management and its integration into resource management.

Without adequate policies and procedures in place to gather performance data, U.S. Forest Service is
inaccurately reporting its performance measurement data. In addition, management doesn’t have adequate,
accurate information to make key decisions related to program results and effectiveness.
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Recommendation Number 16:

We recommend that U.S. Forest Service management:

A. Continue to refine its policies and procedures for gathering, verifying and reporting performance measure
data.

B. Continue to refine its definitions of measures and accomplishments, and adequately communicate and
train personnel to improve their understanding of performance reporting. '

C. Ensure that an interim and year-end reporting process is in place to completely and accurately report its
performance measures. '
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STATUS OF PRIOR YEAR’S SIGNIFICANT DEFICIENCIES/MATERIAL WEAKNESSES

As required by Government Auditing Standards and OMB Bulletin No. 07-04, Audit Requirements for
Federal Financial Statements, we have reviewed the status of the prior year’s reportable conditions. The
following table summarizes these issues and provides our assessment of the progress U.S. Forest Service

made in correcting these reported conditions.

We have also provided the OIG report where the issue is

monitored for audit follow-up. These tables contain only those audit reports that are open. In addition, only

those recommendations that remain open or were closed in the current year are noted in the tables.

Te US Forest Séﬁlce Needs

to Continue to Improve its
Financial Management and

§| Reporting Process

(2007 Significant Deficiency,
2006 Material Weakness)

1. We recommend that the U.S. Forest Service

management assign the Treasury Symbol analysis team the
responsibility to research and analyze all of the general
ledger accounts to identify and remove potentially
erroneous entries from the general ledger.

2. We recommend that the U.S. Forest Service
management develop a plan to improve the operating
effectiveness of its review and approval of all period-end
accrual adjustments.

3. We recommend that the U.S. Forest Service
management develop a process for analyzing its budget
clearing, suspense and deposit funds at the end of each
accounting period.

Closed

Closed

U.S. Forest Service Needs to
Refine and Monitor Its
Expense Accrual

(2007 Significant Deficiency
2006 Significant Deficiency)

4. We recommend that U.S. Forest Service management:

o Expand the number of data points in the various
regression models to at least 52;
Expand the number of variables to form multiple
regression models and/or the types of analysis to
include the use of seasonal indexes in order to
account for the various changes in the payment
patterns by fiscal quarter; and
Test models with specific additional independent
variables in some of the models may help to
substantiate and better expose the true nature of the
relationships between ULOs and payments in the
various types of obligations.

Closed

The Compilation of
Performance Measures Needs

Improvement
(2007 Significant Deficiency,
2006 Significant Deficiency)

5. We recommend that the U.S. Forest Service should:
¢ Refine its policies and procedures for gathering and
verifying its performance measure data to ensure
consistent reporting across all offices.
Implement PAS - [Performance Accountability
System] and adequately train personnel in the
operation and use of the system.
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Accountability for
Unliquidated Orders (ULOs) is
Lacking

(2007 Significant Deficiency;
2006 Reportable Condition;
2005 Material Weakness)

Ensure that an adequate quarter (at least June 30

reporting) and year-end reporting process is in place
to accurately and completely report its performance
measures in the financial statements and
Performance and Accountability Report.

In addition to the prior year recommendation 1 of Audit
Report No. 08401-4-FM, we recommend that the U.S.
Forest Service develop a plan to improve the operating
effectiveness of its review and approval of all period-
end accrual adjustments.

Exhibit 111

The U.S. Forest Service Needs
to Improve its General
Controls Environment

(2007 Material Weakness,
2006 Material Weakness,
2005 Material Weakness)

We recommend that U.S. Forest Service:

Complete, approve, communicate, and document the
enforcement of policies and procedures addressing 1T
contingency and disaster planning and protection of
sensitive information and classification. These
policies and procedures should include the removal
and return of storage media and physical and
environmental security.

Additionally, U.S. Forest Service should conduct a
Business Impact Analysis at the WO, Fort Collins, CO
~ WO Detached, and Region 3 (supporting the ASC)
data centers to assist in identifying the criticality and

sensitivity of U.S. Forest Service information,
systems, and facilities. The COOP [Continuity of
Operations Plan] for the Regional headquarters, WO
and Fort Collins —~ WO Detached need to be enhanced.
Also, the contingency plan for ConnectHR/Paycheck7
needs to be enhanced. U.S. Forest Service should
establish controls to certify all COOP and contingency
plans are tested annually and updated based on test
results. Regional service level agreements or
contracts with all backup site facilities and
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Closed;
Downgraded
to a Control
Deficiency

Closed;
Downgraded
to a Control
Deficiency
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_ Open Conditions In this Table
_ USDA OIG Audit Report No.

Material Weakness/
Significant Deficiency ‘

telecommunication services should be developed.
Finally, we recommend that the U.S. Forest Service Closed
develop materials and provide employees identified as
occupying emergency roles with disaster recovery and
continuity of operations training.
We recommend that U.S. Forest Service management
develop, communicate, and establish controls to
facilitate adherence to entity-wide policies and
procedures on access controls to address access key
controls, including:
¢ A standardized process for requesting access to the
U.S. Forest Service network. Include procedures for
changes to existing user accounts and requesting,
granting, and removing temporary and emergency
access; Closed;
Periodic management review of network account | Downgradedtoa
access listings for appropriateness, identifying and | Control Deficiency
disabling inactive user accounts, and removing
network access for separated employees; Closed:
Requesting, granting, and removing access to | Downgradedtoa
system software, sensitive utilities, and database | Control Deficiency
management utilities;
Periodic review of network, server operator, and
remote access audit logs as required by U.S. Forest Closed
Service Interim Directive 6680-2005-3, “Technical
Controls.” Include procedures and requirements for
investigating suspicious user activity and reporting
security violations;
Management approval for archiving, deleting, and Closed
sharing ATSA data;
Finalize the FSM 6683.2, ‘“Physical and
Environmental  Security,” and communicate Closed
requirements to U.S. Forest Service personnel.
Establish controls to facilitate adherence to policy;
and
The U.S. Forest Service needs to modify server Closed
settings on all U.S. Forest Service servers to ensure
that wusers cannot gain root server access
anonymously.

(Continued)



7.

U.S. Forest Service network audit functions must be
configured to maintain a history of successful and
unsuccessful login attempts and user activity for the
U.S. Forest Service network as required by U.S.
Forest Service Interim Directive 6680-2005-3,
“Technical Controls.”

U.S. Forest Service management should identify and
document all access paths for the U.S. Forest
Service network and servers. Finally, U.S. Forest
Service needs to develop and implement a user
access review policy and procedure for the
Department of Health and Human Service’s
Payment Management System application.

We recommend that U.S. Forest Service management:
e Update the U.S. Forest Service Interim Directive

6680-2005-3 to include the USDA requirement that
users change their password every 60 days and 30
days for system administrators;

Establish controls to facilitate entity-wide adherence
to the U.S. Forest Service Interim Directive 6680-
2005-3; including the application of strong
passwords to all user accounts identified as having a
weak password during the vulnerability assessment,

and the removal or disabling of all default,
temporary, and guest user accounts; and
Continue  with the U.S. Forest Service

implementation of Microsoft Active Directory in
order to enforce screen saver passwords, account
lock-out after three invalid login attempts, and the
minimum password requirements documented in the
U.S. Forest Service Interim Directive 6680-2005-3
for all U.S. Forest Service network users.

8. We recommend that U.S. Forest Service system owners,

requirements:
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in cooperation with the USDA OCIO [Office of the
Chief Information Officer] and in compliance with
USDA and U.S. Forest Service information security

e Complete, approve, communicate, and document the
enforcement of policies and procedures, specifically
addressing the conditions resulting from the new

Exhibit 11X

Closed

Open

Closed

Closed
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Significant Deficiency

business operations organization;

¢ Develop and implement a policy to include review
of personnel with access to sensitive facilities, the
appropriateness of FFIS and NFC access
authorizations, and the network security status;
Install the latest software versions, service packs,
and security patches (and remove out-dated
versions);
Develop and implement software configuration
standards for Windows, UNIX [operating system],
and all other USDA Forest Service platforms with
defined images that specify what software
applications should be in use and on what kinds of
machines these applications should be installed on;
and )
Use automated tools to detect and eliminate unused
or unauthorized applications including the use of
Internet Security Systems Internet Scanner in
accordance with USDA Cyber Security Policy CS-
007.

Exhibit 111

Closed

Controls Related to Physical '
Inventories of Capital Assets
Need Improvement

(2006 Reportable Condition;
2005 Reportable Condition)

We recommend that the U.S. Forest Service increase
their monitoring of reporting units for compliance
with the U.S. Forest Service written physical
inventory instructions and implement an appropriate
inventory methodology for level 1 and 2 roads.

A Segregation of Duties Policy

related to EDP [Electronic

Data Processing] Must be
Fully Implemented

(2006 Reportable Condition;
2005 Reportable Condition)

10. We recommend that U.S. Forest Service:

¢ Establish controls to facilitate adherence to the
segregation of duties policy and supporting
procedures as well as develop, implement and
document training so that employees are aware of
the policy and their responsibilities.

e Modify, approve, and communicate a policy to
address periodic management review of segregation
of duties.
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 Open Conditions In this Table are Referenced In Exhibits 1 and I1

 USDA OIG Aud

S ( eti
Accountability for
Undelivered Orders is Lacking
(2007 Significant Deficiency;
2006 Reportable Condition,
2005 Material Weakness;
2004 Material Weakness)

We recommend that U.S. Forest Service management:

Exhibit 111

e Require all locations to fully comply with review
and certification requirements and follow up to
resolve questionable items.

The Review of Purchase Card
Transactions Needs
Improvement

(2007 Significant Deficiency,
2006 Reportable Condition;
2005 Reportable Condition,
2004 Reportable Condition)

We recommend that U.S. Forest Service management
reinforce its policies in this area and incorporate
procedures to test the reviews of purchased
transactions in its Acquisition Management reviews.

The Design and/or
Implementation of Controls
Related to the Accurate
Recording of Revenue Related
Transactions Need
Improvement

(2006 Reportable Condition;
2005 Reportable Condition;
2004 Reportable Condition)

The U.S. Forest Service Needs
to Improve its Financial
Management and
Accountability

(2006 Material Weakness,
2005 Material Weakness,
2004 Material Weakness,
2003 Material Weakness)

We recommend that U.S. Forest Service management
review and update its policies and procedures for the
accurate recording of revenue, appropriately train
reporting unit personnel on such policies and
procedures, and monitor reporting units for
compliance with its policies and procedures.

We recommend that the U.S. Forest Service identify
those Dbusiness processes that are causing
irregularities in the general ledger and develop an
expedited corrective action plan to resolve and
correct any deficiencies identified.

We recommend that the U.S. Forest Service follow its
procedures in order to perform monthly review,
identification, research, and correction of all
abnormal balances, and report the status of all
abnormal balances of $5 million or more to the
USDA OCFO [Office of the Chief Financial Officer].

Closed;
Downgraded to a

Control Deficiency

Closed

Closed
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approve, communicate, and establish controls to
facilitate adherence to Forest Service Computer

Implementation of the U.S. 15. We recommend that the U.S. Forest Service WO
Forest Service Accrual Office of Finance [ASC Quality Assurance Team]
Methodology Needs perform management oversight of the accrual Closed
Strengthening methodology through analysis and follow up on large
(2006 Reportable Condition; or unusual items, as well as the U.S. Forest Service
2005 Material Weakness: units that do not report any data.
2004 Material Weakness;
2003 Material Weakness)
(| The U.S. Forest Service Needs | 19. We recommend that U.S. Forest Service develop and
to Improve Its General implement a C&A policy based on the NIST SP 800-
Controls Environment 37, “Guide for Certification and Accreditation of Closed
(2007 Material Weakness, Federal Information Systems.”
2006 Material Weakness,
2005 Material Weakness; Once the policy has been developed, it is
2004 Material Weakness; recommended that U.S. Forest Service management
2003 Material Weakness) immediately reevaluate all major information system Closed
C&A packages to determine completeness based on
the Forest Service policy.
Additionally, we recommend that U.S. Forest Service Closed; Downgraded
verify that each application’s POA&M [Plan of to a Control
Action and Milestone] report includes the accurate Deficiency
status of all findings.
20. We recommend that U.S. Forest Service management
establish controls to facilitate adherence to the Forest
Service Risk Assessment policies and procedures.
All risk assessments should be developed in Closed
accordance with agency, USDA, and federal
guidelines. Additionally, U.S. Forest Service should
revise any existing risk assessments to align with the
NIST SP 800-30.
21. We recommend that U.S. Forest Service management
establish controls to facilitate adherence to the U.S.
Forest Service’s [System Security Plan] SSP policies Closed
and procedures and document SSPs in accordance
with agency, USDA, and federal guidelines. All
SSPs should be revised to align with NIST SP 800-
18.
Additionally, U.S. Forest Service should complete,
Closed
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22.

Incident Response Team policies and procedures, and
provide guidance so personnel are aware of the
guidelines and their roles.

U.S. Forest Service management should develop and
implement enterprise-wide system  architecture
standards for Internet-facing services. These
standards should ensure agency compliance  with
USDA regulations and should address firewall
configuration, proper use of de-militarized zones, and
limiting the use of unsecured services to ensure
protection of internet-accessible data. USDA Forest
Service management should also eliminate access to
all unnecessary services from the Internet and
implement strong authenticated access control to
those services that are necessary.

It is recommended that management develop and
implement enterprise-wide policies and procedures
regarding software management and change control.
These policies and procedures should address:

» Access restrictions over system software code and

program libraries;

¢ Emergency change procedures;

s FSM 6600, subsection 6683.6, ‘Hardware and
Systems Software Maintenance’;

e [Configuration Management Board] CMB Charter;

e Approval process for changes that fall below the
CMB watermark;

o Installation of the latest software versions, service
packs, and security patches (and removal of out-
dated versions);

e Software configuration standards (with defined
images that specify what software applications
should be in use and on what kinds of machines
these applications should be installed on); and

o Use of automated tools to detect and eliminate
unused or unauthorized applications (including the
use of 1SS [Internet Security Scanner] Internet
Scanner in accordance with USDA Cyber Security
Policy CS-007).

Additionally, U.S. Forest Service management should

review all systems for the presence of outdated

Exhibit 11X

Closed

Closed; Downgraded
to a Control
Deficiency

Closed
Closed

Closed

Closed

Closed

Closed

Closed
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software or services, missing critical patches and/or

updates, and improperly configured servers or
systems. Forest Service should then proceed to
update or delete any identified outdated software, test
and install applicable patches or updates, configure
servers and systems in accordance with Forest
Service technical bulletins and federal criteria, and
remove any unneeded services.

Exhibit 111

The U.S. Forest Service Needs
to Continue to Improve its
Internal Controls over its
Reconciliation and
Management of Fund Balance
with Treasury

(2006 Reportable Condition,
2005 Reportable Condition;
2004 Reportable Condition;
2003 Reportable Condition)

27.

We recommend that the U.S. Forest Service perform
complete and timely resolution of reconciling items
for all Fund Balance with Treasury accounts within
60 days of report [FMS 6652 and Government-wide
Accounting System Reports] receipt.

Closed; Downgraded
to a Control
Deficiency

The Design and/or
Implementation of Controls
Related to the Accurate

|| Recording of Personal
Property Transactions Need
Improvement

(2007 Significant Deficiency,
2006 Reportable Condition;
2005 Reportable Condition;
2004 Reportable Condition;
2003 Reportable Condition)

30.

We recommend that the U.S. Forest Service WO
improve its monitoring of reporting units for
compliance with the U.S. Forest Service property
transaction recording policies.

Open
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Transactions Needs to Contain
the Proper Reference Data to
Link Related Transactions
(2006 Reportable Condition,
2005 Reportable Condition;
2004 Reportable Condition;
2003 Reportable Condition)

35.

36.

kWeurec’cy)khﬂrhwénd that the US Fdrest S‘efvi'cek devélop

a methodology to link transactions that are currently
in the financial systems. ‘

We recommend that the U.S. Forest Service work
with the USDA and FFIS contractor to incorporate
edit checks that would disallow processing of
transactions that do not provide the required data.

We recommend that the U.S. Forest Service establish
direction and quality assurance protocols to ensure
that appropriate data is entered in the system.

Exhibit II1

Closed

Closed

Closed

Compilation of the U.S. Forest
Service’s RSI [Required
Supplementary information]
Needs Improvement

(2006 Reportable Condition,
2005 Reportable Condition;
2004 Reportable Condition;
2003 Reportable Condition)

We recommend that the U.S. Forest Service revise its
current control structure for data collection and
reporting of RSI to ensure the timeliness and
completeness of the reported information.

Closed; Downgraded
to a Control

Deficiency
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COMPLIANCE AND OTHER MATTERS

The U.S. Forest Service Continues to Not Obligate all Transactions Required by Appropriations Law
(Repeat Condition)

Temporary Duty (TDY) and Utility Type Payments are not Obligated

Obligation testwork performed on 148 transactions disclosed that 53 transactions were not obligated as
required by appropriation law prior to payment. The transactions that were not obligated consisted of TDY
and recurring utility type transactions.
I

Due to the U.S. Forest Service’s current system limitations, the U.S. Forest Service can not obligate TDY
travel without a considerable effort that would exceed expected benefits. The U.S. Forest Service is in the
process of migrating to a new travel system that will allow for the obligation of TDY travel transactions. For
other transactions not obligated, several U.S. Forest Service offices did not obligate these transactions because
of the variability in determining the estimated cost for these types of transactions.

The GAO, publication GAO/OGC-92-13, Appropriations Law, defines an obligation in very general terms as,
“an action that creates a liability or definite commitment on the part of the government to make a
disbursement at some later time. The obligation takes place when the definite commitment is made, even
though the actual payment may not take place until the following fiscal year.” Furthermore, GAO’s
Appropriations Law cites nine criteria for recording obligations. When one criterion is met, the agency not
only may, but also must record that transaction as an obligation. Criterion seven addresses travel expenses.
With regard to the timing, Appropriation Law states that, “the obligation is not incurred until the travel is
actually performed or until the ticket is purchased.” While the precise amount of the liability should be
recorded, the precise amount is not always known immediately. When this takes place, “the obligation should
be recorded on the basis of the agency’s best estimate.”

Without obligating all required transactions, obligations are understated at any one point in time. Also, as
existing obligations are used in determining accruals, these types of unobligated transactions are not

considered in the accrual determination process.

We continue to recognize the need for the U.S. Forest Service to obligate all transactions as reported in prior
year recommendation 8 of Audit Report No. 08401-4-FM.

Not All Grant Transactions Were Obligated Timely

During compliance test work for FY 2007, we noted that five out of 140 routine sample items reviewed were
not obligated promptly as required by law.

The following table lists the transactions that were not obligated promptly.

Unobligated Document FFIS obligation Number of days

Sample Number amount Date date unobligated
1) GM_R 09 1502 014 $115,699 5/30/2006 6/22/2007 388
2) GM_R_11 0521 001 $1,500,000 9/21/2006 9/20/2007 364
3) GM_R 11 132468 002 $2,614,000 4/22/2005 7/29/2005 98
4) GM_R_11_1326 015 $52,600 8/24/2006  12/11/2006 109
5) GM_R_12 0933 001 Agreement $31,700 10/12/2006 2/9/2007 120

GM _R 12 0933 001 Amendment $2,500 4/9/2007 6/5/2007 57
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The grant and agreement specialists do not have procedures or controls in place to ensure timely entry of
obligations into the general ledger. Specifically, grants were “awarded” by issuing a letter to the recipient, the
action creates an obligation, but the award was not timely processed into the general ledger.

The GAO, publication GAO/OGC-92-13, Appropriations Law, defines an obligation in very general terms as,
“an action that creates a 'liability or definite commitment on the part of the government to make a,
disbursement at some later time. The obligation takes place when the definite commitment is made, even
though the actual payment may not take place until the following FY.” Furthermore, GAO’s Appropriations
Law cites nine criteria for recording obligations. When one criterion is met, the agency not only may, but also
must record that transaction as an obligation.

Without promptly obligating transactions, obligations are understated at any one point in time. In addition,
the untimely obligation results in non-compliance with appropriations law and could result in a violation of
the Anti-Deficiency Act.

Recommendation Number 17:

We recommend that U.S. Forest Service management:

A. Develop guidance and provide training to grant and agreement specialists informing them that obligations
are timely recorded in FFIS.

B. Develop and implement procedures to query the I-WEB system to determine the aging of grants which
are in the award process, but have not yet been obligated (i.e., identify grants for which award letters have
been issued, but not processed into FFIS).

The U.S. Forest Service May Not Have Been in Compliance with 31 USC 1517 during Fiscal Year 2006

During FY 2006, the U.S. Forest Service exceeded an. OMB footnote limitation on the Schedule of
Apportionment and Reapportionment (SF-132) for TAFS 12X1115. OMB limited aviation spending through
a footnote, which the U.S. Forest Service exceeded by $18 Million.

During May 2007, the USDA Office of General Counsel considered this spending to be a violation of the
Anti-Deficiency Act. As a result, the U.S. Forest Service began the process of reporting the violation to OMB
and the President and has requested a second opinion from the GAO to determine if spending in excess of a
SF-132 footnote limitation constitutes a violation of the Anti-Deficiency Act. Although the U.S. Forest
Service was aware of this footnote limitation and requested additional funding for aviation contracts,
apportionments were not approved by OMB prior to the violation.

U.S. Forest Service management believed that it had emergency authority to exceed the limitation on this
TAFS when protecting “life and land.” An opinion from GAO had not been received as of our audit report
date.

Title 31 USC 1517 states that an officer or an employee of the United States Government may not make or
authorize an expenditure or obligation exceeding an apportionment or an amount permitted by the applicable
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administrative control regulations as specified by 31 USC 1514. Therefore, the U.S. Forest Service may not
be in compliance with this statute.

Recommendation Number 18:

We recommend that U.S. Forest Service management:

A.
B.

C.

Refine its method to monitor and ensure compliance with SF-132 footnote limitations.

Ensure reasonable timeframes for U.S. Forest Service Budget and Program Analysis Staff and USDA
Office of Budget and Program Analysis are established to timely submit requests for apportionments.
Continue to pursue GAQO’s opinion.

The U.S. Forest Service’s Systems Do Not Comply with FFMIA of 1996

Financial Management Systems

As noted in our internal control material weakness on the general controls environment, the U.S. Forest
Service has several systems that have not had a risk assessment, security plan or security testing and
evaluation. In addition, numerous vulnerabilities existed with regards to weak access controls and system
patches not being updated.

We continue to recognize the need for the U.S. Forest Service to address the material weakness
recommendations noted in this report.

Compliance with the US Standard General Ledger (SGL)

During our FY 2007 audit, we noted the following deficiencies in the U.S. Forest Service’s SGL ledger
posting:

Equipment Management Information System is used to manage working capital fund equipment which
consists of aircraft and vehicles. The system does not record depreciation at the equipment transaction
level using the SGL. It records depreciation by unit monthly at the summary level in the U.S. Forest
Service general ledger.

U.S. Forest Service capitalized lease and internal use software work in process transactions are not
recorded in the general ledger at the transactional level. Instead, they are maintained in off-line
spreadsheets and then recorded in the general ledger quarterly.

The U.S. Forest Service does not use proper posting logic for the recording of its exchange revenue
transactions. When the U.S. Forest Service moves revenue out of a receipt account and into an
expenditure account, the U.S. Forest Service recognizes the earning of the revenue instead of treating the
transaction like a transfer. This improper posting logic resulted in an understatement of revenue by
approximately $113 Million.

During testwork over expenditures, it was noted that for stewardship land acquisitions, the U.S. Forest
Service improperly debits GL 6100, Operating Expenses/Program Expenses instead of debiting GL 6908,
Stewardship Land Acquisition (Nonproduction Cost). At the end of the year U.S. Forest Service transfers the
total stewardship land activity (for which title has transferred) from GL 6100 to GL 6908. This occurs
because U.S. Forest Service currently does not have a posting model at the transactional level to
accommodate this business process. Because this process requires manual involvement it increases the
chances for human error. At FY 2007 year-end, the U.S. Forest Service transferred approximately $5.6
Million to GL 6908 which represented expense activity incurred via GL 6100 in previous years.
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Recommendation Number 19:

We recommend that the U.S. Forest Service develop SGL compliant posting models to appropriately record the
recognition of exchange revenue once and then treat subsequent movements of the revenue as transfers of funds.

Also, we continue to recogni"ze the need for the U.S. Forest Service to develop SGL compliant posting logic for
stewardship land acquisitions as noted in recommendation 6 of Audit Report No. 08401-7-FM.
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STATUS OF PRIOR YEAR’S NONCOMPLIANCE FINDINGS AND OTHER MATTERS

kk Rekpyortekd Cbﬁﬂ)tmn ;

The USDA Forest 6. We recommend that the U.S. Forest Service
Service’s Systems Do | develop posting models to appropriately record Non-
Not Comply with the | expenditure financing sources-transfers-in and
Federal Financial stewardship land acquisitions.

Management
Improvement Act
(FFMIA)

(2007 Non-
compliance; 2006
Non-compliance)

The U.S. Forest 12. We recommend that the U.S. Forest Service
l| Service’s Systems Do | comply with recommendation 1 of this report as
Not Comply with the | well as develop systems and methodologies that
Federal Financial comply with the SGL at the transactional level.
Management
Improvement Act
(FFMIA)
(2007 Non-
compliance; 2006
Non-compliance)
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The U.S. Forest
Service Does not
Obligate All
Transactions as
Required by
Appropriation Law
(2007 non-
compliance; 2006
non-compliance;
2005 non-
compliance; 2004
non-compliance)

8.  We recommend that the U.S. Forest Service
management develop policy and procedures to
obligate funds for transactions as required by
Appropriations Law.

Open

Instances of Non-
Compliance with
FFMIA were
Identified Related to
Federal Accounting
Standards

(2006 non-
compliance; 2005
non-compliance;
2004 non-
compliance)

9. We recommend that the U.S. Forest Service
management identify the business process causes for
the noted instances of non-compliance, develop
adequate policies and procedures, and if necessary,
modify existing policies and procedures to ensure
that transactions are processed and reported in
accordance with Federal accounting standards.

10. We recommend that the U.S. Forest Service
management develop a remediation plan within the
required time frames that includes extensive training
of personnel specifically addressing the deficiencies
noted above.

Closed

Closed

The U.S. Forest
Service Systems are

Not Compliant with
Federal Financial

Management System
Requirements

(2006 Non-
compliance; 2005
non-compliance;
2003 non-compliance.

- tecommendation
We recommend that the U.S. Forest Service,
working with the NFC, as necessary, take
steps to certify and accredit the ATSA, and
Paycheck 7 systems and their general support
environment or replace these legacy systems.
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USDA United States Forest Washington 1400 Independence Avenue, SW

St Department of Service Office Washington, DC 20250
e Agriculture !

File Code:  1430/6500

. Date: 8
KNG 1L NOV 1 2 2007
M Patrick Boyce
Senior Partner

2001 M. Street, NW
Suite 9134
Washington, DC 20036

Dear Mr. Boyce:

We have reviewed KPMG's Independent Auditor’s Report dated November 12, 2007, and
generally agree with its contents. USDA Forest Service will develop an implementation plan to
address the findings and recommendations identified during the audit As we consider the
required corrective actions, we will continue to work with KPMG and the Office of the Inspector
General in identifying the specific actions that will assist us in successfully addressing the
recommendations.

If you have any question or require additional information, please contact Jesse L. King at (505)
563-7101.

Sincerely,

JESSE L. KING
Chief Financial Officer

cc: Wanda Philippi, Regional Inspector General, Office of the Inspector General

@ Caring for the Land and Serving People Primed on Recytisd Pepsr @
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Management'’s Discussion and Analysis—Unaudited

MISSION AND ORGANIZATIONAL STRUCTURE

The Management's Discussion and Analysis (MD&A) serves as a high-level overview of the fiscal
year (FY) 2007 performance for the Forest Service, an agency of the U.S. Department of
Agriculture.

The MD&A also discusses the agency’'s compliance with legal and regulatory requirements,
including the Federal Managers’ Financial Integrity Act (FMFIA), the Federal Financial
Management improvement Act (FFMIA), Inspector General Act, and other key legal and
regulatory requirements. This MD&A presents financial and performance highlights and related
information, as well as the agency’s progress on the President’s Management Agenda (PMA).

Mission Statement
The Forest Service operates undér the following mission:

Sustain the health, diversity, and productivity of the Nation’s forests and grasslands to
meet the needs of present and future generations.

The Forest Service’'s commitment o land stewardship and public service is the framework within
which the national forests and grasslands are managed.

Organizational Structure

The Forest Service operates under the guidance of the USDA Under Secretary for Natural
Resources and Environment. Forest Service policy is implemented through nine National Forest
System (NFS) regional offices, one State and Private Forestry (S&PF) area office, five research
offices (R&D), the Forest Products Laboratory (FPL), and the International Institute of Tropical
Forestry (IITF), functioning in nearly all States, Puerto Rico, and the Virgin Islands.

Reporting to the Chief are the deputy areas: Business Operations, Research and Development,
NFS, S&PF, as well as the Chief Financial Officer (CFO). Please see the Forest Service's most
recently approved organizational chart in Appendix A.

Throughout this year’s Forest Service Performance and Accountability Report, there will be many
references to a transformation of the Washington Office, regional offices, and S&PF’s
Northeastern Area (WO/RO/Area).

The purpose of the WO/RO/Area Transformation is to focus on designing fundamentally different
ways of delivering integrated leadership, direction, and oversight at the top two levels of the
Forest Service organization. Achieving this will help the agency:

= Invest a greater portion of resources toward mission delivery
= Have improved and more efficient processes that help us better serve our customers and

partners
« Be well integrated in addressing the most important current and emerging issues facing

the Forest Service today and in the future.
included in the Transformation are all Staff areas at the WO/RO/Area, including detached units.

Not included in the Transformation are research stations, Human Capital Management (HCM)
and Budget and Finance (B&F) at the Albuguerque Service Center (ASC), the Chief Information
Office (Cl0O), the Enterprise Program, and Job Corps.
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In the financial statements and notes section of this report the discyssion revolves around
“‘responsibility segments,” rather than deputy areas. Deputy areas are administrative groupings
while responsibility segments are constructs used to assess net costs.

The Forest Service's mission includes the following four major responsibility segments:

National Forests and Grassiands. This responsibility segment includes protection and
management of an estimated 193 million acres of NFS land, which includes 34.8 million acres of
designated wilderness areas. In addition, the Forest Service partners with other nations and
organizations to foster global natural resource conservation and sustainable development of the
world's forest resources.

Forest and Rangeland Research. This responsibility segment is responsible for research and
development of forestry and rangeland management practices to provide scientific and technical
knowledge for enhancing and protecting the economic productivity and environmental quality of
the estimated 1.6 billion acres of forests and associated rangelands in the United States.

State and Private Forestry. This responsibility segment uses cooperative agreements with State
and local governments, tribal governments, forest industries and private landowners to help
protect and manage non-Federal forests and associated rangeland and watershed areas.

Wildland Fire Management. This responsibility segment is responsible for protection of life,
property, and natural resources on an estimated 193 million acres of NFS lands and the
estimated 20 million acres of adjacent State and private lands.

Some of the responsibility segment names are the same as those used for deputy areas, but the
terms are not synonymous.

MITIGATING FACTORS THAT COULD AFFECT PERFORMANCE

In its second century of service, the Forest Service is challenged with restoring fire-adapted
forests to more resiliént conditions, providing natural resource materials to the American public,
sustaining recreational opportunities, combating the spread of invasive species, restoring
watershed health, and mitigating the loss of open space.

Historically, wildland fire has been a natural component of ecosystem processes. Suppression
efforts in recent decades allowed trees and underbrush to increase in density, creating hazardous
conditions when combined with prolonged drought and lower than average precipitation. This
combination of factors increased the risk of catastrophic wildiand fire in the dense underbrush,
threatening both communities and the environment. While wildland fire is a natural element of
ecosystem processes, these catastrophic wildland fires are not.

Meanwhile, the annual increase in the number of private residences adjacent to national forest
land in the wildland urban interface (WUI) has increased the agency’s land and resource
management, fire suppression, and law enforcement responsibilities.

The high priority on wildland fire suppression resulted in a dramatic impact on the budget in the
last several years, affecting the Forest Service’s program delivery. The Forest Service recognizes
that it cannot maintain its current organization and infrastructure while at the same time providing
programs and services that the public demands. Therefore, changes are taking place to create a
flexible, more contemporary Forest Service, better positioned to adapt to future needs.

The agency is undertaking a number of major initiatives—all with the aim of intensively reviewing
and, in some cases, making fundamental changes to the future organization and its culture.
These efforts include:
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= Transforming the structure and function of regional offices, the Northeastern Area, and the
Washington Office to improve efficiency and effectiveness.

»= Exploring the Forest Service's safety culture through an intense review of the agency’s
operations to address core safety issues that challenge our organization.

= Enhancing our commitment to achieving a more diverse workforce and serving a wider
diversity of customers through a focus on mission effectiveness.

These initiatives are far-reaching and represent a dramatic change in the organization and its
operations, creating a significant challenge for the Forest Service.

For example, the consolidation of the agency’s information technology functions as the Chief
information Office (CiO) and B&F are complete, but aging infrastructure and hardware create
increasing security risks and cost$ for maintenance. During the centralization of HCM the Forest
Service was challenged with establishing a new centralized HCM delivery organization while
implementing a new Human Resource Information System (HRIS).

The centralized business services challenge the morale of employees, as they must learn to work
with the HCM, B&F, and CIO services in new ways. Leadership is spending time and resources in
cultivating a change culture among employees to help the agency operate more efficiently and
effectively in the face of ongoing change.

The transformation efforts require Forest Service leadership to improve communication and build
understanding, acceptance, and support among our employees agency-wide. Our employees
must be involved in the design and implementation of these organizational changes.

Forest Service leadership acknowledges the challenges and accepts the risks of investing in
these initiatives. It is leadership’s intent to transform the agency into a 21st century organization
that focuses on the highest priorities, provides the safest environment in which to provide
services, and maximizes efficiencies to accomplish the mission.
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PERFORMANCE HIGHLIGHTS FOR 2007

The Government Performance and Results Act (GPRA) provides a strategic planning and
reporting framework intended to improve Federal agencies’ performance and hold them
accountable for achieving results. Effective implementation of GPRA's results-oriented framework
requires agencies to clearly establish performance goals for which they will be held accountable,
measure progress towards those goals, determine strategies and resources to effectively
accomplish the goals, use performance information to make the programmatic decisions
necessary to improve performance, and formally communicate results in performance reports.

The Forest Service believes that the Program Assessment Rating Tool (PART) measures,
developed in cooperation with USDA and OMB, best meet GPRA’s requirements for alignment
with strategic goals and objectives, trend data, targets based on funding, and assurances of the

completeness and reliability of the agency’s performance reporting.

Key measures developed through the PART process are long-term or annual expectations of
outcomes, efficiencies, or outputs that meaningfully reflect the purposes of Forest Service
programs. These measures indicate that the Forest Service is achieving its strategic outcomes—
and ultimately the agency’s mission—through quarterly monitoring of results and program
improvement plans, ambitious targets for accomplishment, and corrective actions. These
performance goals are accessible to the public in the agency’s FY 2008 Budget Justification or at

http://mwww.ExpectMore.gov.

By selecting the PART measures as key performance goals, agency leadership demonstrates its
ongoing commitment to GPRA, especially during its transformation to a fiexible, more

contemporary Forest Service.

FY 2007 Performance Results Scorecard

The following criteria and parameters assess the Forest Service's FY 2007 estimated results
toward achieving the agency's strategic outcomes.

Exhibit 1

Criteria and Parameters used to Assess Performance Results

Significantly On target 5-10% Significantly
CRITERIA -~10% W
Beiow 5-10% Belo +- 5% Above Above
iéi?&’ g.? Missed targetby a  Missed target by MET Slightly Significantly
TARGETS significant margin a slight margin exceeded exceeded target
. Results slightly
si;eigggstly Rg:;l;s;:rirx}gi;;\(t;y Results support ahead of signiﬁfc-‘:aer?’:;/t sahead
IMPACT ON compromise rogress toward ~ Pro97ess loward expected of expected
OUTCOMES progreZs toward P gtargeted targeted progress toward progresps toward
targeted outcomes outcomes outcomes ;3{35;?:5 targeted outcomes

This performance scorecard provides an overview of the Forest Service’s estimated results, with
more detailed information in the following discussion.
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Reduce
risk to communities
and the environment
from catastrophic
wildland fire by
improving the health
of the Nation’s forests
and grasslands.

Improve
the health of the
Nation’s forests and
grasslands by
reducing the impacts
from invasive species.

Provide

high-quality outdoor
recreational
opportunities on
forests and
grasslands, while
sustaining natural
resources, to help
meet the Nation’s
recreational
demands.

-

Percentage of total NFS land base for which fire risk is reduced though Missed by
movement to a better condition class slight margin
Percent change from the 10-year average for (1) number of wildfires MET
controlied during initial attack and (2) number of human caused wildfires
Percent of fires not contained in initial attack that exceed a Stratified Cost MET
Index

Missed by
Acres moved to a better condition class per million dollars gross investment significant

; margin

Number of acres restored and maintained per million dolars gross .
investment Baseline
Total acres treated in Wildland Urban Interface (WU!) and non-WUI and
also acres treated for other vegetation management activities that achieved MET

ofi_

im rc.aly
infestation by invasive piants on which risk is reduced exceeded
Number of priority acres successfully treated for invasive species annually Significantly

’ exceeded
. Slightly
Cost per acre treated to reduce risk exceeded
. Significantly
Number of treated acres monitored annually exceeded
The 5-year running average of the number of R&D tools developed MET
Cost per R&D tool developed MET

Percent of recreation customers satisfied with outdoor recreation services Slightly
and facilities provided in a sustainably managed natural setting exceeded
Percentage of NFS lands covered by travel management plans resulting in Missed by
visitor safety, resource protection using best management practices and significant
less visitor conflict with OHV usage margin
Percent of NFS visitors participating in outdoor based physical activities MET
Missed by
Cost per visitor contact significant
margin
Missed by
Cost per visitor at developed and recreation fee sites significant
margin
Number of wild and scenic rivers meeting statutory requirements MET
Number (and percentage) of outdoor recreation facilities maintained to Slightly
standard exceeded
Missed by
Number of NFS travel management plans completed significant
margin
Percent of road and trail rights-of-way (ROW) acquired that provide public MET

access through easement acquisitions or land adjustments
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'

Percent of recreation site capacity operated and maintained to standard
Number of wilderness areas managed to minimum stewardship level
Number of ROW acquired to provide public access

Percent of National Forest route designations completed

Customer satisfaction with value for fee paid

Percentage of NFS road system open for highway legal vehicles that is in
good or fair condition

Facilities Condition Index® (FCI)

Ratio of facilities deferred maintenance eliminated to annual funding for
major facilities projects

Cost of capital improvement and maintenance per mile of highway legal
vehicle road in good or fair condition

Cost per trail mile maintained and improved to standard.

Miles of highway legal vehicle road maintenance
Percent of administrative facilities maintained to standard

Miles of trail maintained to standard

. Missed by
Percentage of lease applications processed within prescribed timeframes significant
margin
Consider Number (and percentage) of operations administered to standard S;s);(t;leﬂggggy
opportunities for
energy development ~ Percentage of applications for permit to drill (APDs) processed within MET
and the supporting prescribed timeframes
lnf;?)fér;itg;%on Percentage of backlog? in APDs reduced MET
grasslands to.he/p Percentage of backlog in lease applications reduced MET
meet the Nation’s
energy needs. - . . Significantly
Number of new APDs processed within prescribed timeframes exceeded
Missed by
Number of new lease applications processed within prescribed timeframes significant
margin

MET

Missed by
slight
margin

Missed by

significant
margin

Missed by

significant
margin

MET

MET

MET

Missed by
slight margin

MET
MET

Slightly
exceeded

MET

MET

TFCl is the ratio of the cost of remedying maintenance deficiencies to the current replacement value, commonly used by
grivate firms to monitor condition of facilities.
Backlog is defined as the total existing at the end of FY 2003.
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Increase
the area of forest and
grassland watersheds
in fully functional
and productive
condition.

Improve
the productivity and
efficiency of other
mission-related work
and support
programs.

Acres or miles of aquatic habitat enhanced to achieve desired ecological
conditions as described in land management plans (LMPs)

Acres of terrestrial habitat enhanced to achieve desired ecological
conditions as described in LMPs

Allotment acres and percent administered to 100 percent of forest plan
standards

Establish forest vegetation in acres

Acres of non-industrial private forest (NIPF) land under approved

stewardship management plans
ONDL 5SION E]

ercentage of priority acres acquired or donated that reduce the

conversion...to incompatible uses in order to improve and maintain

ecological conditions for federally listed and candidate species, species of

concern, and species of interest

Percentage of priority acres acquired or donated that provide for public
access for high-quality outdoor recreational opportunities on NFS land

Average length of time between project proposal, funding and completion

Parcelization of forests avoided (parcels prevented)

Total Forest Legacy Program (FLP) cost or expenditure per acre protected
from conversion

Dollar cost or expenditure per acre purchased or donated

Percentage of acquisition cases completed within 18 months

Percentage of total acquisition cost per acre attributed to third party and
private landowner participation

Number of perpetual conservation easements

Number of fee simple purchases (number of tracts purchased)

Acres of land adjustments to conserve the integrity of undeveloped lands
and habitat quality

Priority acres acquired or donated that reduce the conversion to
incompatible uses in order to improve and maintain ecological conditions for
federally listed and candidate speciés, species of concern, and species of
interest

Priority acres acquired or donated that provide for public access for high
quality outdoor recreational opportunities on NFS land

MET

MET

Significantly
exceeded

MET

MET

MET

MET

MET

Missed by
significant
margin

Significantly
exceeded

Missed by
significant
margin
MET
MET
MET

Missed by
significant
margin

Significantly
exceeded

Significantly
missed

MET

MET

Strategies and Resources

Consistent and reliable performance information is necessary for management decisions—
needed to identify priorities, plan and budget, and make resource allocations that affect strategic
outcomes. In the next few years of the WO/RO/Area Transformation, the Forest Service
recognizes that it must maintain focus on performance accountability at the outset in order to
accomplish its mission.
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Establishing Performance Accountability throughout the Forest Service

The Forest Service adopted a new individual performance management system in A pril 2007 that
requires alignment with the strategic goals and objectives for all employee performance plans.

The new system:

» Requires that employees ensure they provide adequate, reliable, verifiable, and useful
information, as contained in specific standards under “Mission Results.”

«  Demonstrates support in accomplishing individual or team assignments based on every unit's
assigned targets for performance measures and commitments, as coordinated between the
supervisor and employee.

Additionally, senior executive service (SES) line officers have their units’ annual strategic
performance measure targets in their performance plan.

in FY 2007, oversight of performance accountability occurred at all levels of the organization:

* The Strategic Planning and Performance Accountability (SPPA) Staff conducted oversight
performance reviews on four and five units in each of the past two years.

=  RSAs conducted reviews on at least two units to verify the accuracy of performance data
reported during the previous year.

« Line officers certified all estimated and actual accomplishment reporting.

* Units conducted standard management, program, or activity reviews at various times
throughout the year, and in accordance with the policy on management controls.

Within GPRA's framework, the Forest Service tracks many types of performance measures for
different internal reports. Over the last several years, the term “Executive Priority” referred to
output measures aligned to the strategic goals, but not necessarily meeting the standards
provided in OMB's Circular A-136 Financial Reporting Requirements.

in FY 2007, the Executive Priorities were redefined as measures that are selected annually by the
Executive Leadership Team (ELT) and used to indicate performance for SES personnel. The
ELT also approved Annual Strategic Measures as measures that show accomplishments in
support of strategic plan goals, objectives, or outcomes and are measured and tracked
consistently over time. As neither set of measures meets the Federal accounting standards’, the
Annual Strategic Measures may be viewed in Appendix B.

Completeness and Reliability of Key Performance Measures

OMB Circular A-136 Financial Reporting Requirements requires the Chief of the U.S. Forest
Service to assure financial and performance information reported in the Performance and
Accountability Report are complete and reliable.

The Forest Service's performance reporting is complete, but estimated—a projection of an annual
accomplishment based on a nine-month actual accomplishment. Actual accomplishrments will be
published in the FY 2009 Forest Service Budget Justification, and in next year's Performance and
Accountability Report.

USDA's 2007 Performance Management Guidance states that, “data are acceptably reliable
when there is neither refusal nor a marked reluctance by agency managers or government
decision makers to use the data.” Certification of the GPRA performance reporting by regional
foresters or other line officers is supporting documentation for the Chief to assure that any
potential material inadequacy is identified with corrective actions in place, as necessary.

3 Federal accounting standards are published by the Federal Accounting Standards Advisory Board (FASAB). See SFFAS
15 Management’s Discussion and Analysis.
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In FY 2007, new controls and procedures were implemented and existing procedures modified to
improve the accuracy and reliability of performance and accomplishment data. Two new chapters
in the Forest Service Manual (FSM) were issued June 8, 2007 as policy and guidance for
performance accountability. These directives describe the roles and responsibilities of line officers
and Forest Service staff positions, including program managers:

= FSM 1414 provides policies and guidance for management reviews of performance reporting
and managerial accountability for the verification, validation, and documentation of

performance data.
» FSM 1490 provides a means for line officers to hold subordinate organizations or individuals

accountable and responsible for delivering mission-critical results.

Improvements in Internal Control

Internal control over all performance reporting has been improved in the Forest Service. The
Metrics Management (MM) tool, a component of the Performance Accountability System, was
implemented in FY 2007 to house and track all measures, providing controis for metrics
associated with the measures (e.g. definitions, unit of measure, system of record, etc.), as well as
target adjustments.

MM implements an agency-wide standardized change control process related to the
establishment of performance measures, definitions, targets, and the communication of these to
field units. The tool displays targets assigned to measures and tracks adjustments in the budget
year. Performance measure codes and definitions are reviewed annually to determine if revisions
and adjustments are needed. ‘

Achieving Key Performance Goals

The following tables demonstrate the Forest Service’s progress toward accomplishing the mission
in FY 2007. The performance reported below is a projection, based on 9 months of actual
performance and a 3-month estimate for the remainder of the fiscal year.

Please note that results for cost efficiency measures are not interpreted in the same way as
results for output measures. Cost efficiency measures are successful when targets are met or

minimized, whereas annual output measures are successful when targets are met or slightly
exceeded.

Corrective actions taken in FY 2007 for unmet FY 2006 Executive Priorities are in Appendix C.
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Results toward Reducing Risk of Catastrophic Wildfire

Exhibit 2. FY 2007 Estimated (E) Performance toward Reducing Risk of Catastrophic Wildfire

Percentage of total NFS land base for which fire risk is Long-term 2.0% 1.8% 90%
reduced through movement to a better condition class Outcome e e ¢
Percent change from the 10-year average for (1) number of Long-term/ +/- 0.5% +/- 0.5%

wildfires controlled during initial attack and (2) number of Annual _2'00/" ‘2'00; 100%
human caused wildfires* ‘ Outcome e e

Percent of fires not contained in initial attack that exceed a Annual N o o
Stratified Cost index Efficiency 21% 21% 100%
Acres moved to a better condition class per million dollars Annual 2553 1755 69%
gross investment Efficiency ' ’ °
Number of acres restored and maintained per million dollars Annual o N o6
gross investment® Efficiency 1% Baseline
Total acres treated in wildland urban interface (WUI) and Annual

non-WU! and also acres treated for other vegetation - -~ S
management activities that achieved fire objectives as a Output 2.9 million | 2.9 million 100%
secondary benefit

Exhibit 3. FY 2007 Estimated (E) Performance and Trend for Selected Measures

2007®)

ercentage of ol NFS land base for which fire
risk is reduced though movement to a better - - 0.49% 1.1% 1.8%
condition class

Percent of fires not contained in initial attack that o o, o
exceed a Stratified Cost Index 26% 26.5% 2%

Ag:rgs moved to a be‘tter condition class per 2,046 3,578 1,934 1,755
million dollars gross investment

Total acres treated in Wildland Urban Interface
(WU1) and non-WUI and also acres treated for
other vegetation management activities that

achieved fire objectives as a secondary benefit

- | 2.6 million 2.7 million 2.5 million 2.9 million

4 The FY 2005 baseline is the 10-year average from 1996—2005. Baseline is 98.3%; and 3,765 fires.
° This measure enables the Forest Service to better monitor and track all hazardous fuels treatments in the context of the
program's ultimate desired end result--change in condition class that result in reduced risk. Baseline for this new measure
will be established for FY 2008 based on the results of the Hazardous Fuels Prioritization and Allocation System. The
system will identify those Forest Service units that are high-priority for funding based on risk of catastrophic fire events
Hazard, Probability, Consequence), unit efficiency, and ecological considerations.

A baseline is to be established when a performance measure is new, and then used as a target for performance
reporting.
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Results toward Reducing Impacts from Invasive Species

Exhibit 4. FY 2007 Estimated (E) Performance toward Reducing Impact from invasive Species

Percent of acres at risk of mortality due to insect pests and Long-term
diseases, or of infestation by invasive plants on which risk Out% ome 8.7% 10.1% 116%
is reduced
Number of priority acres successfully treated for invasive Annual ' o
species annually Output 645,702 806,747 125%
R Annual o
Cost per acre treated to reduce risk Efficiency $93.88 $86.37 92%
. Annual o
Number of treated acres monitored annually Output 129,140 723,914 560%
Score” of R&D customers reporting satisfaction with Long-term/
accessibility, relevance, outcome and cost effectiveness of Annual NA - NA
tools developed, delivered, and used Qutcome
The 5-year running average of the number of R&D tools Annual o
developed Output 142 142 100%
8 Annual o
Cost” per R&D tool developed Efficiency $426,000 $426,000 100%

Exhibit 5. FY 2007 Estimated (E) Performance and Trend for Selected Measures

ercet of acres at risk of mortahtyd to insct
pests and diseases, or of infestation by invasive - - 3.7% 7.16% 10.1%
plants on which risk is redliced

Number of priority acres successfully treated for 948,932 981 242 806.747
invasive species annually ! ’ !

Cost per acre treated to reduce risk - - $90.07 $86.12 $86.37
Number of treated acres monitored annually - - 473,450 915,563 723,914
The 5-year running average of the number of

R&D tools developed 106 135 157 Ha 142
Cost per R&D tool developed® $426,000 | $346,000 $273,000 $242,000 $426,000

" The score of R&D customers reporting satisfaction is surveyed every third year, with the next survey in 2009.
«Cost’ is a 5-year running average.
® For 200320086, the average cost was not based on 5 years, as it was in FY 2007.
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s

Results toward Providing Outdoor Recreational Opportunities

Exhibit 6. FY 2007 Estimated (E) Performance toward Outdoor Recreational Opportunities

Percent of recreation customers satisfied with outdoor

recreation services and facilities provided in a sustainably L&T&gﬂz 84% 90% 107%
managed natural setting
Percentage of NFS lands covered by travel management
plans resulting in visitor safety, resource protection using Long-term 21% 139, 62%
best management practices and less visitor conflict with Outcome ° ° ¢
OHV usage
Percent of NFS visitors participating in outdoor based Long-term o ° o
physical activities Qutcome 70% 70% 100%
- Annual o
Cost per visitor contact Efficiency $1.18 $1.36 115%
- N R Annual o
Cost per visitor at developed and recreation fee sites Efficiency $2.60 $3.17 122%
Number of wild and scenic rivers meeting statutory Annual
requirements Output 51 51 100%
Number (and percentage) of outdoor recreation facilities Annual o
maintained to standard Output 9.460 10,231 108%
Number of NFS travel management plans completed /(\)Z?gjt' 77 27 35%
Percent of road and trail ROW acquired that provide public Annual 950% 90% 100%
access through easement acquisitions or land adjustments Qutput ¢ ° °
Percent of recreation site capacity operated and maintained Annual o o o
to standard Output 65% 66% 101.5%
Number of wilderness areas managed to minimum Annual o
stewardship level Qutput 80 74 92.5%
Number of ROW acquired to provide public access g'&?;gt' 175 150 86%
Percent of National Forest route designations completed g':;;jt' 21% 13% 62%
. . . . Annual o o o
Customer satisfaction with value for fee paid Output 84% 83% 99%
Percentage of NFS road system open for highway legal Long-term o o o
_vehicles that is in good or fair condition Outcome 30% 29% 97%
Long-term o o o
FC! Outcome 89% 89% 100%
Ratio of facilities deferred maintenance eliminated to annual Annual o o o
funding for major faciliies projects Efficiency 40% 37% 92.5%
Cost of capital improvement and maintenance per mile of Annual o
highway legal vehicle road in good or fair condition Efficiency $5.750 $6.000 104%
—_ S . Annual o
Cost per trail mile maintained and improved to standard Efficiency $3,108 $3,265 105%
Miles of highway legal vehicle road maintenance g’;?;:: 44,280 46,851 106%
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Percent of administrative facilities maintained to standard g’:}?:j: 67% 66% 98.5%
Miles of trail maintained to standard g’;?:i: 22,470 22,470 100%
"

Exhibit 7. FY 2007 Estimated (E) Performance and Trend for Selected Measures

Percent of recreation customers satisfied with
outdoor recreation services and facilities provided - 80% 82% 85% 90%
in a sustainably managed natural setting

Percentage of NFS lands covered by travel
management plans resulting in visitor safety,
resource protection using best management - - 0% 0.3% 13%
practices and less visitor conflict with off-road
vehicle usage

Percent of NFS visitors participating in outdoor o o o
based physical activities 69% % 70%
Cost per visitor contact $1.19 $1.24 $1.35 $1.36 $1.36
Cost per visitor at developed and recreation fee . . $2.90 $3.17 $3.17
sites ’ ’ '
Number of wild and scenic rivers meeting N . - 47 51
statutory requirements

Number (and percentage) of outdoor recreation _ -

facilities maintained to standard ) 10.271 9.424 10.231
Number of NFS travel management plans _ N 0 2 27
completed

Percent of road and trail ROW acquired that
provide public access through easement - 88% 92% 94% 90%
acquisitions or land adjustments :

Percent of recreation site capacity operated and 28% 62% 66%
maintained to standard

Number of wilderness areas managed to

minimum stewardship level 75 65 48 61 74
Number of ROW acquired to provide public » 215 229 112 150
access

Percent of National Forest route designations _ - 0% 0.3% 13%
completed

Customer satisfaction with value for fee paid - - 82% 82% 83%
Percentage of NFS road system open for

highway legal vehicles that is in good or fair - - 28% 29% 29%
condition

FCi -- .87 .88 89% 89%
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Ratio of facilities deferred maintenance

eliminated to annual funding for major facilities - -- 33% 6 0% 37%
projects

i
Cost of capital improvement and maintenance
per mile of highway legal vehicle road in good or - - - $6,000 $6,000
fair condition
Cost per trail mile maintained and improved to
standard. - - $3,166 $2,902 $3,265
Miles of highway legal vehicle road maintenance - - 42,896 43,072 46,851
Percent of administrative facilities maintained to _ o
standard - - B4% 66%
Miles of trail maintained to standard 30,608 23,160 25,208 24,860 22,470
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Results toward Helping Meet Energy Resource Needs

Exhibit 8. FY 2007 Estimated (E) Performance toward Helping Meet Energy Resource Needs

- =

Percentage of lease applications processed within Long-term o o o
prescribed timeframes Output 50% 8% 16%
Number (and percentage) of operations administered to Long-term o
standard Output 1,000 1,214 121%
Percentage of applications for permit to drill (APDs) Long-term 50% 48% 96%
processed within prescribed timeframes Output ° °
. Annual
Percentage of backlog in APDs reduced Efficiency 100% 100% 100%
; - Annual o
Percentage of backlog in lease applications reduced Efficiency 18% 18% 100%
Number of new APDs processed within prescribed Annual 325 380 117%
timeframes Output °
Number of new lease applications processed within Annual o
prescribed timeframes Output 1:400 357 25.5%

Exhibit 8. FY 2007 Estimated (E) Performance and Trend for Selected Measures

Percentage of lease applications processed o o o o, o
within prescribed timeframes 4% 24% 25% 8% 8%

Number (and percentage) of operations _ R
administered to standard - 3,240 1.214

F?ercentage of APDs processed within prescribed 1% 43% 59% 33% 48%
timeframes

Percentage of backlog in APDs reduced - 83% 84% ‘ 90% 100%
Percentage of backlog in lease applications _ 12% 18% 19% 18%
reduced

Number of new APDs processed within _ 264 29 115 380

prescribed timeframes

Number of new lease applications processed 724 263 585 357
within prescribed timeframes
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Results toward Improving Watershed Condition

[

Exhibit 10. FY 2007 Estimated (E) Performance toward Improving Watershed Condition

X Annual o
Acres of watershed improvement Output 12,200 12,200 100%
Acres or miles of aquatic habitat enhanced to achieve Annual 8,600 ac 8,600 ac; 100%
desired ecological conditions as described in LMPs Output 1,300 mi 1,300 mi °
Acres of terrestrial habitat enhanced to achieve desired Annual s
ecological conditions as described in LMPs Qutput 146,000 247,490 170%
Allotment acres (and percent) administered to 100 Annual o
percent of forest plan standards Output 21,517,618 | 21517618 100%
Establish forest vegetation in acres Annual 77,368 77,368 100%
Output
Acres of NIPF land under approved stewardship Annual o
management plans Output 1,575,000 1,575,000 100%

Exhibit 11. FY 2007 Estimated (E) Performance and Trend for Selected Measures

2006

Acres of watershed improvement 23,540 13,510 16,934 12,200
Acres or miles of aquatic habitat enhanced to

- : ; p 16,429 ac; 12,451 ac; 19,250 ac; 17,116 ac; 8,600 ac;
achieve desired ecological conditions as X ! ! ! g ! ! : ! !
described in LMPS 1,375 mi 1,788 mi 1,623 mi 1,799 mi 1,300 mi
Acres of terrestrial habitat enhanced to achieve
desired ecological conditions as described in 230,528 218,727 230,867 247,217 247,490
LMPs
Allotment acres and percent administered to 37,970,243; | 33,900,000; | 36,503,278; | 47,419,303; | 21,517,618;
100 percent of forest plan standards 42% 37% 40% 52% 23%
Establish forest vegetation in acres 62,236 54,836 35,749 75,098 77,368
Acres of NIPF land under approved
stewardship management plans - 1,490,000 1,590,000 1,417,000 1,575,000
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Results toward Conducting Mission-related Work

Exhibit 12. FY 2007 Estimated (E) Performance toward Conducting Mission-related Work

Percentage of priority acres acquired or donated that

reduce the conversion to incompatible uses in order to Lona-term

improve and maintain ecological conditions for federatly Out?:ome 65% 65% 100%

listed and candidate species, species of concern, and

species of interest

Percentage of priority acres acquired or donated that Long-term

provide for public access for high-quality outdoor Out% ome 90% 90% 100%

recreational opportunities on NFS land '

Average length of time between project proposal, funding Long-term o

and completion Efficiency 24 months 29 months 121%

Parcelization of forests avoided (parceis prevented) L%‘S{;i;m 1,000 2,100 210%

Total FLP cost or expenditure per acre protected from Annual N

conversion Efficiency $475 $601 126.5%

Percentage of acquisition cases completed within 18 Annual o o o

months Efficiency 75% 75% 100%

Percentage of total acquisition cost per acre attributed to Annual o o o

third party and private landowner participation Efficiency 2% 12% 100%
X Annual o,

Dollar cost or expenditure per acre purchased or donated Efficiency $1,380 $1,380 100%

. Annual o

Number of perpetual conservation easements Output 40 18 45%

Number of fee simpie purchases (number of tracts Annual o

purchased) Output 13 18 138%

Acres of land adjustments to conserve the integrity of Annual o

undeveloped lands and habitat quality Output 125,000 61.261 49%

Priority acres acquired or donated that reduce the

conversion to incompatible uses in order to improve and Annual

maintain ecological conditions for federally listed and Outout 28,000 28,000 100%

candidate species, species of concern, and species of P

interest

Priority acres acquired or donated that provide for public Annual

access for high quality outdoor recreational opportunities Outout 36,000 36,000 100%

on NFS land P
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Exhibit 13. FY 2007 Estimated (E) Performance and Trend for Selected Measures

Percentage of priority acfes acquired or donated
that reduce the conversion to incompatible uses in

order to improve and maintain ecological conditions -~ 49% 66% 83% 65%
for federally listed and candidate species, species

of concern, and species of interest

Percentage of priority acres acquired or donated

that provide for public access for high-quality - 7% 76% 98% 90%
outdoor recreational opportunities on NFS land

Average'length of time between project proposal,

funding and completion 26 months | 26 months | 31 months | 29 months
Parcelization of forests avoided (parcels prevented) - - - 19,342 2,100
Total FL.P cost or expenditure per acre protected

from conversion $132 $1031 $303 $601 |
Percentage of acquisition cases completed within B . 20% 89% 75%
18 months ) 0 ° °
Number of perpetual conservation easements - 33 40 40 18
Dollar cost or expenditure per acre purchased or

donated $2,704 $2,520 $1,492 $1,420 $1,380
Number of fee simple purchases (number of tracts

purchased) - 14 12 22 18
Acres of land adjustments to conserve the integrity

of undeveloped lands and habitat quality 129,219 563,183 46.136 361,467 61,261
Priority acres acquired or donated that reduce the

conversion to incompatible uses in order to improve

and maintain ecological conditions for federally - 22,483 29,553 31,460 28,000
listed and candidate species, species of concern,

and species of interest

Priority acres acquired or donated that provide for

public access for high quality outdoor recreational - 35,330 34,326 49,044 36,000

opportunities on NFS land

Conclusion of Performance Highlights

This Performance Highlights section of Management'’s Discussion and Analysis (MD&A)

summarizes a select few key performance accomplishments for FY 2007. Through the
coordination and interactions inherent in the PART assessments of Forest Service programs, the
agency made significant changes in its policies, procedures, and performance management to

improve its accountability for ail performance reporting.

While this section summarized performance accomplishments, more detailed reporting is in the
Annual Performance Report section of this Performance and Accountability Report.
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ANALYSIS OF FINANCIAL STATEMENTS

The Forest Service produces a series of financial statements on a quarterly basis to summarize
the activity and associated financial position of the agency. The four principal statements are as

follows:
] Balance Sheet
. Statement of Net Cost
=  Statement of Changes in Net Position

Statement of Budgetary Resources

While previously reported as one of the agency’s principal statements, OMB Circular A-136
reclassified the Statement of Financing as a note to the financial statements.

In producing these statements, tHe agency seeks to provide relevant, reliable, and accurate

financial information related to Forest Service activities. Analysis of the agency’s September 30,

2007, financial statements provides the following highlights. The exhibits below reflect the

comparative amounts for FY 2007 and FY 2006.

Assets

The Forest Service reports $7.3 billion in assets at the end of September 30, 2007, representing

a decrease of 5 percent from FY 2006 amounts.

The agency attributes this primarily to a decrease in Fund Balance with Treasury (FBWT),
resulting from the FY 2007 liquidation of FY 2006 hurricane and fire season accruals.

Additionally, OMB Circular A-136 required a change in parent/child reporting resulting in a
significant reduction to FBWT due to removal of parent agency treasury symbols from the

financial statements.

The three major asset categories are shown in Exhibit 14.

Exhibit 14. Assets (in millions)

Fund Balance with Treasury $3,641 $3,877 $(236) (6%)
Accounts Receivable, Intragovernmental, and

Non-Intragovernmental 220 254 (34) (13%)
General Property, Plant, and Equipment $3,458 $3,585 ($127) (4%)
Total of Major Categories $7,319 | $7.716 (3397) = (6%)
Other Asset Categories 20 25 (5) (20%)
Grand Total Assets $7.339 | $7,741 ($402) (5%)

General PP&E consists primarily of forest road surface improvements, culverts, bridges,
campgrounds, administrative buiidings, other structures, and equipment.

General PP&E also includes assets acquired by the Forest Service to be used for conducting

business activities, such as providing goods or services. General PP&E does not include the

value of heritage assets' or stewardship assets’.

% Heritage assets are assets that are historical or significant for their natural, cultural, aesthetic, or other important

attributes that are expected to be preserved indefinitely.

" Stewardship assets are primarily land held by the agency as part of the NFS and not acquired for, or in connection with,

other General PP&E.
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Heritage and stewardship assets do not have a readily identifiable financial value and are not
recorded within the financial statements of the Forest Service. A more in-depth discussion of
heritage and stewardship assets is presented in the Financial Statement Note 5 Heritage Assets
and Stewardship Land, and in the Required Supplementary Information (RSI).

FBWT is an asset account that reflects the available budget spending authority of Federal
agencies.

Liabilities and Net Position

Liabilities

The Forest Service reported $2.1 billion in liabilities as of September 30, 2007, representing
probable future expenditures arising from past events. This amount represents a decrease of 11
percent from September 30, 2006, primarily due to the same reasons as stated under the Assets
section above.

The major liability amounts for accounts payable, unfunded leave, Federal Employees’
Compensation Act (FECA) benefits, Payments to States and other liabilities appear in Exhibit 15.

Exhibit 15. Liabilities (in millions)

. Accounts Payable, Intragovernmental and Non-

_Intragovernmental % B4 0§ 55 $ 9  16%
Unfunded Leave and FECA Benefits ~ 576 592 . (1)  (3%)

| Payments to States 394 398 (4) (1%)
Other Liability Categories ) 1027 1282 (255) (20%)
Grand Total Liabiles " $2061  $2327  ($266) (11%)

By law, Federal agencies cannot make any payments unless Congress has appropriated funds
for such payments and OMB has apportioned the funds. A portion of liabilities reported is
currently not funded by congressional appropriations. For example, the unfunded amounts
include employees’ annual leave (earned, but not yet taken) and FECA benefits that are accrued
to cover liabilities associated with employees’ death, disability, medical, and other approved costs
that have not yet been appropriated.

A major program generating unfunded liabilities is Payments to States, which authorizes annual
revenue-sharing payments to States for public schools and public roads in the county or counties
in which the national forests are located. A portion of the Payments to States program is funded
with agency receipts. The balance is recorded as an unfunded liability for which the Department
of Treasury’s (Treasury) general receipts are apportioned when the payments are made in the
following year.

The agency receipts are funds held by the Forest Service in special receipt accounts, pending
transfer to Treasury for subsequent apportionment. A portion of the Payments to States to be
paid in the next fiscal year is based on receipts collected during the current fiscal year, while the
remaining liability is funded by Treasury general receipts.

Net Position

The Forest Service reported a net position of $5.3 billion for FY 2007, representing a decrease of
3 percent from FY 2006 amounts. The decrease is primarily attributed to a change in parent/child
treasury symbol reporting as required in OMB Circular A-136. The Forest Service as a child
agency receives five allocation transfers from other parent agencies, but no longer includes these
allocations in the financial statements.
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Net position represents unexpended appropriations consisting of undelivered orders, as well as
unobligated funds and the cumulative results of operations. In accardance with SFFAS 27
Identifying and Reporting Earmarked Funds, earmarked funds for which the Forest Service is
responsible for program management are presented separately on the Statement of Changes in
Net Position, and both earmarked and other fund totals are included in Exhibit 16.

Unexpended appropriations reflect the spending authority made available by congressional
appropriation, but has not been used. Cumulative results of operations reflect the cumulative
effect of financing in excess of expenditures.

Exhibit 16. Net Position (in millions)

253

“Unexpended Appropriations,
Cumulative Results of Operations 4,360 (389)
Total Net Position $5,278 $5,414 ($136) (3%

Net Cost of Operations

The Forest Service's net cost of operations was $5.7 billion for the year ended September 30,
2007, representing a decrease of 3 percent from FY 2006 amounts.

Earned revenue from the public includes such items as the sale of forest products (timber and
firewood); recreational opportunities (campgrounds); mineral resources; livestock grazing; and
special land use fees for power generation, resorts, and other business activities conducted on
NFS lands. The Forest Service also performs reimbursable activities, such as work completed
mainly for other Federal agencies, in accordance with the Economy Act and other authorities.

The Forest Service distributes a portion of its earned revenues to eligible States in accordance
with Public Law (PL) 106-393, Secure Rural Schools and Community Self-Determination Act of
2000, as amended by PL 110-28, Section 5401.

Expenses

Forest Service program costs are $6.3 billion for the year ended September 30, 2007,
representing a 9 percent decrease from FY 2006. The agency spent $260 million in FY 2006 for
ongoing cleanup work related to the FY 2005 hurricane season. Expenditures in FY 2007,
decreased significantly in comparison. In addition, implementation of parent/child reporting
requirements resuited in the exclusion of $176 million of program costs.

Exhibit 17 illustrates program costs by responsibility segment for the years ended September 30,
2007, and September 30, 2006.
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'

Exhibit 17. Gross Expenses (in millions)

Program Costs
National Forests and Grasslands $3,277 $3,521 ($244) (7%)
Forest and Rangeland Research 302 357 (55) (15%)
State and Private Forestry 378 416 (38) (9%)
Wildland Fire Management 2,358 2,643 (285) (11%)
Total Program Costs $6,315 $6,937 ($622) (9%)
Budgetary Resources

The Forest Service's total budgetary resources were $8.0 billion in FY 2007 and $8.7 billion in FY
2006, representing a decrease of 8 percent from FY 2006. The unobligated balance brought
forward in FY 2007 was significantly reduced as a resuit of increased obligations in FY 2006 for
fire and hurricane activity.

ANALYSIS OF SYSTEMS, CONTROLS, AND LEGAL COMPLIANCE

FY 2007 Financial Statement Audit Report Results

The FY 2007 Financial Statement Audit report identified one material weakness under the
heading “General Controls Environment”. In addition, the report identified nine significant
deficiencies.

The FY 2008 FMFIA and FFMIA corrective action plans (CAPs) are being developed to address
these and other deficiencies as included in the report.

Federal Managers’ Financial Integrity Act (FMFIA)

The FMFIA" requires Federal agencies to conduct ongoing evaluations of the adequacy of the
systems of internal accounting and administrative control and to report all material weaknesses
found through these evaluations. Federal agencies are required to provide reasonable assurance
that the following objectives are being met:

= Programs operate efficiently and effectively;

=  Obligations and costs comply with applicable laws and regulations;

=  Funds, property, and other assets are safeguarded against waste, loss, or
mismanagement; and

= Revenues and expenditures are properly recorded and accounted for to permit the
preparation of reliable financial and statistical reports and to maintain accountability over
assets.

During FY 2007, the Forest Service took the steps necessary to ensure that evaluations of the
system of internal controls for the agency were conducted in accordance with OMB guidelines
and complied with the standards prescribed by the Comptroller General.

The Forest Service’s annual evaluation included assessments regarding whether the financial
management systems, and internal accounting and administrative controls were in compliance
with the standards prescribed by the Comptroller General. The results of this assessment,

" This is also known as the Integrity Act.
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conducted at all levels throughout the agency, indicated that the agency’s controls, in general, are
achieving their intended objectives and during FY 2007 provide reasonable assurance that the
above-mentioned objectives have been met. The Forest Service identified no additional
deficiencies during this annual internal process, except for the material weakness and significant
deficiencies identified below.

In FY 2007, the Forést Service reported the following OIG audit-identified material weaknesses,
significant deficiencies, and noncompliance issues as part of the FMFIA process.

Forest Service reports that the previously reported material weakness—Forest Service Needs to
Continue to Improve its Financial Management and Reporting Process—has been downgraded to
a significant deficiency.

Material Weakness

Number 1: The Forest Service Needs to Continue to improve its General Controls Environment
(Repeat Condition).

Significant Deficiencies
Number 1: The Forest Service Needs to Continue to Improve its Financial Management and
Reporting Process (Repeat Condition).

Number 2: The Forest Service Needs to Refine and Monitor its Expense Accrual.

Number 3: Accountability for Unliquidated Obligations (ULOs) Needs Continued Improvement
(Repeat Condition).

Number 4: Review of Credit Card Transactions and Controls Over the Programs Need Continued
Improvement (Repeat Condition).

Number 5: The Forest Service Needs to Improve Internal Controls over its Environmental and
Disposal Liabilities (EDL) Process.

Number 6: Controls Related to Physical Inventories of Pooled Real Property Need Continued
Improvement (Repeat Condition).

Number 7: The Forest Service Needs to Improve Its Business Process for Revenue Transactions
(Repeat Condition).

Number 8: Process Improvements are Needed over Personal Property Transactions (Repeat
Condition).

Number 9: The Compilation of Performance Measures Needs Continued Improvement (Repeat
Condition).

The planned corrective actions for the material weakness and the significant deficiencies are m
Appendix D, Federal Managers’ Financial Integrity Act Action Plans.

Two previous reportable conditions were closed in FY 2007:
=  Proper Reference in Transactions
=  Adequate Segregation of Duties

Noncompliance Issues
»  The Forest Service Continues to Not Obligate all Transactions Required by
Appropriations Law
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Federal Financial Management Improvement Act (FFMIA)

The FFMIA™ of 1996 requires Federal agencies to implement and maintain financial management
systems that substantially comply with the foliowing:

1. Federal financial management system requirements;
2. Applicable Federal Accounting Standards; and
3. The U.S. Standard General Ledger (SGL) at the transaction level.

FY 2007 Results

For FY 2007, the Forest Service was not in full compliance with the FFMIA in two out of the three
areas. Specifically, the agency’s financial management systems did not comply with Federal
financial management system requirements and the SGL at the transaction level.

Federal Financial Management System Requirements

The Forest Service financial management systems operate on the agency's computer base. A
material weakness was noted in the general computer control environment, causing the Forest
Service financial management systems to not fully comply with the requirements of this section.

The Forest Service developed a remediation plan and project—the SecureCAP—to implement
corrective actions to aggressively resolve all Improvement Act and FISMA noncompliance issues.
The project has three phases, focusing on the most material information security issues first, and
then moving to lower-level issues over a three-year period. SecureCAP has been in effect for a
complete year.

As of September 30, 2007, the Forest Service implemented several new control systems
designed to rectify information security weaknesses. These actions, once verified through A-123
“Management’s Responsibility for internal Controls”, should show that corrective action is
complete. The agency continues to make progress toward resolving multiple remaining issues
within the general control environment. The development and implementation of agency-wide
software and hardware management policies and procedures is ongoing and will be phased in
over the next few years.

In addition, certifications and accreditations (C&A) of systems in full compliance with OMB
Circular A-130 and National Institute of Standards and Technology's (NIST) Special Publication
800-37 “Guide for Security Certification and Accreditation of Federal Information Systems” is
scheduled for completion by first quarter, FY 2008.

Planned remedial actions are in Appendix E, Federal Financial Management Improvement Act
Remediation Plans.

Federal Information Security Management Act (FISMA)

The FISMA provides the framework for securing the Federal Government's information
technology. Departments covered by the Paperwork Reduction Act must implement the
requirements of FISMA, reporting annually to OMB and Congress on the effectiveness of the
agency's security programs and independent OIG evaluations.

Security audit findings, security deficiencies identified in systems C&A process, and security
deficiencies identified in self-assessments are listed and tracked in the FISMA Plan of Actions
and Milestones, which is updated monthly and reported to USDA quarterly for inclusion in its
FISMA Report to OMB.

™ This is known as the Improvement Act.
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The Forest Service is aware of the vulnerability of its assets and financial data due to error or
fraud and is correcting the information security controls material weakness. Plans are in place to
address this material weakness, as well as any associated reportable conditions, as identified in
the FY 2007 Annual FISMA Report.

FY 2007 Resuits

Although the Forest.Service did not resolve all information security weaknesses as planned for
FY 2007, the agency continues to make progress in implementing the necessary corrective
actions to resolve remaining weaknesses.

Information security corrective actions (also FMFIA/FFMIA corrective actions) completed this
fiscal year include:

» Revised Forest Service policy to comply with requirements of NIST Special Publication
800-53 for 71 controls.

=  Conducted business impact analysis at various regional offices.

=  Reviewed, revised, and implemented new procedures for media protection and physical
access security controls.

» Revised and is implementing policies and procedures for controls related to contingency
planning, configuration management, and disaster recovery.

The Forest Service will continue with plans to complete the correction of the information security
controls material weakness in FY 2008.

Improper Payments Information Act (IPIA)

The Improper Payments Information Act (IPIA) requires each Federal agency to assess all
programs and identify which, if any, program(s) may be subject to high risk with respect to
improper payments. Agencies are also required to implement any needed corrective measures.
For FY 2006 disbursements, USDA determined four funds to audit, with one fund requiring a
statistical sample. Forest Service identified the Wildland Fire Suppression (WFSU) program again
as its single high-risk program area related to payments. The Forest Service selected a sample
from the FY 2006 WFSU outlays for evaluation, using an estimated 0.5 percent error rate with a
90 percent confidence level, which resulted in 271 samples.

For the FY 2006 disbursements, the error rate, when extrapolated, resulted in the annual
estimated improper payments amounts for the WFSU program of $5.4 million. Our review of
disbursements for the National Forest Systems, Capital Improvement and Maintenance, and
Wildfire Management Funds indicated an error rate of 0 percent (0%).

Internal Controls over Financial Reporting (OMB Circular A-123, Appendix A)

The Forest Service implemented the revised requirements of OMB’s Circular A-123
“Management's Responsibility for Internal Controls,” and Appendix A, “Internal Controls over
Financial Reporting.” USDA identified 8 cycles and 47 processes that were applicable for
assessment under these requirements.

The eight cycles included Funds Control, Funds Management, Human Capital Management
(HCM), Grant Management, Procurement, Revenue Management, Property Management, and
Financial Reporting. in addition, IT (computer controls) was also considered a component of the
Forest Service’s self-assessment. Each process was mapped and evaluated for internal control
design effectiveness.

For the 2007 Assurance Year (ending June 30 of the fiscal year), Forest Service tested all cycles
or processes except for HCM and Procurement-Incident Finance (IF) due to these processes
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being in remediation efforts. HCM was in remediation due to Migration, and Procurement—iF was
in remediation due to major process reengineering.

The outcome of the A-123 testing identified no new material weaknesses and two significant
deficiencies in Property and Financial Reporting Cycles. The Forest Service developed
remediation plans for the identified deficiencies and implemented a monitoring process.

The deficiencies in Property are in the areas of acquisitions and inventory. Controls over
acquiring and placing assets into service (primarily documentation controls) were not effective.
Specifically, assets were not thoroughly documented and were not placed into service timely.
Controls over inventory of real and personal property were also not designed to ensure all control
objectives were met, specifically, objectives relating to completeness and validity were not
adequately addressed.

The summary remediation efforts for Property have an estimated completion date (ECD) of
August 31, 2008, and include:

»  Work with WO/RO/Area Transformation Team to conduct a root cause analysis and
develop new potential solutions. The team will then identify controls within the selected
solution™.

= Implement a new process to include controls over the proper accounting, documentation,
and classification of capitalized property.

=  AQM will develop a monitoring tool to assess progress of implementation of the plan.

= Forest Service A-123 team will conduct validation testing using the USDA sampling
requirements for remediated controls.

in the Financial Reporting Cycle, the controls over the Quarterly Certification of Unliquidated
Obligations were ineffective.

The summary remediation efforts for Financial Reporting have an ECD of January 31, 2009, and
include:

= Brief NLT on issue of ULO/IAS Receipt of Goods and Services certification problem.

= |dentify national team to review and conduct root cause analysis regarding certification
issues.

= Develop report and plan for responding to identified causes.

» Report should identify control revisions, implementation of new controls, or elimination of
controls, as necessary.

= [Implement new process to include newly designed controls.

» Monitor implementation at each regional office.

= Forest Service A-123 team conducts validation testing on third and fourth quarters of FY
2008, and first quarter of FY 2009 certification process.

Anti-Deficiency Act

The Forest Service provides aviation support for emergency fire suppression incidents. In FY
2006, a footnote on the apportionment for 12X1115, Wildland Fire Management, indicated that no
more than $100 million of fire suppression funds could be spent on aviation resources. The
ceiling was exceeded by approximately $17 million. An aviation increase was requested on
August 3, 2006. USDA Office of Budget and Program Analysis (OBPA) advised the Forest
Service of a potential Anti-Deficiency Act violation of the ceiling imposed by the apportionment

™ The WO/RO/Area Transformation Team is proposing several aiternatives for restructuring the Acquisition Management
(AQM) community in the field. Before a solution can be determined, Forest Service must decide on which option it will
implement. This step is contingent on when the chosen option is implemented.
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footnote, and requested the Forest Service seek a legal opinion from the USDA Office of General
Counsel (OGC) regarding the aviation footnote.

In July 2007, OGC rendered their opinion indicating that exceeding the footnote ceiling for
aviation was a violation of the Anti-Deficiency Act. Subsequently, the Forest Service requested
an opinion from the Government Accountability Office (GAO).

GAO advised the Forest Service that they would review the decision and provide their opinion in
iate December 2007.

Inspector General Act Amendments of 1988

The Inspector General Act requires management to complete all final actions on audit
recommendations within 1 year of the date of the Inspector General's final audit report.

As of September 30, 2007, the Forest Service officially closed five outstanding audits. An audit is
“outstanding” if it remains open 1+ years of reaching management decision on all audit
recommendations. The explanation for delays in implementing recommendations includes the
development and implementation of new/revised directives and systems.

Per the Inspector General Act reporting requirements, agencies must report the dollar value of
any disallowed costs (DC) and funds to be put to better use™ (FTBU).

A DC is a questioned cost that management sustains or agrees is not chargeable to the
Government. FTBU are funds that OIG has recommended could be used more efficiently if
management took actions to implement and complete the recommendation.

The following are results from the reporting period of October 1, 2006, to September 30, 2007.

FY 2007 Results
Number of DC " FTBU
Reports Value Value
Balance 9/30/2006 13 $140.5 $11,503.2
New 5 0 0
Total 18 140.5 11,603.2
Closed 5 102.6 1,173.9
Balance 9/30/2007 13 $37.9 $10,329.3

%0IG audit reports identify FTBU, which are subsequently transferred with the management decision to USDA’s Chief
Financial Officer (OCFO) to monitor and track.
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PRESIDENT'S MANAGEMENT AGENDA .

The Deputy Chief for Business Operations provides oversight for the PMA implementation within
the Forest Service. These PMA initiatives are integral to the strategy to improve the management
and performance of the Federal Government in the following areas:

Strategic Management of Human Capital

Competitive Sourcing

Improved Financial Performance

Expanded Electronic Government

Budget and Performance Integration

Eliminating Improper Payments

Federal Real Property Asset Management

The PMA includes three scores toward its standards for achievement: green, yellow, and red. The
Forest Service is “Getting to Green” when it successfully demonstrates achievement for OMB's
green standards for success. The following discussion demonstrates the agency’s FY 2007
results.

Strategic Management of Human Capital

MELSGREEN STATUS AND PROGRESS

The Forest Service implemented a comprehensive Human Capital Plan and
continues to integrate the results into all organizational decision-making
processes.

The agency has conducted a workforce planning process on an annual basis
since 2001. Today, regional workforce planning is facilitated by an automated
workforce planning database that provides national and field-level predictions for
attrition and hiring. The workforce planning results are then integrated with the

. . budget planning process and incorporated into the operational management of
Implemented a comprehensive Human Capital each NFS region. At the national level, a new Workforce Planning Branch was

Plan, analyzed the resuits, and integrated e o p
them into decision making processes to drive created within HCM to facilitate the Workforce Planning process.
continuous improvement. Another aspect of the agency's comprehensive Human Capital Plan addresses

the potential competency gaps created by increased retirement rates of the
workforce. The Leadership Success Program(LSP), initiated in 2005, is a
5-tiered approach to building leadership competencies at the executive, senior,
mid-level, new, and aspiring leader levels.

Lastly, the Forest Service adopted Human Capital Assessment and
Accountability Framework measures and methods to close mission-critical
occupation gaps.

The Forest Service is committed to increasing efficiencies by reducing the
operating costs of the Washington Office and regional offices. A benchmark for
success is a 25-percent reduction in operating costs by 2010, from the 2006
funding level. To accomplish this, the agency has convened a realignment effort
in the top tiers of the agency, primarily focusing on the WO/RO/Area. A
Analyzed and optimized existing Transformation Management Team, with executive oversight from a regional
organizational structures from service and cost | forester, is leading the effort.
perspectives, using redeployment and
delayering as necessary and integrating. In the Forest Service’s Human Capital Management BPR, significant progress
competitive sourcing and E-Gov solutions; and | was made in centralizing and automating HCM functions at ASC.
has process(es) in place to address future
changes in business needs. The estimated annual cost savings of $32 million per year will result mostly from
agency wide FTE reductions that are achieved through automation, improved
service to employees, and better management of human capital consistent with
the PMA.

The estimated cost for implementation ($60.5 miliion) of the new HCM
organization will be offset within 4.25 years.
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Stage | (FY 2006) activities included:

* Redesigned over 53 HR business processes in Staff/Class and
Personnel Action Request Processing.

= Developed business requirements for the PeopleSoft-based EmpowHR
HRIS managed by NFC.

® Completed construction of a state-of-the-art facility to house ASC-HCM.

» Designed future HCM organization, including strategies for workforce
transition and records migration.

» Developed corporate training strategy that will eventually affect over
30,000 users.

HCM processing, supported by a Contact Center, began providing services to
customers in September 2006.

For FY 2007, the agency completed design and deployment for Stage 2,
including deployment of additional EmpowHR functionality in the areas of pay
and leave, benefits, awards, performance management, HCM, employee
relations, and labor-management relations.

Succession strategies, including structured
leadership development leadership; programs,
result in a leadership talent pool and agency
meets its targets for closing competency gaps.

The Forest Service's ongoing implementation of the Leadership Succession
Strategy ensures continuity of leadership for the future. To achieve the goals for
this strategy, the agency uses:

® A succession framework that consists of five key leadership tracks with
distinct competencies that characterize progressive leadership
development.

= The LSP to provide a learning environment for leaders and managers to
gain the skills to effectively manage people, resources, and issues. InFY
2007, the LSP completed Class 4 with 40 students. The Program’s
success resulted in significant Forest Service participation in the USDA
SES Candidate Development Program, the launch of a 12-month national
Senior Leader Development Program, and a series of regional
Leadership Development Sessions for mid-level managers.

= USDA’s Web-based learning management system, AglL.earn, to assist
employees with developing competency-based individual development
plans, register for training, and help management track training
completion and effectiveness, costs, certifications, and other training
related issues.

® A Training Center of Excellence to enable the leadership and staff to

refocus the agency’s investment in employee development toward a
more strategic and coordinated approach.
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Demonstrates that performance appraisal and
awards systems for all SES and managers,
and more than 60 percent of the workforce

effectively:

® [Link to agency mission, goals, and
outcomes;

® Hold employees accountable for results
appropriate for their level of
responsibility;

» Differentiate between various levels of
performance (i.e., multiple performance
levels with at least one summary rating
above Fully Successful); and

* Provide consequences based on
performance.

In addition, at a beta site, there is evidence
that clear expectations are communicated to
employees; rating and rewards data
demonstrate that managers effectively
planned, monitored, developed, and appraised
employee performance; and the site is ready
to link pay to the performance appraisal
systems. The agency has significantly
increased the size of the beta site and is
working to include all agency employees
under such systems.

The Forest Service issued direction that 100 percent of agency employees will
have credible measures of performance, aligned with the mission and their units’
performance goals and objectives.

In order to differentiate between various levels of performance, the agency
transitioned to a multilevel performance management system. A framework was
established within the existing pass/fail performance ewvaluation that could be
migrated to the muitilevel plan. Although planned for F'Y 2006, this transition to a
five-level system was delayed until first quarter of FY 2007.

Expectations are set for employee performance and then monitored. Feedback
is provided via the supervisory channel.

Employees are held accountable with consequences based on positive
performance that inciude performance bonus awards, quality step increases,
nonmonetary, spot and time-off awards. Consequences based on negative
performance include performance improvement plans and misconduct
investigations.

The new multilevel performance management system was beta tested with
Forest Service Partnership Council. 1t is now in operation throughout the Forest
Service. Pay is linked to performance through the appraisal system and through
awards and within-grade increases (WGils).

Reduced under representation, particularly in
mission-~critical occupations and leadership
ranks;, established processes to sustain
diversity.

The Forest Service’s National Recruitment Council coordinates recruitment
efforts, develops planning and recruitment tools, and provides direction for a
system of National Recruitment Initiatives, based at 12 targeted universities.

Sirice FY 2003, a system of monitoring and accountability has measured
progress in addressing key workforce planning issues. Results indicate minority
hiring in FY 2004 increased by over 50 percent over previous years and the use
of the Student Career Experience Program (SCEP) hiring authority had more
than doubled. Similar results have continued through the end of FY 2007,
enabling the Forest Service to improve its diversity hiring.

Since 1998, the Forest Service has been engaged in a systematic approach of
recruiting a highly skilled and diverse workforce to carry out the agency’s
mission now and into the future. This system is currently based on a foundation
of annual workforce planning both at the national and regional field levels. The
agency employs many processes, including extensive outreach activities, to
build and sustain diversity in the number of candidates for leadership and
executive-level positions.

The Forest Service reports a steady increase in women and minorities in
leadership positions at GS-14 and above:

Year Minorities Women

1992 72 6.7% 118 11.0%
1996 87 9.0% 160 16.6%
2001 164 14.0% 301 25.7%
2006193 16.1% 387 32.2%

Meets targets for closing competency gaps in
mission critical occupations (i.e., agency
specific, human resources management,

In FY 2007, the Forest Service continued the ongoing implementation of its
Leadership Succession Strategy. The agency developed a succession
framework, aligned with the five OPM key leadership tracks and the unique
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integrates appropriate competitive sourcing
and E-Gov solutions into gap closure strategy.

competencies that characterize prog

Since FY 2000, the agency increased its field organization presence so that
currently 98 percent of its permanent workforce works in field locations. Forest
Service also reduced managerial levels (GS-14 and above) in its permanent
workforce to only 4 percent.

Meets 45-day time to hire standard, 45-day
standard to notify applicants of hiring decision
for 50 percent of hires, and targets for hiring
process improvements based on Chief Human
Capital Officer Council criteria.

The Forest Service continued to use an automated staffing system that
significantly improved efficiency and provided a tool to closely monitor hiring
cycle times. .

The agency deployed a new HRIS, based on NFC's EmpowHR system, to
further enhance efficiencies and improve hiring timelines during the HCM
Implementation. Forest Service reported 322 GS and non-SES hiring decisions
in third quarter reporting; 111 hiring decisions were made using 6 hiring
flexibilities.

The average number per hiring decision was 22 days (meeting the 28-day time
to hire standard) from a pool of 9,624 applicants.

Sets and meets aggressive SES hiring
timelines progressing toward a 30-day
average.; and

Prior to FY 2007, Forest Service provided an analysis of SES actions to USDA,
identifying issues and opportunities to streamline the process for filling SES
positions.

In FY 2007, the Forest Service worked with USDA to establish weekly meetings
of standing Executive Resources Boards so that highly qualified SES applicants
could be referred to selecting officials shortly after vacancy announcements
close. This has eliminated the single greatest barrier to meeting the 30-workday
selection requirement.

Biweekly reports to executives highlight areas where executive action is needed
to expedite selection or approvals.

Periodically conducts accountability reviews
with OPM participation, taking corrective and
improvement action based on findings and
results, and providing annual reports to
agency leadership and OPM for review and
approval.

The Forest Service was a key member of the team that successfully developed
the USDA Human Capital Accountability System. The agency continues to
monitor progress in achieving milestones set down in the plan in quarterly
reports for 8 to 11 HCM program areas.

OPM conducted a HCM and Human Resources Accountability Review at the
Forest Service’s national headquarters and three field offices in 2005. The
review acknowledged positive accomplishments in the Talent Management,
Performance Cuiture, Leadership/Knowledge Management and HR
Accountability areas. Several action items resulting from the review were
implemented in FY 2007 to strengthen the HCM Program.

Additionally, the Forest Service created and staffed a new branch within HCM to
compile and report performance metrics based on service level agreements
(SLAs) to measure accountability among Human Resources staff, managers,
and employees.
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Competitive Sourcing

Has an OMB approved, ‘green” competition The Forest Service continues to follow its December 2005, OMB-approved

plan to compete commercial activities

available for competition. Green” competition plan, pending approval of the 2007 revision.

The schedule in the Green Plan focuses primarily on feasibility studies that are
the means to examine the practicality of conducting a public-private competition.

. " ; Feasibility studies are conducted in accordance with the Green Plan schedule
ggggfgg :gg%g'c;ses;igggg{:ggﬁ:éﬁ?:?h”e’ within the constraints of the competitive sourcing appropriations cap. Follow-on
agency “green” competition plan competitions are based on management decisions as a result of feasibility study
gency g P pian. findings and in consideration of appropriation limitations.

The standard competition for Communication Activities was publicly announced
on June 29, 20086, as an outcome of that feasibility study.

The agency has completed at least 10 competitions since 2001.

The Information Technology Infrastructure competition led to major
improvements in how services are delivered within the agency. An estimated
541 FTEs from Information Solutions Organization will generate savings greater

Since January 2001, has completed at least than $100 million over 5 years.

10 comp e”“"’?S (no mlmmum'rjumb er of Two roads maintenance competitions phased in during FY 2004 are generating
positions required per compelition) or has a combined savings of over $1.5 million per year.
completed a sufficient number of large ; ’
comp etmog?é:rgzggxztrsaéirrgﬁzmngful use Stre?mlined m_ain?enance studies conducted in 200{3 that resulted in the most
: efficient organization (MEQ) being the lowest cost did not produce the savings
and performance enhancements anticipated. As a result, these studies were not
implemented.

' Lessons learned from this process helped the agency to better focus its
competitive sourcing efforts towards more promising studies.

In the past four fiscal quarters,
completed 90 percent of all standard The Communication Activities public-private competition is the only competition
competitions in a 12-month timeframe or conducted in the last four fiscal quarters. This was publicly announced June 29,

timeframe otherwise approved in accordance | 2006 and as of September 30, 2007, has not been concluded.
with OMB Circular A-76.

In the past four fiscal quarters,
completed 95 percent of all streamlined
competitions in a 90-day timeframe or No streamlined competitions were conducted in the last four fiscal quarters.
timeframe otherwise approved in accordance
with OMB A-76.

In the past year,

canceled fewer than 10 percent of publicly " -
announced standard and streamiined In the past year, no publicly announced competitions have been cancelled.

competitions.

The agency submitted, and OMB approved, written justiﬁcétions for all
. . L . categories of commercial activities determined to be unsuitable for competition
g:;: %%i r:;’;‘:’nen‘zevggfg égiggfsaggf;rf;; :g with its 2007 FAIR Act inventory submission to USDA. These categories

g to be unsuitable for competition included “Commercial Reason Code A" and “Inherently Governmental.”

To date, the justifications have not been disapproved or approved.
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Structures competitions in a manner to
encourage participation by both private and
public sectors as typically demonstrated by

receipt of multiple offers and/or by
documented market research, as appropriate.

Market research is conducted as a part of the feasibility study process and is a
factor in determining whether a competition should be announced. Documented
market research is a basis for competition structure.

Regularly reviews work performed once
competitive sourcing studies are implemented
to determine if performance standards in
contract or agreement with agency provider
are met and takes corrective action when
provided services are deficient.

Quality Assurance Surveillance Plans were implemented for all service
providers, with performance monitored by contracting officers and overseen by
the Management Analysis Staff in the Washington Office. )

The Staff also conducted periodic field reviews to assess service provider
performance, implementing corrective actions as appropriate if services were
deficit. :

Submits quarterly reports to OMB’s
competitive sourcing tracking system
regarding status of pending competitions and
results achieved.

Throughout the reporting period, all status of pending competitions and results
achieved were current in the competitive sourcing tracking system.

Has positive anticipated net savings and/or
significant performance improvements from
competitions completed either in last fiscal
year for which data has been officially reported
to Congress by OMB or in the past three
quarters., and.

Not applicable; no competitions were completed in last fiscal year or in the past
three quarters.

Performance improvements and positive actual achieved savings are realized
from studies completed prior to FY 2005. In FY 2006, the agency reported
$19.55 million in savings as a result of competitions completed prior to FY 2005
for which data has been officially reported to Congress.

To maintain green status, agency:

Has expressly coordinated “green” competition
plan annual updates with agency's Chief
Human Capital Officer.

Yes. The approved “Green Plan” included the agency’s Human Capital Plan
among the data considered when assessing activities suitable for feasibility
study. Each update of the Green Plan is fully vetted and ccordinated with all
staffs, including HCM, as part of the Chief's approval process.

Through sampling, independently validates
that savings to be achieved for the prior fiscal
year were realized.

Yes. The Management Analysis Staff calculated and independently validated
achieved savings based on actual expenditures.

Actual, not anticipated, savings are recognized and reported as realized savings.
The agency reviewed its processes for monitoring, collecting, and reporting

performance information, taking measures to strengthen the processes currently
in place.
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Improved Financial Performance

Receives an unqualified audit opinion on its
annual financial statements.

In FY 2007, the Forest Service demonstrated commitment to sustaining an
unqualified audit opinion for the sixth consecutive year.

Meets financial statement reporting deadlines.

The Forest Service met the FY 2007 financial statement reporting deadlines on
its annual financial statements.

Reports in its audited annual financial
statements that its systems are in compliance
with the Federal Financial Management
Improvement Act.

The Forest Service is not in compliance with FFMIA. The agency'’s financial
systems do not have current C&A, system security plans, and risk assessments.
While the majority of the agency’s contingency and continuity of operations plans
are current, most have not been tested.

Has no chronic or significant Anti-Deficiency
Act Violations.

OGC notified the agency in July 2007 that the Forest Service was not in
compliance with Title 31, United States Code 1517 and that the Anti-Deficiency
Act was violated by obligating more than the amount OMB apportioned in FY
2006 for the acquisition of aviation resources. The agency disagrees with this
opinion and has requested a review by the U.S. Government Accountability
Office.

Has no material auditor-reported internal
control weaknesses.

Financial auditors in the past several years aggregated several |T security
findings into an IT Material Weakness.

The Forest Service collaborated with USDA’s OCFO and OCIO to develop CAPs
to resolve the weakness. Launched in a FY 2007 implementation, the CAPs
address groups of internal controls, or control families, to satisfy:

= OMB's Circular A-123 requirements, including FFMIA and FMFIA.
» FIPS 200/NIST Special Publication 800-53 requirements.
® FISMA self-assessment.

The Forest Service's CFO and Chief information Officer (CIO) established a
Project Management Office to execute the CAPs and monitor their progress.
Biweekly status meetings with USDA officials were held through the end of FY
2007.

Has no material noncompliance with laws or
regulations.

The Forest Service is noncompliant with FFMIA and Appropriations Law.

Has no material weaknesses or non-
conformances reported under Section 2 and
Section 4 of the Federal Managers’ Financial
Integrity Act that impact the agency’s internal

control over financial reporting or financial
systems.

Previous audit findings indicate the Forest Service must improve its financial
management and reporting process. The ongoing A-123 work assisted in
identifying and implementing improvements to downgrade one weakness. In FY
2007, the agency made these improvements:

= The A-123 program successfully mapped 57 processes and identified
over 150 key controls that affect the financial statements, which proved
extremely valuable to the external auditors and the ASC process owners
as it reduced the time spent to compile and prepare documentation for
the financial statement audit.

* Developed an action plan to clear the prior year's general ledger of
nonroutine transactions.

* The agency moved forward with an aggressive plan to review, clear, or
liquidate all improper unliquidated obligations. The strategy tackled the
oldest and largest obligations first, until certifications and samples
demonstrate complete accuracy in obligated balances.

Priority work continues to eliminate material weaknesses from financial
processes, resulting in increased accountability.
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Is implementing a plan to continuously expand
the scope of its routine data use to inform
management decisionmaking in additional

areas of operations.

#

The Forest Service completed migration of all of its core finance and budget
execution functions to a shared services center located in Albuguerque, NM, in
January 2006. B&F transactional processing and all data entry into the agency’s
financial system are now done at the center allowing for improved data entry and
enhanced internal controls.

¢

Currently produces accurate and timely
financial information that is used by
management to inform decisionmaking and
drive results in key areas of operations.

Expanded Electronic Government
~OMB’S GREEN

_STANDARD

The ASC B&F has put in place SLAs to establish expectations and has
developed performance metrics to indicate delivery of services. Statistics are
provided on the ASC B&F Web site on a daily basis.

A customer service board made up of regional foresters and other parties
provides oversight for ASC B&F service levels and budget.

Has an Enterprise Architecture with a score of
4 in the “Completion” section and 3 in both the
“Use” and “Results” section.

The Forest Service met the requirements for Enterprise Architecture, as
demonstrated by a green score for this standard.

Has acceptable business cases for all major
systems investments and no business cases
on the “‘management watch list.”

The Forest Service has acceptable business cases for all major systems
investments but four, which did not receive a passing score: AgPRS; Computer
Base; FS NFA; and VIPR.

Has demonstrated appropriate planning,

- execution, and management of major IT
investments, using EVM or operational
analysis and has portfolio performance within
10 percent of cost, schedule, and performance
goals.

Forest Service submitted to USDA's OCIO all information requested to validate
the appropriate use of EVM for its major investments.

Only one investment — VIPR ~ needs to complete the EVM work and
documentation to become EVM certified. Final score for FY 2007 was yeliow.

Submits quarterly status reports in remediating
IT security weaknesses.

Financial auditors in the past several years aggregated several IT security
findings into an IT Material Weakness.

The Forest Service collaborated with USDA’s OCFO and OCIO to develop CAPs
to resolve the weakness. Launched in a FY 2007 implementation, the CAPs
address groups of controls, or controf families, to satisfy:

*= OMB's Circular A-123 requirements, including FFMIA and FMFIA.
» FIPS 200/NIST Special Publication 800-53 requirements.
= FISMA self-assessment.

The Forest Service's CFO and CIO established a Project Management Office to
execute the CAPs and monitor their progress. Biweekly status meetings with
USDA officials were heid through the end of FY 2007.

Inspector General or agency head verifies the
effectiveness of the Department-wide IT
security remediation process and rates the
agency certification and accreditation process
as “Satisfactory” or better.

The Forest Service implemented policies and procedures to remove the
conditions that in the past have led the financial auditors to aggregate several
findings regarding IT security into an IT Material Weakness.

Forest Service accomplished the work to put controls in place to clear the most

critical audit findings during FY 2007. Additional phases of the plan that will
complete the internal controls implementation will extend into FY 2008.
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Has ALL IT systems certified and accredited.

As of September 30, 2007, Forest Service submitted 10 C&A packages for
authorization to operate (ATO) concurrency review.

Of the 10 packages, 9 received ATO concurrency and 1 received interim ATO
(IATO) concurrency. Forest Service submitted 6 additional packages and
received IATO concurrency.

Has IT éystems installed and maintained in
accordance with security configurations.

Forest Service completed 1 of 18 annual self-assessments in ASSERT.

Has demonstrated for 90 percent of systehs a
Privacy Impact Assessment has been
conducted and is publicly posted.

Forest Service conducted Privacy Impact Assessments (PIAs) for all systems.
The publication requirement is not included in USDA policy, and only recently
communicated. All PIAs are being submitted to USDA for publication.

Has demonstrated for 90 percent of systems
with personally identifiable information a
system of records has been developed and
published.

System of Records Notices have been developed and published for more than
90 percent of systems known to contain personally identifiabie information (PIi).

Adheres to the agency-accepted and OMB-
approved implementation plan for all of the
appropriate E-Gov/Lines of
Business/SmartBuy initiatives and has
transitioned and/or shut down investments
duplicating these initiatives in accordance with
the OMB-approved implementation plan.

The Forest Service adheres to the agency-accepted and OMB-approved
implementation plan for all of the appropriate E-Gov/Lines of Business/SmartBuy
initiatives. Investments that may have duplicated these initiatives have been
transitioned in accordance with the OMB-approved implementation plan.

The agency received a green score from USDA for this standard in all four
quarters of FY 2007 (USDA’s Management Initiative Tracking System).

FY 2007 Results for Lines of Business (LoB):

In the Government Paperwork Elimination Act (GPEA) LoB, the Forest Service
improved the needed processes to allow for Web-enabling of the most
challenging 20 percent of its Paperwork Reduction Act (PRA) information
collections. FY 2008 GPEA efforts will focus on fully achieving electronic
signature, electronic filing, and financial transaction receipting for this most
difficult class of information collections.

For the Recreation One-Stop LoB, the agency deployed a standard interface for
government personnel to enter recreation data into Recreational Information
Data Base (RIDB). RIDB uses Web services technology to enable the agency to
share recreation data with all interested private and public individuals and
organizations.

Toward the National Environmental Policy Act (eMNEPA) LoB, the agency
continued with a number of initiatives that originated with the 2003 eMNEPA LoB
study. After a pilot in FY 2005 across several national- and field-level
communities, Document and Records Management (DRM) was expanded to
include broader communities and subject areas. Evaluation of the Mailing List
management pilot was also compieted. In FY 2008, the DRM and Internal
Communication Management LoBs, and Appeals and Litigation in the Planning,
Appeals, and Litigation System, will be further integrated and migrated onto a
common platform.

In FY 2007, the agency implemented both the Intranet and Internet components
of Enterprise Portal (E-Portal) version 1.0 for the Web Information Delivery LoB.
E-Portal uses USDA’s standards for application hosting services, Portal
technology, Google search technology, and Web Content Management
technology.

In FY 2007, e-Research expanded the scope of information traceability and
researched automated peer review processing. Coordinated with the Forest
Service's Research Executive Team to evaluate the success of FY 2006 proofs-
of-concept (POC) for research data storage and archiving, combined delivery
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Budget and Performance Integration

MB’S GREEN

Senior agency managers meet at least
quarterly to examine reports that integrate
financial and performance information that

covers all major responsibilities of the

Department. Agency demonstrates
improvement in program performance and
efficiency in achieving results.

channels, and technology transfer. Began the migration for all Research and
Development Web sites to E-Portal.

For the Field Data Automation/Mobile Computing Devices LoB, the agency
completed technology evaluation studies on mobile computing devices and
wireless communication capabilities, updating enterprise requirements.
Deployed several POCs, of which the successful projects will involve scale-up,
planning and implementation in FY 2008. Planned to initiate POC projects in FY
2008 for facilities radio frequency identification, mobile crime surveillance and
natural resource information retrieval and analytics.

As one of six specific permits found to be appropriate in FY 2004 for streamline
permitting in the ePermitting LoB, the Special Forest Products (SFP) POC
experienced setbacks until FY 2007. SFP includes items such as Christmas
trees, fuel wood, and mushrooms. Pilot monitoring and development of a scale-
up and rollout strategy will be addressed in FY 2008.

In FY 2007, POCs for the 4 Rivers Lottery and National Symbols storefront were
conducted. In FY 2008, the agency plans to scope, design, and implement
these e-Commerce LoB components.

Forest Service National Leadership Team (NLT) meets quarterly to review
financial and performance information. In FY 2007, senior agency managers
continued to incorporate PART measures and program improvement plans into
their quarterly reporting to USDA and OMB, reiterating PART's importance to the
programs and staffs.

As the agency continues to improve its program effectiveness and reduce
operational costs, the focus moves from performance accountability weaknesses
to achieving resuilts for mission-critical natural resource priorities.

Strategic plans contain a limited number of
oufcome-oriented goals and objectives.

Annual budget and performance documents
incorporate measures identified in the PART
and focus on the information used in the
senior management report described in the
first criterion.

The current Forest Service Strategic Plan 2004-2008 contained few outcome-
oriented goals and objectives.

In FY 2006, the Forest Service adopted a comprehensive set of cutcome-
oriented performance measures for all of its major functions for use in FY 2007.
These measures are being included in the agency’'s budget request, budget
allocations, and the P&AR.

Forest Service demonstrated management’s accountability to the PART
measures by incorporating the longterm and annual outcome, efficiency, and
output measures as the agency’s key performance measures in MD&A's
Performance Highlights.

The annual performance report section of the P&AR—a GPRA requirement—
describes PART milestones in the individual improvement plans and corrective
actions, if needed.

Reports the full cost of achieving performance
goals accurately in budget and performance
documents and can accurately estimate the

marginal cost (+/- 10%) of changing
performance goals.

The Forest Service is currently not able to report the full cost of achieving
performance goals. The agency’s budget is structured around programs, many
of which support multiple objectives. The work planning system ties projects
funded under various programs and their planned accomplishments to strategic
plan goals and objectives. Data from the work planning system can be used to
estimate the marginal cost of changing performance goals.

Has at least one efficiency measure for all
PARTed programs.

Efficiency measures are reported in the Performance Highlights section of
MDG&A for all PARTed programs except the Watershed Program.
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Uses PART evaluations to direct program
improvements and hold managers
accountable for those improvements, and
PART findings and performance information
are used consistently to justify funding
requests, management actions, and legislative
proposals.

in addition to the PART information reported in the Performance Highlights
section of the MD&A, the agency uses PART efficiency measures to
demonstrate improved programmatic efficiencies (acres treated per $1,000) or
cost effectiveness (acres moved to a better condition per $1 million investment).

in the FY 2008 Budget Justification, the agency’s performance budget, Forest
Service reported the status of all PARTed programs in the Performance
Management section for:

» Status of FY 2006 accomplishments toward milestones
* Progress in the program improvement plans
= FYs 2007 and 2008 targets for outcome, efficiency, and output measures.

Less than 10 percent of agency programs
receive a ‘Resuits Not Demonstrated’ rating
for more than 2 years in a row.

Currently, the Forest Service has two programs under a Results Not
Demonstrated rating (RND), representing 25 percent of the 8 PART evaluations.

Neither RND rating was for more than 2 years in a row.

To maintain green status, agency:

Improves program performance and efficiency
each year.

The Forest Service reports to USDA and OMB on a quarterly basis for all
performance improvements and efficiencies for the eight PARTed programs.

To see the performance improvement for these programs over the 5-year cycle,
go to hitp//www.ExpectMore. gov and use the keywords, “Forest Service.” To
see the Wildland Fire Management improvement plan, use the keywords, “USDA
Wildland Fire.”

Uses marginal cost analysis to inform
resource allocations, as appropriate.

Currently, the Forest Service does not use marginal cost analysis to inform
resource allocations.

However, the agency is updating field allocation criteria for FY 2008, and
marginal cost analysis will be one of the tools used in the process.
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Eliminating Improper Payments

Agency:

« Has a risk assessment in place that identifies
all programs that are at significant risk of
improper payments;

+ Has an OMB-approved plan for measuring
improper payments on an annual basis and
meets milestones established in the plan that
include the following for each risk susceptible
program:

® yields a valid annual improper payment
amount consistent with OMB guidance
on error measurement either for (a) the
program as a whole; or (b) one or more
significant components of the program;

® ftracks sampled payments through
each phase of the payment lifecycle
(i.e., internal agency processing,
payment to any intermediary, and
payment to the ultimate recipient); and

» dentifies the causes of error 5o that
CAPs can be tailored appropriately.

« Has an OMB-approved corrective action plan
that includes aggressive, yet feasible,
reduction targets; AND

» Complies with improper payments reporting
requirements. '

USDA determined that four funds were to be audited, with one fund requiring a
statistical sample for fiscal year 2007 disbursements. The Forest Service
identified the Wildland Fire Suppression Program (WFSU) as its single ,
payments-related high risk program area. The remaining three funds included
the NFS, Capital Improvement and Maintenance, and Wildfire Management
Funds. These funds were deemed moderate risks for improper payments.

in FY 2007, the agency continued working with an outside contractor to provide
research services for improper payments, based on a materiality level
established for erroneous payments. Oversight for this position is performed by a
designated Forest Service employee. In accordance with the recovery contract,
the contractor independently provides support services to satisfy the overall
operational objectives for recovery of erroneous payments made to vendors.

The primary objective of audit recovery is identifying inadvertent cverpayments
made by the Forest Service to suppliers of services or goods. Once an
overpayment is discovered the following steps were taken:

»  Related suppliers were contacted for verification of erroneous
payments and documentation of erroneous payments is obtained.

L] Billings for collection were then sent to the vendors and refund checks
were remitted to the Forest Service.

®  Cash deposits of all recovered monies were made to appropriate
Forest Service budget fund accounts.

®»  When the cause(s) for error was identified, information related to all
recovered monies and the underlying transactions were reported to
management. If the agency determined that the cause for improper
payments was a lack of knowledge or skill, training was provided to the
relevant employees.

Forest Service complied with all reporting requirements using the Management
Initiatives Tracking System (MITS), quarterly USDA reporting, and fiscal year
end reporting in the P&AR.

To maintain green status, agency:

- Demonstrates that improper payments are
being reduced consistent with reduction
targets; AND

« Has established improper payments recovery
targets, where appropriate, and is actively
meeting such targets.

The Forest Service continued to make improvements in its internal controls and
processes in FY 2007. Specifically, the agency is developing and:implementing
a paperless system and processes to improve accuracy and efficiency, thus
reducing the risk of making improper payments. When fully implemented in FY
2008, prompt payment interest should be dramatically reduced.
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Federal Real Property Asset Management

Agency:

» Has a Senior Real Property Officer who
actively serves on the Federal Real Property
Council (FRPC);

+ Established asset management performance
measures, consistent with the published
requirements of the FRPC,

b

» Completed and maintained a comprehensive
inventory.and profile of agency real property,
consistent with the published requirements of
the FRPC;

« Provided timely and accurate information for
inclusion into the government-wide real
property inventory database; AND

« Developed an OMB-approved
comprehensive asset management plan that:

« Complies with guidance
established by FRPC,

» Includes policies and
methodologies for maintaining
property holdings in an amount and
type according to agency budget
and mission, and

.« Seeks to optimize level of real
property operating, maintenance,
and security costs.

In FY 2007, Forest Service created a Real Property Asset Management Review
Board (AMRB), pursuant to Executive Order (E.O.) 13327, Federal Real
Property Asset Management.

The board’s primary responsibilities are to:

s Recommend new real property investments and evaluate existing
projects to create a Forest Service Real Property Portfolio that best
supports the Forest Service's program delivery process;

» Assemble and evaluate the Forest Service Real Property Portfolio using
a standard set of criteria;

s Support the Forest Service Real Property Management function; and

» Ensure that the Forest Service Real Property program remains in
compliance with E.O. 13327.

To better coordinate efforts with USDA’s Real Property Council and Senior Real
Property Officer, the Forest Service established a full-time position as Asset
Manager within the Acquisition Management Staff. The agency plans to fill the
position in FY 2008.

Forest Service led the effort to develop standard acquisition performance
measures consistent with the published FRPC requirements across the
Department, and determine baselines for agency performance tracking.

Also in FY 2007, the agency developed a strategy and targets for reducing the
growth of deferred maintenance in owned buildings and structures (see Annual
Operating Costs Goals and Targets).

In support of the Forest Service’s “right-sizing” effort, goals and targets were
developed using the criterion “mission dependency” to determine which real
property assets (owned and leased buiidings) may be disposed. The Disposition
Decision Tree also considers the criteria operation and maintenance, condition
index, and utilization for targeting assets for disposal.

System modifications to Infra were completed in FY 2006 to accept the required
23 data elements that will be necessary for the Federal Real Property Profile
(FRPP).

In FY 2007, the Forest Service made the necessary system modifications in Infra
to accept the 24th data element for reporting disposition for the FRPP. Infra’s
new Disposition Module was mirrored by USDA and incorporated into the
Corporate Property Automated Information System (CPAIS), now available to all
other USDA agencies in CPAIS. The Disposition Module aliows a user to enter
data for both planned and accomplished dispositions of real property.

in accordance with the agency’s Asset Management Plan, the Forest Service:

" Complied with FRPC disposition guidance;

= Developed policies and methodologies to examine reoccurring needs so
that any needed modifications to automate the reporting process, such as
the Disposition Module in CPAIS, could be made; and

® Sought to optimize the costs of operating, maintaining, and securing real
properties in partnership with Department of the Interior's Service First.

To maintain green status, agency:
« Meets all Yellow Standards for Success;

» Established an OMB-approved 3-year rolling
timeline with date certain deadlines by which
agency will address opportunities and
determine its priorities as identified in the

The Forest Service completed its annual update to the Building Block Plan, the
agency's component to the USDA Asset Management Plan, adhering to the 3-
year rolling timeline. The plan adheres to the disposition guidance and targets to
determine assets suitable for disposal.

The agency developed a deferred maintenance status report to track annual

condition surveys and their frequency, as established by current policy and
procedure.
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« Demonstrated steps taken toward
implementation of asset management plan as
stated in yellow standards (including meeting
established deadlines in 3-year timeline,
meeting prioritized management improvement
actions, maintaining appropriate amount of
holdings, and estimating and optimizing cost
levels);

+ Accurate and current asset inventory
information and asset maximization
performance measures are used routinely in
management decision-making (such as
reducing the amount of unneeded and
underused properties); AND

The management of agency property assets
is consistent with the agency’s overall
strategic plan, the agency asset management
plan, and the performance measures
established by the FRPC as stated in the
Federal Real Property Asset Management
Executive Order.

he agency plans to work with USDA to develop a process for performing
condition assessments on various asset categories within the inventory and
develop a planning process for securing sufficient funding for assessment
activities, including:

= Review existing status of condition assessment;
» Develop cost-effective solution based on parametric models and
statistical sampling;

» Establish a reporting vehicle and update schedule;

» Estimate cost and develop a budget package; and

* Develop draft policy documents.
The agency will work with USDA in the development of the process and
requirements for establishing operation and maintenance plans commensurate
with the maintenance level required for the asset being managed.

Will submit an accurate inventory and performance measure data for inclusion in
the Federal Real Property Profile.

Will complete required initiatives in accordance with USDA “Proud To Be.”

LIMITATIONS OF FINANCIAL STATEMENTS

The Forest Service’s principal financial statements have been prepared to report the financial
position and results of operations of the agency, pursuant to the requirements of 31 U.S.C. 3515

(b).

The Forest Service statements have been prepared from its books and records in accordance
with Generally Accepted Accounting Principles (GAAP) for Federal entities and the formats
prescribed by OMB. The statements, however, are in addition to the financial reports used to
monitor and control budgetary resources which are prepared from the same books and records.

These statements should be read with the realization that they are for a component of the U.S.

Government, a sovereign entity.

A-41



(4

Anseiod eoidos ) easy IN suofels fejuswiiadxy
N £ $) i
10 @Sy} |euonEUISIU) Ansaiod 81BN PUB BlRIS suatbey sUIN e sjonpoid jselod abuey pue 1s8i04 XIS
H H 1 ¥
UONBUIPINOD
ewebeuey woysAsoag —
wewabeuepy ABoj0aS puE SjEsBUIN —|
SiuRj iEY pue iy SITNIS Ewswmm:N—z
PaYSIAIEM "SI "OJIPIA ~ pue Aojeinbey
o Lootinion pue ‘Wnoy. 1ot
SUOHEY fBqUL — seaunosay abee JUNIBA PUB Yo, loiusg
PUE UONBAIOSY JIBWISSHSSY Ja1u8s 8OWNIBG Snbianbn uswobeuep
uoPRI0IY YilEoH 15804 o puseseyuy e0InosaY puE WeD onIeS i $00IN0SeY UEWNLL
wowebeuey puejebuey~  PUE BIEM st "alliPIAA Bujuueid aifolens

Aijs0i04 AHUNWILICD PUR UBGIN ~]

sisAjeuy 1ofipng pue wesboid
404e3saY UoHIBI0Id Uy

swabeuepy uonisinboy.

SianRd JUIg wiawabeuey uoneiabien UOREIURLILOG 6
. . i wawabeuep jeousuly ausbeuep
UOHEONDZ UONBAIBSUOD PUE PIAA PUE SSOLIBPHIA \pieesey 950 10 WO vy A
Kiysai05 eryeiedooD — spug—]  PU UOHENIBA 32N0SY sishruy Aollod {040} eoueur] pue webpng joj | | sucnesedo sseussng io}
\iswiabeuey udHBULOJY} pue AIojuanuf D Andaq 2ie10055Y ] 181D Ainde( oleID0sSY
OB PUE S11d BuussuBug —  ‘Buiuelg ‘Koo aouspg sseyy aanejsibo] M . ~
1]
| iy AindaQ ajerossy | e Aindag Em_uommi siyn Aindag sjerossy: | JeD Aindaq ejeidossy !
Anses04 ‘ | i woawdojanag ey o pue
sjeald pue S1BIg | weisAg 150104 |BUOHEN pug Y N 5o Soig suofeiade ssauisng
I 4emp Aindag yemp Aindeg | | ‘a3 Aindeq Jo1y0 Aindeq 21D Aindag
i 1 ; i 1 R { T
W
NVHOOM 344 TVNOILYN 11 S1HOMN THAID F
i !
t SNOLLYOLLS3ANI ! SWVHOOUd TYNOILLYNYA NI
ONY INIWIDHOANS MY'1 I !
43IHO FIMD0SSsY
43IHD 3H1L 40 301440

FDINGIS 1SIHOA
ainynouby jo Juswipedaq 's'N

(ro0z) Lueys uoneziuebiQ paroiddy s 8211188 1Sa104—Yy xipuaddy

pajpneun—sisAjeuy pue UOISSNOsI( s juawabeuey




£v-v

Ansaiod eodol |
JO BINISU| [BUOBUIBIY]

galy IN
Ansa104 ajeAld pue delg

suoifiay auiN

qe sionpoid 158404

suones |eusipadxy
efiuey pue iseiog xig

ot e et freee -

sucheRY |Bqul —
LOROBI0Id YHEDH 158104

Anselog AHUNWALO)) pue uealn —

yosessay iy
PUB JRIBA 'USid ‘BJIPIM

yoJeesay Uopoajold puy
juewebeuey uopeiehap

Youeesay es()

uoeulpIoo)
wewsfeuel weisAs0os —

weawsbeueyy ABojoas) pue siessulpy —
sjue|d 9By pue Ay
PaysIelem ‘ustd "alPIM —~

wewobeuey 15810 —|

sa0inosey efiejusy
pue Uoye8Io8Y —|

Juowabeuen Jusweabeuep puejebuey —
leroueuL
SIBARY DIUE0S
weuwebeuep PUB PIA PUB SSBWBPIM —

siskjeuy Jobpng
pue weibosd—
seonag Jusweleuep
pue Aojenbay ]
dAAS~

wisuwebeuep
feydes uewni—~
AHiIqBIUNO00Y 8oUBLLIOKSY
pue Bujuueid oibeeng—

PuB UOREN{EA SUN0S3Y nboy —— wea esudiajuly]
UOHEDNPT UOHBAIBSUOD) ~ uofeuloul pue Jcjusaul
Buueld foyog sausios SoueLlg pue 120png Buyssuibuz ~ ﬁ_hwow% ﬁuw%tcmowux
Anjseiod anpessdooD) —| osv *
Juewobeuey “ Juswdojensg ~ / "_
uoleny pue a4 —| i PUE UoIERSOY _ 040 Wwe)sAS 188104 [eUDHEN | suogesadg sseuisng
‘oD Aindeg | | ‘18I0 Aindeq | ‘80 Aindeg
Asaiod ; ] ! i
SIBNI PUB S1EIS N L
‘JaD Aindsq
NOLLYDINNWIKOD -
ANV SHIVAdY TYNS3LX3 SLHOR HAID
SNOILYOLLSIAN SWYHOOU TYNOLLYNYILNI
GNY INSWIDHOANT MV
M 43140 31VID0SSY
i
“ 434D 3HL 40 F014-40
|

J4OIAY3S 1S3H04
ainynouby jo Juswipedsq 's'N

(£002) vey) uopeziuebio panosddeun $,990IM198G 158104

paypneun-—sisAleuy pue uotssnosi sjuswabeuepy



v

uononpoud ABietue
0] 10} B|GEJIEAR SPBIL PUE SPUB| SN WO} POAGWSS

vy s 000'00€'C 0000042 $98J} 8N{BA MO] PUE JOISWEIP ||BIWS WO SUO} Usal
*ABloue SSEWIOIG 10} SPUEL SN WO1) 5003 10J0UIRID-)|EIIS JO 05N [EI2I6WIL0Y sleNURG 7'y

sewesyswy paquosasd

uiym payajduiod aie ey sAem-jo-jybu 1o sagjioe;

vi'vs %18 QUON pejee.-ABiaue Joj suoyeolidde esn jepads jo ebejuecied
A 3 Buipnjour) einuey } e3edosdd cw:n«?,c pue .mzo_.uo_.nua :.Eon a:.mmaoe.a 3o >o:o_u .to onoidul .moz.:u& ABieue 4o} SI0pILIOd Ew:a.mou pue. Aiopr oy w&o:omn a0 M fog Ly

sesJe ncm

X ‘s{ied} ‘speod jo welshs esn pajeubisep e Bunoayes sdew

- vZ't S %el %9} asn afRiyeA Jojow A pRIeAcO spue) SN Jo ebejusdied
] dojesep pApRIGRIIOS 643 YBNON SeSN SROLEA BUOWE SIOIHUCD SZIMILIL PUE *SI0SN jle:30 Ajejes ojowioad ‘sevinosel [eineu Juejoid 03 esn ejoiuea-KemyBiy-po Jo JtisweBeuei vy) onoidwy 2'e

IR X %ZS %9 pJepuR|S 0} PaUlEILIEW Seys Lones.oal jo sbesdied

‘peuodal
eq jou [IIM "L00ZAd
a1'¢ § 10; 9jgeulrRigo jou eleq SUON spiepue)s ANIqissecoe jesul Jey) selioe; jo abejusdied
vies %91 %Ty plepuess Buijeaw sejiw jeJ) welss jejo} jo ebejusoiad

SOHIAROE w:mocssco.ﬁ_uos ._oovuao ;8 seniunjioddo ov_>oE puE.Jojem pue pue) SN 0 ssecoe olignd c>9aE_ {3

‘alzs 0000002 auoN
mv:m._ |etapa pue aayeledoo)) uo seleds
vI'ZS %81 auUON aniseAul woyy pejeatosd sase Ajloud jo mmﬂcmema

spuejsseib pue EwEE S,uoHEN euj Uo Setoeds o>_mu>5 pejosjes Bupess jo sseuonloole.

o1y pueppjm
ve'Ls %8 BUON WioJ) ¥SU paonpal & ¥SIY-IY Seunio? jo ebejuesiod
sweiBoid pue suejd uoguensid iy pue uogonpes sjens.snoplezey Buy! jdwy: pue BUIdO[OAGP LIIM ¥SL JE JSOW SPUR| SAN-UOU 0SO PUR SOIUNINIOD 009'Z ISISSY £
. ‘papodal uopoipsun{
8q jou I "L00ZAL 801G 158404 Japun saly Jo uoissesddns Buunp peunouy
92} § 4o} 9|qBUIEIQO 10U Ble( BLON saunfut seByaay jje o) sjey Aousnbel uepoy
{108) xepuj 1500 payleig e pasoxe
Vi s %2 BUON TBY} SUOKOE {eljui U PBUIRILCD JOU S81Y JO Juadiad
pejonjoid eq 03 senjea pue ‘s3yeueq Alejes oyqnd pue sepByoes; Buliepy 3500 WNWURY B JR P ddns eie sodl pueipiMm ‘seanseigo PUINOSE) UM JUNISISUOY 2}
SpUB| SN WO} 8llj puefpim
a1 s %9 BUON WO S pesnpad JB SSiIunwitos %Su-je jo juadied
. - a1y pue|pjm oydosjseleo
) vi'Ls 091'285'2 000'006'C JO S 8L} BONPRJ 0} PBIEB] SBI0R JO JAqUINN

Ec ch_n__? oslydonsejes 10} 3«:32. ~m8-8u oy} oABY Jey) Spur} nmuzv Eo—a>m jseiod [euoneN S :z-u; ous o>EnE~ b v

“opon wey| o1Bejeis Juswysldwoooy joBiey
puzg JA pejenysy Aoueby

3s3 pul JA -

sainseapy o1bejedig jenuuy 2007 A4 —g xipuaddy

pajipneun—sisA|euy pue uoissnosig s, juswabeuepy -



Sv-v

e s € € Bujjey Juswissassy wigoH 3 Aisjes
SPAEPUEIS UORBNSIUIWIPY, UHESH PUR AJ9jes 10 9010 eIl 1’9

seseyoind ajdwis 89) pue SjUsILLIBSED

uopeABsUOS YBnoiy) UoISIBAUCD wol) weibold

ac's s 000'08 000'0Z4 Aoebe] 159404 aU) Aq pejosjoid 5.8 189504 BlRAUd
Ayenb jepgey pue spue| pedojeaspun
vE'9 S 8E0'€0Z 06L'LE 10 Aubelul ay) aAlasuco o} sjuawisnipe puej jo saioy
SISN 4BY)0 0} UOISIINUOV JPUY BUIONPYs AQ SPUE|SSEID PUT SIS0 IO SIPFUIG IIUOUOID PUE [BIO0S EUIWUOHALD SUY :_Ma:mu—a €9
= sdeo
vZ's s %6 %00L> 1500 joadipul pejebie; jo ebejueniod e se s1500 jJoRIIPY]
sourunouad yum 3aBpng ayesBajul pue spaep R OUBUL [RIIPOI 1PN 9
di9s %ZL %TL XBpu} UcioRISHES JeWolSN)
a[qIsse00e pue

vi'es %88 %88 JUBLING St BJep Vi YOIM JOf UOJEN ou Jo abejusdiod
: JPuuBW AJ9WUY B UL UOREULICIUTOIRISRL puE: BULIOJIUOWE EIED: SOINOSHI JUGLIND SPINCIE. |79
‘@OIAIBS 150404 ey} Ui suoRisod {eonud
w uj nﬁ:vmoao._ sdnoub b.mkmav s mmm.cwukma

Vo9 s F 344 BUON
G sieeB Aouabe

spue SN Uo sjuejd saseaur pue
a5's s 8ee'riL SO0LZL  SPeem snojxou Joy Ajfenuue pajess seioe ALold 1seubik
panoidul 10 paioisal
ve's s 06y LYT orR'Zst (s34 vou pue §31) (|BMise.)) jeliqey 4P jo Saoy
se199ds 03 Bunnquiuos Aq jusuueBuepua S9199ds j0 93819} FONPIS PUE SWIISAS00s oenbe pue [ELISHLI0) UL AJSIPAIP SR10ads [BWIUE PUE UK SAREUUOU PRISID PUE-SAREL UIEIUI I PUE, Qomwom £'s
PJEPUE)S JUBDIS
vZ'ss % BuoN -00L 01 pebeurw sauor Jusuiofe Buizesb jo ebejueniag
SpUEL SN VO SRIANOE Jo sIoedul Al enh 19Ie M AOJUON  2'
" puasy Butacidwi Ue Lo BJe SUoRouUny
vi's S %OT auoN uepedi/paysielem aisum spaysiaiem-gns Jo abejusoiey
SPaysIalEm IsIy} E ««._aa: uepedy ureutew pue spaysagiem Auoud ubiy 210531 PUE SSISSY 1'G

paypneun—sisAjeuy pue uoissnosiqg sjuawabeuepy



Management's Discussion and Analysis—Unaudited

Appendix C—FY 2007 Corrective Actions for FY 2006 Unmet Executive Priorities

The fiscal year (FY) 2008 Budget Justification reported corrective actions taken for the following
FY 2006 Executive Priorities that missed the targeted, or planned, accomplishment by a
significant margin.

Number of acres covered by partnership agreements 152, 750 , 54%
Percent of inventoried forest and grassland watersheds in G ‘ 10 =

fully functioning condition as a percent of all watersheds 0% 1% LT85
Acres of NIPF Lands Under Approved Stewardship

Management Plans 1,675,000 1,409,170 89%
Number of land management plan (LMP) monitoring and o ' aa ~ o,

evaluation reports completed : : : 90 . =4 9%
Number of LMP revisions or creations completed 20 9 45%

For FY 2007, the executive leadership of the Forest Service, using the framework of Government
Performance and Results Act, selected a set of key performance measures designed to improve
the agency’s ability to describe progress toward meeting the goals and objectives contained in
the National Strategic Plan. This required a number of measure changes from the previous year,
as the process of upgrading took piace. The new measures—the Annual Strategic Measures—
are listed in Appendix B for the FY 2007 targets and preliminary performance reporting.

The FY 2008 Budget Justification also reported corrective actions taken for the following FY 2006
Executive Priorities that exceeded the targeted accomplishment by a significant margin.

FY 2006 ~ FY 2006

- FY 2006 EXECUTIVE PRIORITY MEASURE - ACTUAL RESULT
fPerrx—;nt of communities at risk with completed and current 23% 28% 123%
ire management plans or risk assessments

_Number of acres treated for selected i mvaswe spegles, ..

_noxious weeds and invasive plantson Natronal Forest o 655,51 ;

_System and State and Private lands ' : . - .
Miles of trail maintained to standard 20,557 24,931 121%
Miles of road maintained ~ : : 65,508 73,579 112%
Pgrc;ent of energy or oil and gas applications processed 45% 71% 157%
within prescribed timeframe ; o ;
Miles of stream habitat enhanced ‘ 1,457 1655 114%
Acres of lake habitat enhanced 13,742 15,996 116%
Percent of the Nation for which forest inventory and e
analysis (FIA) information is acceSSIbIe to external 72% 84% 117%
customers ’ B
Acres of lands acquired or adjusted, mcludmg fee title and
conservation easements, to conserve the integrity of o
undeveloped lands and habitat quality on National Forest 288,369 425,737 148%
System and State and Private lands

All but one of the Executive Priorities for which the target was significantly exceeded required “no
action” because the results were attributed to leveraging the agency’s partnership support.

For the “miles of road maintained” measure, the Forest Service improved the definitions for
measures associated with roads maintained.
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Management’s Discussion and Analysis—Unaudited

Appendix D— Federal Managers’ Financial Integrity Act Action Plans

Material Weakness

Number 1: The Forest Service Needs To Continue To Improve its General Controls Environment
(Repeat Condition).

The Forest Service has implemented a joint Chief Financial Officer (CFO)/Chief Information
Officer (CIO) project team to address all deficiencies related to information technology (IT). The
following describes the corrective actions planned to resolve the four major components of the
material weakness.

1. Security Planning Controls Need Continued Improvement. Security Planning Controls are
included in Phase 1 of the SecureCAP Project, a multi-phased implementation of new IT
control systems that comply with NIST 800-53, with an estimated completion date (ECD)
of December 2007. Office of Management and Budget (OMB) Circular A-123-—required
testing will be conducted the first quarter of fiscal year (FY) 2008, with an ECD of April
2008.

2. Adherence to Change Control Process Is Lacking. Phase 1 of the SecureCAP Project
includes Change Control Procedures, which are scheduled for implementation by
December 2007. The testing required by OMB A-123 will be conducted the first quarter of
FY 2008 with an ECD of Aprit 2008.

3. Segregation of Duties Needs Improvement. Phase 1 of the SecureCAP Project includes
the scheduled implementation of Paycheck 8 to rectify the segregation of duties problems
related to Human Capital Management (HCM) personnel. Segregation of duties controls
and monitoring are scheduled for completion in December 2007, with subsequent A-123
testing conducted by April 2008.

4. Forest Service Systems are vulnerable to unauthorized access. Forest Service has
already resolved 70 percent of the vulnerabilities identified by the financial statement
audit; the remaining vuinerabilities will be corrected by December 2007. Forest Service
will institute a monitoring process to ensure the timely installation of patches and to verify
operating effectiveness through A-123 testing, with an ECD of April 2008.

Significant Deficiencies

Number 1: The Forest Service Needs To Continue To Improve Its Financial Management and
Reporting Process (Repeat Condition).

Forest Service needs to review deposit funds, clearing accounts, and undeposited collections, as
well as improve review and approval of nonroutine transactions. In FY 2007, these accounts were
reviewed and many transactions were cleared, resulting in the downgrade of this condition from
material weakness to significant deficiency. Forest Service will continue to review these accounts
to ensure transactions are properly recorded. ECD of June 2008.

Number 2: The Forest Service Needs To Refine and Monitor its Expense Accrual.

Forest Service will implement a more sophisticated statistical software package to eliminate
variances from the computations of the external auditor. In addition, the accrual process for intra-
governmental liabilities will be revised to require confirmation with other Federal entities for
material liability balances, and those specific agencies required by TFM Bulletin 2007-03. ECD of
March 2008.

Number 3: Accountability for Unliquidated Obligations (ULOs) Needs Continued Improvement
(Repeat Condition).
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Management’s Discussion and Analysis—Unaudited

Forest Service will ensure the likelihood of compliance by revising reports used by the field to a
more user-friendly format. In addition, regutar monitoring controls will be strengthened. The
Forest Service will work with the U.S. Department of Agriculture (USDA) to validate that all USDA
ULO balances are accrued properly. ECD of March 2008.

Number 4: Review of Credit Card Transactions and Controls Over the Programs Need Continued
Improvement (Repeat Condition).

To strengthen the internal controls, the internal Quality Assurance (IQA) Branch is conducting
additional Purchase Card Management System (PCMS) monitoring. Reviews will be expanded
from PCMS cards to include Fleet card evaluations as well. Reviews will be ongoing.

Number 5: The Forest Service Needs To Improve Internal Controls Over its Environmental and
Disposal Liabilities (EDL) Process.

Forest Service will analyze and evaluate the control design of the EDL process to determine
where improvements are necessary to ensure compliance. ECD of March 2008.

If the process can be evaluated for operating effectiveness, IQA will conduct an internal control
evaluation to provide management with evidence that the process is working effectively. ECD of
May 2008.

Number 6: Controls Related to Physical Inventories of Pooled Real Property Need Continued
Improvement (Repeat Condition).

Forest Service will resolve issues identified for the FY 2007 pooled inventory that remain to be
closed. ECD of December 31, 2008. Forest Service established a multi-disciplinary team to
evaluate the real property inventory process for the next inventory cycle. The team’s progress is
dependent on another effort currently underway, so the ECD of December 31, 2008 is
preliminary.

Number 7: The Forest Service Needs To Improve Its Business Process for Revenue
Transactions (Repeat Condition).

Forest Service will monitor funds held in accounts to be returned to Treasury to ensure they are
returned timely. Monitoring will be ongoing (continuous).

Number 8: Process Improvements Are Needed Over Personal Property Transactions (Repeat
Condition).

Forest Service will establish a stronger internal control environment over the development and
capitalization of internal use software. ECD of March 2008.

Number 9: The Compilation of Performance Measures Needs Continued Improvement (Repeat
Condition).

Forest Service will continue to implement the performance measurement process. Validation that
Forest Service managers and executives have been evaluated on performance accountability will
aiso be completed. ECD of March 2008.
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Appendix E— Federal Financial Management Improvement Act Remediation Plans

U.S. Standard General Ledger (SGL) Compliance at the Transaction Level
Four instances of noncompliance were identified.

Equipment Management Information System (EMiS)—used to manage working capital fund
(WCF) equipment censisting of aircraft and vehicles—does not record depreciation of equipment
at the transaction level using the SGL. Currently, EMIS records depreciation by administrative
unit on a monthly basis at the summary level in the Forest Service’'s general ledger. Modifications
to the current system would be extensive and the costs unreasonable, given the eminent data
migration to a new system; therefore, Forest Service will not be in compliance until EMIS is
migrated to another system.

Forest Service’s capitalized lease and internal use software work in process transactions are not
recorded in the general ledger at the transactional level. Instead, they are maintained in off-line
spreadsheets and recorded in the general ledger on a quarterly basis.

Forest Service does not use proper posting logic to record exchange revenue transactions. When
the agency moves revenue out of a receipt account and into an expenditure account, it realizes
the earning of the revenue instead of treating the transaction like a transfer. This improper posting
logic resulted in an understatement of revenue by approximately $113 million.

During testwork over expenditures, it was noted that for stewardship land acquisitions, the Forest
Services improperly debits 6100, Operating Expenses/FProgram Expenses, instead of debiting
6908, Stewardship Land Acquisition (Nonproduction Cost). At the end of the year, Forest Service
transfers the total stewardship land activity (for which title has transferred) from general ledger
account 6100 to 6908. This occurs because the U.S. Department of Agriculture (USDA) currently
does not have a posting model at the transactional level to accommodate this business process.
Because this process requires manual involvement, it increases the chances for human error.
During fiscal year 2007, the Forest Service transferred approximately $5.6 Million to general
ledger account 6908 which represented expense activity incurred via general ledger account
6100 in previous years. Forest Service will request a new posting model. ECD of March 2008.

A-49



U.S. Department of Agriculture
Forest Service
CONSOLIDATED BALANCE SHEETS
As of September 30, 2007 and 2006
(in millions)

2007 2006
Assets:
Intragovernmental:
Fund Balance with Treasury (Note 2) ’ $ 3,641 $ 3,877
investments 6 5
Accounts Receivable, Net (Note 3) ' 43 45
Total Intragovernmental 3,690 3,927
Cash and Other Monetary Assets 1 1
Accounts Receivable, Net (Note 3) 177 209
General Property, Plant, and Equipment (PP&E), Net (Note 4) 3,458 3,585
Other 13 19
Total Assets $ 7,339 $ 7,741
Stewardship PP&E (Note 5)
Liabilities:
Intragovernmental:
Federal Employee Benefits (Note 7) $ 66 $ 67
Other (Note 8) 132 137
Total Intragovernmental 198 204
Accounts Payable 64 55
Federal Employee Benefits (Note 7) 317 331
Environmental and Disposal Liabilities 97 53
Other (Note 8) 1,385 1,684
Total Liabilities (Note 6) 2,081 2,327
Commitments and Contingencies (Note 8)
Net Position:
Unexpended Appropriations - Other Funds 1,307 1,054
Cumulative Results of Operations - Earmarked Funds (Note 10) 1,125 1,303
Cumulative Results of Operations - Other Funds 2,846 : 3,057
Total Net Position 5,278 5,414
Total Liabilities and Net Position $ 7,339 $ 7,741

The accompanying notes are an integral part of these statements.
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U.S. Department of Agriculture’
- Forest Service
CONSOLIDATED STATEMENTS OF NET COST
For the years ended September 30, 2007 and 2006
! (in millions)

2007 2006
Program Costs (Note 11):
Total Gross Costs $ 6,315 $ 6,937
Total Earned Revenue 598 "~ 1,034
Net Cost of Operations $ 5,717 $ 5,903

The accompanying notes are an integral part of these statements.

B-2



£-4

*SIUBWIAIEIS Bsay) jo 1ed jesbaju) ue ase sajou SuAueduiodde ayyt

viv's $ ITT'Yy $ tog’x $ 8L7's $ €ST'Y $ STIT $
vS0’'T ¥S0°'1 - LOE'Y LOE'T -
(8gs) (0vs) 4 LT LT -
(85%'9) {09%'s) 4 (968'%) {968'v) -
(8) (8) - (s) (s) -

96 96 - (2) (2) -

e9'y 7e9'y - 081’ 081's -

Z6L'1 v6L'T (2) 0£0'T 0€0’T -

- - - €3] v2) -

T6L'T V6Ll () ¥50'T ¥50'T -

09e'y LSO‘E €0E'T TL6°E [:34: 34 STT'T

L LET (0£2) (82¢) (602) (611)
(c06'9) (669'S) o) (11'9) (5z5's) (ze1)

016’s 9£6’S (92) 68¢’S 91¢’s €L

v - v S - S

£0€ €0¢ - 8z¢ 87¢ -

T I - - - -

091 88T (82) 4oy S8 L9

- - _ - T - T

(91) (91) - L L -

8sb's 09t's (@) 968’y 968't -

£5E'y 028z ££5'T 662’V $S0'E Py2’T

- - - (19) @ (63)

£5E'Y $ 0282 $ €£6°T $ 09ty $ LS0°E $ €og't $

fejol spung (o1 330N) 12301 spung (o1 @30N)
pajepijosuo) 12Y30 IV spund pajepijosuo) 13430 lIV spung
s paxtewiey pasewseg
9007 Ad . £00Z A4

(suoyw ur)

900Z PuUe £00T ‘0€ 19qualdas papud sieal ay) 104

uoisod IsN

suonendoiddy papuadxaun jejo)
$924n0S Bupueuiy Ateiabpng g0
posn suoendosddy
sjusunsnipy Jsy10
INO/UI - paadajsuel] suopedoiddy
paAlaoay suoneudoiddy

:sa3anos Bupueuyy Aiejebpng

paisnlpy se ‘asuejeg Bujuuibag

(NT 330N) sajdpuild Buiunosoy ul ssbueyd
sjuaunsnipy
souejeg Bujuuibag

:suopendoaddy papuadxaupn
suoesadQ jo sjnsay aapenwing

sbueyd 19N
suoies2dQ JO 150D 19N
$224n08 Bupueuly jejo0L

B0

Bupueu)4 paindwi

JUSWISINGUUIDY INOYIM Sidjsued]
:(abueydxz-uoN) sadinos Bupueuly 1BYIO

JUBLIBSINGLISY INOYIM INOJUT - SI3SuBL]
4seD JO SaUnISLI04 pue suopeuoq
anuaady abueyoxg-uon
pasqn suoneudouddy

1sa0unos Bupueuly Aiejabpng

paisn{py se ‘souejeqg Bujuuibag

(NT @30N) ssjdidulid Buunoddy ui sebueyd
syuaunsnipy
2oueleg Buuu bag

:suoneladQ jo S3NSoy SAneMUND

NOILISOd 13N NI SIONVHD 40 SINIWILVLS AILVAITOSNOD
9DIAIDG 150404
a4n3jnouiby jo Juswiredaq *'s'n



U. S. Department of Agriculture
Forest Service
COMBINED STATEMENTS OF BUDGETARY RESOURCES
For the years ended September 30, 2007 and 2006
‘ (in millions)

2007 2006
Budgetary Resources:
Unobligated Balance, Brought Forward, October 1 $ 1,808 $ 2,429
Recoveries of Prior Year Unpaid Obligations 111 78
Budget Authority:
Appropriations ‘ 5,586 5,362
Spending Authority from Offsetting Collections:
Earned:
Collected 525 - 666
Change in Receivables from Federal Sources (44) (21)
Change in Unfilled Customer Orders:
Advance Received 5 . 19
Without Advance from Federal Sources (5) 36
Expenditure Transfers from Trust Funds - 159
Subtotal 6,067 6,221
Nonexpenditure Transfers, net 21 3
Permanently Not Available - (65)
Total Budgetary Resources (Note 14) $ 8,008 $ 8,666
Status of Budgetary Resources:
Obligations Incurred: (Note 13)
Direct $ 6,048 $ 6,382
Reimbursable 289 475
Subtotal 6,337 6,857
Unobligated Balance-Apportioned 840 1,052
Unobligated Balance Not Available 831 757
Total Status of Budgetary Resources (Note 14) $ 8,008 $ 8,666
Change in Obligated Balancé:
Obligated Balance, net
Unpaid Obligations, Brought Forward, October 1 $ 2,383 $ 1,979
Less: Uncollected Customer Payments from
Federal Sources, Brought Forward October 1 (433) (418)
Total Unpaid Obligated Balance, net 1,950 1,561
Obligations Incurred net 6,337 6,857
Less: Gross Outlays (6,366) (6,375)
Less: Recoveries of Prior Year Unpaid Obligations, actual (111) (78)
Change in Uncollected Customer Payments from Federal Sources 49 (15)
Obligated Balance, net, End of Period
Unpaid Obligations (Note 15) 2,243 i 2,383
Less: Uncollected Customer Payments from Federal Sources (384) (433)
Total, Unpaid Obligated Balance, net, End of Period $ 1,859 $ 1,950
Net Outlays:
Net Outlays: .
Gross Outlays $ 6,366 $ 6,375
Less: Offsetting Collections (531) (844)
Less: Distributed Offsetting Receipts (500) (457)
Net Outlays $ 5,335 $ 5,074

The accompanying notes are an integral part of these statements.
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NOTE 1: SIGNIFICANT ACCOUNTING POLICIES

A: REPORTING ENTITY

The U.S. Department of Agriculture (USDA) Forest Service (Forest Service) was established on February 1,
1905, as an agency of the United States Federal Government within the Department of Agriculture, for the
purpose of maintaining and managing the Nation's forest reserves. It operates under the guidance of the Under
Secretary for Natural Resources and Environment. Forest Service policy is implemented through nine regiondl
National Forest System (NFS) offices, one State and Private Forestry (S&PF) area office, five research (R&D)
offices, the Forest Products Laboratory (FPL) and the International Institute of Tropical Forestry (lITF),
functioning in nearly all States, Puerto Rico, and the Virgin Islands.

The Forest Service's mission includes the following four major segments:

National Forests and Grasslands - Protection and management of an estimated 193 million acres (unaudited)
of NFS land that includes 34.8 million acres (unaudited) of designated wilderness areas. in addition, the Forest
Service partners with other nations and organizations to foster global natural resource conservation and
sustainable development of the world’s forest resources;

Forest and Rangeland Research - Research and development of forest and rangeland management practices
to provide scientific and technical knowledge for enhancing and protecting the economic productivity and
environmental quality of the 1.6 billion acres (unaudited) of forests and associated rangelands in the United

States; :

State and Private Forestry — Cooperation with and assistance to State and local governments, Tribal
governments, forest industries, and private landowners to help protect and manage non-Federal forests and
associated rangeland and watershed areas; and

Wildland Fire Management — Protection of life, property, and natural resources on NFS lands, extending to an
estimated additional 20 million acres (unaudited) of adjacent State and private lands.

The accompanying consoclidated and combined financial statements of the Forest Service account for ali funds
under the Forest Service's control. Substantially ali assets are considered “entity assets” and are available for
use in the Forest Service’s operations.

B: BASIS OF PRESENTATION AND ACCOUNTING

The Consolidated Balance Sheets (BS), Statements of Net Cost (SNC), Statements of Changes in Net Position
(SCNP), and the Combined Statements of Budgetary Resources (SBR) (hereinafter referred to as the *“financial
statements”) were prepared to report the financial position, net costs, changes in net position, and budgetary
resources of the Forest Service. The financial statements have been prepared from the books and records of the
Forest Service in accordance with accounting principles generally accepted in the United States of America and
in accordance with the Office of Management and Budget (OMB) Circular A-138, Financial Reporting
Requirements, revised June 29, 2007. All material intra-agency transactions and balances have been eliminated
for presentation on a consolidated basis. However, the SBR is presented on a combined basis in accordance
with OMB Circular A-136.

In the year ended September 30, 2007, OMB changed the required reconciliation of net cost to budgetary
resources from the separately presented Statement of Financing (SOF) to a note disclosure and required that the
previously presented SOF be appropriately reclassified. See Note 17 for the new presentation.

These financial statements present proprietary and budgetary information. The accounting structure of Federal
agencies is designed to reflect both accrual and budgetary accounting transactions. Under the accrual method of
accounting, revenues are recognized when earned, and expenses are recognized when incurred, without regard
to receipt or payment of cash. The budgetary accounting principles, on the other hand, are designed to recognize
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U. S. Department of Agriculture
Forest Service
Notes to the Consolidated and Combined Financial Statements
For the years ended September 30, 2007 and 2006

the obligation of funds according to legal requirements, which in many cases is prior to the occurrence of an
accrual-based transaction. The recognition of budgetary accounting transactions is essential for compliance with
legal constraints and controls over the use of Federal funds.

The Forest Service recognizes budgetary resources as assets when cash (funds held by Treasury) is made
available through the U.S. Department of the Treasury (Treasury) General Fund warrants and other transfers. In
addition to appropriated funds, the Forest Service is authorized by law to retain specific earned revenues
primarily from sales of forest products and services and to spend these monies on resource management
activities identified in the governing legislation. Some examples of the Forest Service’s earned revenues are
monies collected from timber sales or recfeation fees.

C: FUND BALANCE WITH THE U.S. TREASURY

The Treasury processes cash receipts and disbursements on behalf of the Forest Service. Funds on deposit with
the Treasury are primarily appropriated, trust and other fund types such as special funds that are available to pay
current liabilities and finance authorized purchase commitments.

D: OTHER ASSETS

Payments made by the Forest Service in advance of the receipt of goods and services are recorded as advances
at the time of payment and recognized as expenditures/expenses when the related goods and services are
received.

E: GENERAL PROPERTY, PLANT, AND EQUIPMENT

General property, plant, and equipment (PP&E) includes real and personal property used in normal business
operations. Real and personal property is recorded at cost or estimated fair value and must have an estimated
useful life of 2 years or more. The Forest Service capitalization threshold for real and personal property is $25
thousand or more. Internal use software is capitalized in accordance with Statement of Federal Financial
Accounting Standard (SFFAS) No. 10, Accounting for Internal Use Software, if the fair value meets or exceeds
$100 thousand. The Forest Service recognizes liabilities for capital leases in accordance with SFFAS No. 6
Accounting for Property, Plant and Equipment. Under SFFAS No. 6 the cost of general PP&E acquired under a
capital lease is equal to the amount recognized as a liability for the capital lease at its inception (net present value
of the lease payments) unless the net present value exceeds the fair value of the asset. There are no restrictions
on the use or convertibility of general PP&E.

See Note 5 for specific disclosure requirements related to multi-use Heritage Assets.

F: LIABILITIES

Liabilities represent the amount of monies or other resources that are likely to be paid by the Forest Service as a
result of a transaction or event that has occurred. However, the Forest Service cannot satisfy a liability without an
appropriation. Liabilities for which there is no appropriation and for which there is no certainty that an
appropriation will be enacted, are classified as unfunded liabilities. The U.S. Government, acting in its sovereign
capacity, can abrogate liabilities.

G: ENVIRONMENTAL AND DISPOSAL LIABILITIES

The Forest Service's estimated government-related environmental liabilities are principally associated with the
future remediation of certain landfills, buildings, and other related sites in accordance with all applicable Federal,
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U. S. Department of Agriculture
Forest Service
Notes to the Consolidated and Combined Financial Statements
For the years ended September 30, 2007 and 2006

State and local laws. Such estimates do not consider the effect of future inflation, new technology, laws or
regulations. ' .

H: COMMITMENTS AND CONTINGENCIES

The Forest Service is a party in various administrative proceedings, legal actions, environmental lawsuits, and
claims. In the opinion of the Forest Service management and its legal counsel, the ultimate resolution of most of
these proceedings is currently indeterminable. Where determinable, the full value of probable amounts related to
unsettled litigation and other claims against the Forest Service is recognized as a liability and expense. Expected
amounts related to litigation and other claims include amounts to be paid by Treasury on behalf of the Forest
Service from a permanent appropriation for judgments and from other appropriations.

I:  WORKERS’ COMPENSATION LIABILITY

The Federal Employees’ Compensation Act (FECA) provides income and medical cost protection to Federal
civilian employees injured on the job, employees who have incurred a work related occupational disease and
beneficiaries of employees whose death is attributable to a job-related injury or occupational disease. Benefit
claims incurred for the Forest Service’s employees under FECA are administered by the U.S. Department of
Labor (DOL). The USDA uses Forest Service funds to reimburse the DOL for FECA claims. Consequently, the
Forest Service recognizes a liability for this compensation comprised of: (1) an accrued liability that represents
money owed for claims paid by the DOL through the current fiscal year and (2) an actuarial liability that
represents the expected liability for Forest Service approved compensation cases to be paid beyond the current
fiscal year.

J: EMPLOYEE ANNUAL, SICK, AND OTHER LEAVE

Annual and other vested leave such as compensatory, credit hours, and restored leave is accrued as it is earned,
and the accrual is reduced as leave is taken. Each quarter, the balance in the accrued annual leave account is
adjusted to reflect the latest pay rates and unused hours of leave. Sick leave is generally nonvested. Funding
will be obtained from future financing sources to the extent that current or prior year appropriations are not
available to fund annual and other types of vested leave earned but not taken. Sick leave and other types of
nonvested leave are expensed when used.

K: PENSION AND OTHER RETIREMENT BENEFITS

Forest Service employees participate in either the Civil Service Retirement System (CSRS) or the Federal
Employees Retirement System (FERS). The employees who participate in CSRS are beneficiaries of the Forest
Service’s matching contribution, equal to 7.0 percent of pay, distributed to their annuity account in the Civil
Service Retirement and Disability Fund.

FERS went into effect on January 1, 1987, pursuant to Public Law 99-335. FERS and Social Security
automatically cover most employees hired after December 31, 1983. Employees hired prior to January 1, 1984
could elect to join FERS and Social Security, or to remain in CSRS. FERS offers a savings plan to which the
Forest Service automatically contributes one percent of pay and matches any employee contribution up to an
additional four percent of pay. For FERS participants, the Forest Service also contributes the employer's
matching share for Social Security.

The Forest Service recognizes the imputed cost of pension and other health and life insurance retirement benefits
during the employees’ active years of service. Office of Personnel Management (OPM) actuaries determine
pension cost factors by calculating the value of pension benefits expected to be paid in the future and
communicate these factors and information regarding the full cost of health and life insurance benefits to the
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Notes to the Consolidated and Combined Financial Statements
For the years ended September 30, 2007 and 2006

Forest Service for current period expense reporting.
L: REVENUES AND OTHER FINANCING SOURCES

The Forest Service is funded principally through Congressiona! appropriations and other authorizations in the
Budget of the United States. The Forest Service receives annual, multi-year and no-year appropriations that are
used, within statutory limits, for operating and capital expenditures. Other funding sources are derived through
reimbursements for services performed for other Federal and non-Federal entities, sale of goods to the public,
gifts from donors, cost-share contributions and interest on invested amounts.

Appropriations are used at the time the related program or administrative expenses are incurred or when the
appropriations are expended for capital property and equipment. Other revenues are recognized as earned when
goods have been delivered or services rendered.

In accordance with Federal government accounting guidance, the Forest Service classifies revenue as either
“exchange revenue” or “non-exchange revenue.” Exchange revenue arises from transactions that occur when
each party to the transaction sacrifices value and receives value in return. An example of exchange revenue is
the income from the sale of forest products. In some cases, the Forest Service is required to remit exchange
revenue receipts to the Treasury. In other instances the Forest Service is authorized to use all, or a portion, of its
exchange revenues for specific purposes. Non-exchange revenue is revenue the Federal government is able to
demand or receive because of its sovereign powers. Penalties and cash donations received from private citizens
and organizations are examples of non-exchange revenue.

The Forest Service reports the full cost of products and services generated from the consumption of resources.
Full cost is the total amount of resources used to produce a product or provide a service unless otherwise noted.
In accordance with SFFAS No.7, Accounting for Revenue and Other Financing Sources, the Forest Service's
pricing policies are set to recover full cost except where mandated by law or for the public good, such as in the
case of grazing fees. Also, costs and exchange revenue are disclosed in Note 11 as intragovernmental or with
the public based on the related source or customer, respectively.

M: IMPUTED FINANCING

The Forest Service recognizes as imputed financing the amount of accrued pension and post-retirement benefit
expenses for current employees. The assets and liabilities associated with such benefits are the responsibility of
the administering agency, the OPM. Amounts paid from the Treasury Judgment Fund in settlement of claims or
court assessments against the Forest Service are also recognized as imputed financing. Imputed financing for
the years ended September 30, 2007 and 2006 was $328 million and $303 million, respectively.

N: PARENT/CHILD REPORTING REQUIREMENTS

The Forest Service is a party to allocation transfers with other federal agencies as both a transferring (parent)
entity and/or a receiving (child) entity. Allocation transfers are legal delegations by one department of its authority
to obligate budget authority and outlay funds to another department. A separate fund account (allocation
account) is created in the U.S. Treasury as a subset of the parent fund account for tracking and reporting
purposes. All allocation transfers of balances are credited to this account, and subsequent obligations and
outlays incurred by the child entity are charged to this allocation account as they execute the delegated activity on
behalf of the parent entity. Effective October 1, 2006, in accordance with OMB Circular A-136, all financial activity
related to these allocation transfers (e.g., budget authority, obligations, outlays) is reported in the financial
statements of the parent entity, from which the underlying legislative authority, appropriations and budget
apportionments are derived. The Forest Service allocates funds, as the parent, to the Department of
Transportation, Department of Interior, Department of the Army, Department of the Navy, Department of the Air
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Force, and the Corps of Engineers, Civil. The Forest Service receives allocation transfers, as the child, from the
Department of Labor, Department of Transportation, and Department of Interior. .

Previous to October 1, 2008, only the budgetary activity related to allocation transfers was required to be reported
in the parent entity’s financial statements. As a result of the accounting charige, the beginning balances of
cumulative results of operations and unexpended appropriations as of October 1, 2006 were reduced on a net
basis by $61 million and $24 million, respectively, in the FY 2007 Statement of Changes in Net Position.

O: USE OF ESTIMATES

Management has made certain estimates and assumptions when reporting assets, liabilities, revenue, and
expenses. Actual results could differ from these estimates. Significant estimates underlying the accompanying
financial statements include the majority of accrued liabilities, environmental and disposal liabilities, and federal
employee benefits liabilities.

P: EARMARKED FUNDS

The Forest Service reports the earmarked funds for which it has program management responsibility, using the
following three criteria:

= A statute committing the Federal government to use specifically identified revenues and other financing
sources only for designated activities, benefits, or purposes;

» Explicit authority for the earmarked fund to retain revenues and other financing sources not used in the
current period for future use to finance the designated activities, benefits, or purposes; and

= A requirement to account for and report on the receipt, use, and retention of the revenues and other
financing sources that distinguishes the earmarked fund from the Federal government’s general revenues.
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NOTE 2: FUND BALANCE WITH TREASURY

Funds with the Treasury are primarily appropriated (general and special funds), revolving {working capital fund),
and trust funds that are available to pay current liabilities and finance authorized purchase commitments. The
category of other fund types includes deposit and clearing accounts. It is the Forest Service's policy to ensure the
Fund Balance with Treasury reported on the Balance Sheets is consistent with the records of the Treasury.

Fund Balance with Treasury as of September 30, 2007 and 2006 consisted of the following:

t

(in millions)
A. Fund Balances: ' 2007 2006
(1) Trust Funds $354 $451
(2) Special Funds $767 $988
(3) Revolving Funds 136 123
(4) General Funds 2,306 2,277
(5) Other Fund Types 79 38
Total $3,641 $3,.877
B. Status of Funds:
(1) Unobligated Balance
(a) Available $840 $1,052
(b) Unavailable 831 757
(2) Obligated Balance not yet Disbursed 1,859 1,950
(3) Other Balances 111 118
Total $3,641 $3,877
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NOTE 3: ACCOUNTS RECEIVABLE, NET

[

Intragovernmental accounts receivable represent amounts due under reimbursable and cooperative agreements
with Federal entities for services provided by the Forest Service. An allowance for receivables deemed
uncollectible is not established for these amounts because monies due from other Federal entities are considered
fully collectible. As of September 30, 2007 and 2006, the intragovernmental accounts receivable balances were
$43 million and-$45 million, respectively.

Non-intragovernmental accounts receivable are comprised primarily of timber harvest and reimbursements and
refunds owed to the Forest Service for fire prevention and suppression activities. An allowance for receivables
deemed uncollectibie is established against outstanding non-Federal accounts receivable, based on historical
experience.

Non-intragovernmental accounts receivable as of September 30, 2007 and 2006 consisted of the following:

(in millions)
2007 2006
Accounts Receivable $187 $227
Allowance for Doubtful Accounts (10) (18)
Accounts Receivable, Net $177 $209
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NOTE 4: GENERAL PROPERTY, PLANT, AND EQUIPMENT, NET

Depreciation of General PP&E for the Forest Service is recorded on the straight-line method based on the
estimated useful lives listed below. Capitalization thresholds are provided in Note 1, Section E.

As of September 30, 2007 and 2006, the Forest Service's General PP&E consisted of the following:

September 30, 2007

(in millions)

Estimated

Useful Life Accumulated Book
Property Class (Years) Cost Depreciation Value
Personal Property
Equipment 5-20 $739 ($550) $189
internal Use Software 5 130 (121) 9
Internal Use Software in
Development n/a 7 - 7
Total Personal Property 876 (671) 205
Real Property
Land and Land Rights n/a 52 - 52
improvements to Land 10 - 50 5,021 2,817) 2,204
Construction in Progress n/a 184 - 184
Buildings, Improvements and
Renovations 30 874 (529) 345
Other Structures and Facilities 15 - 50 1,589 (1,165) 424
Assets Under Capital Lease 5-30 70 (34) 36
Leasehold Improvements 10 11 3) 8
Total Real Property 7,801 {4,548) 3,253
Total $8,677 ($5,219) $3,458
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September 30, 2006

(in millions)

Estimated

Useful Life Accumulated Book
Property Class {Years) Cost Depreciation Value
Personal Property
Equipment 5.20 $752 ($563) $189
Internal Use Software 5 134 (113) 21
Internal Use Software in
Development n/a 7 - 7
Total Personal Property 893 (676) 217
Real Property
Land and Land Rights n/a 51 - 51
Improvements to Land 10 - 50 4,979 (2,705) 2,274
Construction in Progress n/a 311 B 311
Buildings, Improvements and
Renovations 30 803 (503) 300
Other Structures and Facilities 15-50 1,510 (1,115) 395
Assets Under Capital Lease 5-30 44 (16) 28
Leasehold Improvements 10 11 2) 9
Total Real Property 7,709 (4,341) 3,368
Total $8,602 ($5,017) $3,585
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NOTE 5: STEWARDSHIP PP&E

This note provides informatién on certain resources entrusted to the Forest Service and certain stewardship
responsibilities assumed by the Forest Service. These resources and responsibilities are required to be
referenced in the Forest Service’s Balance Sheets and described below in accordance with SFFAS No. 29,
Heritage Assets and Stewardship Land.

Stewardship Property, Plant, and Equipment (Stewardship PP&E)

Stewardship PP&E are assets, the physical properties of which resemble those of the General PP&E that is
traditionally capitalized in the financial statements. Due to the nature of these assets, however, valuation would
be difficult and matching costs with specific periods would not be meaningful. Stewardship PP&E includes
heritage assets and stewardship land.

The mission of the Forest Service is to sustain the health, diversity, and productivity of the Nation’s forests and
grasslands to meet the needs of present and future generations. The Forest Service also strives to achieve
quality land management under the sustainable multiple-use management concept to meet the diverse needs of
people.

Heritage Assets

Heritage assets are unique for their historical or natural significance, for their cultural, educational, or artistic
importance, or for their significant architectural characteristics. The Forest Service generally expects that these
assets will be preserved indefinitely.

The Forest Service’s non-collection heritage assets are comprised primarily of historic and prehistoric sites
located on national forest wilderness areas, primitive areas, national monument areas, and scenic river areas.
Some heritage assets are listed on the National Register of Historic Places, and some are designated as National
Historic Landmarks. Assets held at museums and universities are managed by those entities. Heritage assets
that are not used for administrative or public purposes receive no annual maintenance.

The Forest Service uses the Condition Assessment Survey (CAS) method to describe the condition of its heritage
assets. The CAS method is based on a 5-point scale for condition, where 1 represents excellent; 2 is good; 3 is
fair; 4 is poor; and 5 is very poor. Assets with a condition assessment level between 1 and 3 are defined as being
suitable for public display. The majority of Forest Service’s heritage assets are in poor to fair condition.

Stewardship Land

Stewardship land consists primarily of the national forests and grasslands owned by the Forest Service.
Stewardship land is valued for its environmental resources, recreational and scenic value, cultural and
paleontological resources, vast open spaces, and resource commodities and revenue provided to the Federal
government, States, and counties.
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NOTE 6: LIABILITIES NOT COVERED BY BUDGETARY RESOURCES

Liabilities not covered by budgetary resources as of September 30, 2007 and 2006 consisted of the following:

(in millions)
2007 2006

Intragovernmental:
- Treasury Judgment Fund $15 $14
Federal Employee Benefits (Note 7) 66 67
Total Intragovernmental ‘ 81 81
Federal Employee Benefits (Note 7) 317 331
Annual Leave Liability 193 194
Contingent Liabilities 11 5
Accrued Liability for Payments to States 394 398
Environmental and Dispeosal Liabilities 97 53
Total Liabilities Not Covered by Budgetary Resources 1,093 1,062
Total Liabilities Covered by Budgetary Resources 968 1,265
Total Liabilities $2,061 $2,327
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NOTE 7: FEDERAL EMPLOYEE BENEFITS

Liabilities under the Federal Employees’ Compensation Act (FECA) are incurred as a result of accrued workers'
compensation benefits not yet paid by the Forest Service.

Workers' compensation benefits include the current and expected future liability for death, disability, medical, and
other approved costs. The U.S. Department of Labor (DOL) actuarially determines the expected future liability for
the U.S. Department of Agriculture as a whole, including the Forest Service. The Forest Service is billed annually
as its claims are paid by the DOL. Payments to the DOL are deferred for two years so that the bills may be
funded through the budget. Payments to the DOL are also recognized as an expense when billed and recorded in
the Statements of Net Cost. The amounts of unpaid FECA billings constitute the accrued FECA payable.

The total components of accrued FECA payable as of September 30, 2007 and 2006 consisted of the following:

(in millions)
2007 2006
Intragovernmental Federal Employee
Benefits (Note 6) $66 $67
Federal Employee Benefits (Note 6) 317 331
Total 3383 $398
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NOTE 8: OTHER LIABILITIES

(in millions)
2007 2006
Non-Current  Current Total Non-Current Current " Total
Intragovernmental
Empioyer Contributions & Payroll Tax . $ - % 14 14 $ - 8 14 8 14
Accrued Liabilities 15 43 58 14 105 119
Advances from Others . 24 24 - 24 24
Deposit Liabilities - 27 27 - (34) (34)
Custodial Liabilities - 9 9 - 14 14
Total Intragovernmental $ 15 8 117 $ 132 $ 14 $ 123§ 137
Other
Accrued Liabilities 3 - 8 654 § 654 $ - $ 916 $ 916
Advances from Others - 49 49 - 44 44
Deposit Liabilities - 46 46 - 73 73
Purchaser Road Credits - 2 2 - 2 2
Accrued Liability for Payments to States - 394 394 - 398 398
Annual Leave Liability - 193 193 - 194 194
Contingent Liabilities 11 - 11 5 - 5
Custodial Liabilities - - - - 24 24
Capital Leases (Note 9) 32 4 36 26 2 28
Total Other $ 43 § 1342 $ 1,385 § 31 $ 1653 § 1,684
Total Other and Intragovernmental Liabilities $ 58 $ 1459 $ 1,517 $ 45 % 1,776 $ 1,821

As of September 30, 2007 and 2006, the Forest Service’s major components of other liabilities are as follows:

Accrued Liabilities: Accrued liabilities consist primarily of accruals for payroll and for receipt of goods and
services.

Accrued Liability for Payments to States: The Twenty-Five Percent Fund (Act of May 23, 1908, as amended)
(16 U.S.C. 500), authorized the Payments to States. This program requires revenue generated by the sale of
goods and services on the national forests to be shared with the States for public schools and public roads in the
county or counties in which the national forests are located. In addition the Secure Rural School and Community
Self Determination Act of 2000, (PL 106-393) as amended by PL 110-28 also provides for roads and schools,
Forest Service projects and emergency services.

Contingent Liabilities and Commitments: As of September 30, 2007, the Forest Service had several legal
actions pending. Based on information provided by legal counsel, management believes some adverse decisions
are probable and approximately $11 million related to such actions has been accrued. The Forest Service has a
potential liability for approximately $61 million, related to claims where the amount or probability of judgment is
uncertain. There are no estimated obligations related to cancelled appropriations for which there is a contractual
commitment for payment. In addition, there are no contractual arrangements which may require future financial

obligations.
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NOTE 9: LEASE LIABILITIES

The Forest Service enters into leasing agreements through the General Service Administration (GSA) and .
through leasing authority delegated by GSA for general facilities (buildings and office space), equipment, and
land. Leases may include renewal options for periods of one or more years. Most leases are subject to
cancellation upon certain funding conditions. The Forest Service's assets urider capital leases as of September
30, 2007 and 2006 and future capital and operating lease agreement payments as of September 30, 2007,
consisted of the following:

(in millions)
Capital Leases: 2007 2006
Summary of Assets Under Capital Leases
Land, Buildings, Machinery, &
Equipment 370 $44
Accurrulated Amrortization (34) (16)
Total $36 $28
Future Payrrents Due:
Land & Buildings,
Machinery & Equiprrent
Fiscal Year
Year 1 (2008) $11
Year 2 (2009) 10
Year 3 (2010) 10
Year 4 (2011) 10
' Year 5 (2012) 10
After 5 Years 65
Total Future Lease Payments $116
Less: Inputed Interest 55
Less: Executory Costs 25
Subtotal 36
Lease Liabilities covered by Budgetary Resources $36
Lease Liabilities not covered by Budgetary Resources -
Operating Leases: (in millions)
Future Payments Due:
Land & Buildings,
Fiscal Year Machinery & Equiprent
Year 1 (2008) $38
Year 2 (2009) 36
Year 3(2010) 35
Year 4 (2011) 33
Year 5 (2012) 30
After 5 Years 261
Total Future Lease Payments $433
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NOTE 10: EARMARKED FUNDS

In accordance with SFFAS 27, Identifying and Reporting Earmarked Funds, the Forest Service administers
certain earmarked funds, which are specifically identified revenues, often supplemented by other financing
sources that remain available over time. These funds predominately finance the enhancement and maintenance
of National Forest System (NFS) lands, including reforestation. Donations are handied on a cash basis and all
other collections are accounted for on an accrual basis. The following is a list of earmarked funds and their base
treasury symbols for which the Forest Service has program management responsibility. Those with an asterisk
are authorized by specific legislative acts as permanent indefinite appropriations.

Treasury Account Symbols and Titles

5004 Land Acquisition

5008 National Forest Fund Receipts

5010 Recreation Fees for Collection Costs

5072 Fees, Operation and Maintenance of Recreation Facilities
5201 Payments to States, National Forest Fund

*5202 Timber Roads Purchaser Election

*5203 Roads and Trails for States, National Forest Funds

*5204 Timber Salvage Sales

*6206 Expenses, Brush Disposal

5207 Range Betterment Fund

5208 Acquisition of Lands for National Forests, Special Acts

5212 Construction of Facilities or Land Acquisition

*5213 Payments to Minnesota (Cook, Lake and St. Louis Counties), National Forest Funds
*5214 Licensee Program

*5215 Restoration of Forest Lands and improvements

5216 Acquisition of Lands to Complete Land Exchanges (Funds EXSL and EXSC)
5217 Tongass Timber Supply Fund

*5219 Operation and Maintenance of Quarters

*5220 Resource Management Timber Receipts

*5223 Quinault Special Management Area

*5224 Strawberry Valley Land Transfer

*5225 Pacific Yew, Forest Service

*5264 Timber Sales Pipeline Restoration Fund

*5268 Recreation Fee Demonstration Program

*5277 MNP Rental Fee Account

*5278 Midewin National Tallgrass Prairie Restoration Fund

*5360 Land Between the Lakes Management Fund

*5361 Administration of Rights-of-Way and Other Land Uses Fund
*6363 Valles Caldera Fund

5367 State, Private and International Forestry Land and Water Conservation Fund
*5462 Hardwood Technology Transfer and Applied Research Fund
*5540 Stewardship Contracting Product Sales, Funds Retained
5573 Permit Processing Fund

*5896 Payments to Counties, National Grasslands

*8028 Cooperative Work, Forest Service

8029 Mount Saint Helens Highway
*8034 Gifts, Donations, and Bequests for Forest and Rangeland Research
*8039 Land Between the Lakes Trust Fund

8046 Reforestation Trust Fund
*8203 Gifts and Bequests, Department of Agriculture
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Financial information for the significant earmarked funds, identified by total asset value, is shown below:

Earmarked Funds
As of and for the year ended September 30, 2007
(in millions)

Recreation  Payments to Land and

Fee | States, Water
Cooperative Demonstration National Conservation Other
Work Program Forest Fund Fund Funds Tota!
ASSETS
Fund Balance with Treasury $ 338 $ 150 $ 148 3 101 $ 387 $ 1,122
Investments - - - - [ 6
Accounts Receivable, Net 4 1 - - 38 43
Advances To Others - - 1 2 - 3
General Property, Plant & Equipment, Net 20 3 4 - 89 116
TOTAL ASSETS $ 362 § 154 § 151 § 103 8 520 § 1,280
LIABILITIES
Accounts Payable $ 3 8 1 8 2 3 - 8 3 3 g
Other Liabilities 55 2 73 3 23 156
TOTAL LIABILITIES 58 3 75 3 26 165
Total Net Position 304 151 76 100 494 1,125
TOTAL LIABILITIES AND NET POSITION & 362 8 154 § 151 § 103 $ 520 $ 1,290
CHANGE IN NET POSITION
Beginning Balances, as adjusted $ 377 $ 135 $ 128  § 84 3 520 $§ 1,244
Budgetary Financing Sources:
Donations and Forfeitures of Cash - - - - 1 1
Transfers -infout without Reimbursement - 13 - 57 3) 67
Other - - - - 5 5
Total Financing Sources - 13 - 57 3 73
Revenue 97 60 @1 - 192 328
Expenses (170) (57) (31) (41) (221) (520)
Net Cost of Operations (73) 3 (52) (41) {29) (192)
ENDING BALANCES $ 304 $ 151 $ 76 $ 100 $ 494 § 1,128
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Earmarked Funds
As of and for the year ended September 30, 2006

(in millions)

Payments to

States, Recreation Fee
Cooperaﬁive National Demonstration Other
Work Forest Fund Program Funds Total

ASSETS
Fund Balance with Treasury $ 412 § 324 $ 133 $ 571 § 1,440
Investments - - - 5 5
Accounts Receivable, Net 4 - 2 34 40
Advances To Others - - - 3 3
General Property, Plant & Equipment, Net 18 4 4 89 115
TOTAL ASSETS $ 434 § 328 $ 139 $ 702 $ 1,603
LIABILITIES
Accounts Payable $ 1 8 1 8 1 8 1 9 4
Other Liabilities ’ 56 200 3 37 296
TOTAL LIABILITIES 57 201 4 38 300
Total Net Position 377 127 135 664 1,303
TOTAL LIABILITIES AND NET POSITION 3 434 3% 328 $ 139 $ 702 $ 1603
CHANGE IN NET POSITION
Beginning Balances $ 594 $ 101§ 131 § 705 § 1,531
Budgetary Financing Sources:

Donations and Forfeitures of Cash - - - - -

Transfers -infout without Reimbursement (1569) - - 131 (28)

Other - - - 4 4
Total Financing Sources (159) - - 135 (24)
Revenue 115 271 54 179 618
Expenses (173) (245) (50) (355) (823)
Net Cost of Operations (58) 26 4 {17€) (204)
ENDING BALANCES 3 377 8 127 $ 135 § 664 $ 1,303

Descriptions of the significant earmarked funds are as follows:

Cooperative Work

Cooperative contributions are deposited into Treasury account 12X8028 for disbursement in compliance with the
terms and provisions of the agreement between the cooperator and the Forest Service. Cooperators include
timber purchasers, not-for-profit organizations, and local hunting and fishing clubs. The governing authorities are
the Act of June 30, 1914 (16 U.S.C. 498), and the Knutson-Vandenberg Act.
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Recreation Fee Demonstration Program

The Recreation Fee Demonstration Program Treasury account 12X5268 receives deposits of recreation fees
collected from projects that are part of the Recreation Fee Demonstration program. These monies are retained
and used for backlog repair and maintenance of recreation areas, sites or projects. These funds are also used for
interpretation, signage, habitat or facility enhancement, resource preservation, annual operation, maintenance,
and law enforcement related to public use of recreation areas and sites. The Recreation Fee Demonstration
Program is authorized by 16 U.S.C. 4601-6a.

Payments to States, National Forest Fund

The Payments to States, National Forest Fund Treasury account 12X5201 receives amounts from receipt
account 125008, the National Forest Fund. These monies are generated by the sale of goods and services on the
national forests. Annually, revenue-sharing payments are made to the States in which the national forests are
located, for public schools and public roads in the county or counties in which the national forests are situated.
The Act of May 23, 1908, as amended, (16 U.S.C. 500) authorized the Payments to States, National Forest Fund

program.

State, Private, and International Forestry, Land and Water Conservation Fund

The FY 2004 Department of Interior and Related Agencies Appropriation Act (Public Law 108-108) authorizes the
Forest Service to receive a transfer of receipts from Department of Interior’s (DOI) Land and Water Conservation
Fund to finance the existing Forest Legacy Program, which was previously funded by State and Private Forestry

general appropriation, 12X1105.

To accommodate the new financing arrangement and at OMB's request, the Department of Treasury established
a new special fund, 12X5367, “State, Private and International Forestry Land and Water Conservation Fund”.
The program expenditures include grants and an occasional land purchase but no real property will be procured
or constructed.

'
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NOTE 11: SUBORGANIZATION PROGRAM COSTS/PROGRAM COSTS BY SEGMENT

The Forest Service reflects costs through four primary responsibility segments: National Forests and Grasslands,
Forest and Rangeland Research, State and Private Forestry, and Wildland Fire Management. The following
tables illustrate program costs by segment for the year ended September 30, 2007 and 2006.

Program Costs by Segment
For the year ended September 30, 2007

(in miliions)

National Forest and State and
Forests and Rangeland Private Wildland Fire
Grasslands Research Forestry Management  Total

Intragovernmental Gross Costs:

Benefit Program Costs $ 361 $ 1 8% 1 3 9 3 372
Imputed Costs 328 - - - 328
Reimbursable Costs 186 18 18 277 499
Total Intragovernmental Gross Costs 875 19 19 286 1,199
Less: Intragovernmental Earned Revenue 69 37 17 12 135
Intragovernmental Net Costs 806 (18) 2 274 1,064
Gross Costs With the Public:
Grants and Indemnities 444 8 229 19 700
Stewardship L.and Acquisition (Note 12) 73 - - - 73
Other:
Operating Costs 1,595 247 114 1,924 3,880
Depreciation Expense 223 2 - 21 246
Reimbursable Costs 67 26 16 108 217
Total Other 1,885 275 130 2,053 4,343
Total Gross Costs with the Public 2,402 283 359 2,072 5,116
Less: Earned Revenues from the Public 362 3 - 98 463
Net Costs with the Public 2,040 280 359 1,974 4,65:_3_
Net Cost of Operations $ 2846 $ 262 § 361 9 2,248 $ 5717

B-23



U. S. Department of Agriculture
’ Forest Service
Notes to the Consolidated and Combined Financial Statements
For the years ended September 30, 2007 and 2006

Program Costs by Segment
For the year ended September 30, 2006

(in millions)

National Forest and  State and

Forests and Rangeland Private  Wildland Fire
Grasslands Research Forestry Management Total
Intragovernmental Gross Costs: :
Benefit Program Costs $ 366 3 19 - % 10 $ 377
imputed Costs 303 - - - 303
Reimbursable Costs 189 21 51 165 426
Total Intragovernmental Gross Costs 858 22 51 175 1,106
Less: Intragovernmental Earned Revenue 210 31 15 130 386
Intragovernmental Net Costs 648 (9) 36 45 720
Gross Costs With the Public:
Grants and Indemnities 409 1 255 20 685
Stewardship Land Acquisition (Note 12) 69 - - - 69
Other:
Operating Costs 1,868 299 93 2,302 4,562
Depreciation Expense 227 2 - 26 255
Reimbursable Costs 90 33 17 120 260
Total Other 2,185 334 110 2,448 5,077
Total Gross Costs with the Public 2,663 335 365 2,468 5,831
Less: Earned Revenues from the Public 503 3 6 136 648
Net Costs with the Public 2,160 332 359 2,332 5,183
Net Cost of Operations $ 2808 § 323 % 395 % 2,377 $ 5,903
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NOTE 12: COST OF STEWARDSHIP PP&E
Stewardship assets acquired through purchase in FYs 2007 and 2006 amounted to $73 and $69 million,

respectively, and consisted of land, easements, and rights-of-way. Stewardship land is land and land rights
owned by the Federal government and is excluded from General PP&E. Examples of stewardship land include

land used for forests, grazing, and wildlife.

Costs for stewardship land include all costs to acquire and prepare the land for its intended use.
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NOTE 13: APPORTIONMENT CATEGORIES OF OBLIGATIONS INCURRED

The Office of Management and Budget (OMB) usually distributes budgetary resources in an account or fund by
specific time periods, activities, projects, objects or a combination of these categories by a process called
apportionments. Apportionments by fiscal quarters are classified as category A and all other apportionments are
classified as category B. The funds on quarterly apportionment are National Forest System (12X11086) and
Wildland Fire Management (12X1115). Presented below is the amount of direct and reimbursable ooiigations
incurred by apportionment category for FY 2007 and 2006.

t

For the year ended September 30, 2007
(in millions)

Apportionment Apportionment

Category A Category B Total
Obligations Incurred - Direct $3,785 $2,263 $6,048
Obligations Incurred - Reimbursable 218 71 289
Total Obligations Incurred $4,003 $2,334 $6,337

For the year ended September 30, 2006
(in millions)

Apportionment Apportionment

Category A Category B Total
Obligations Incurred - Direct $3,901 $2,481 $6,382
Obligations Incurred - Reimbursable 413 62 475
Total Obligations Incurred $4,314 $2,543 $6,857
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NOTE 14: EXPLANATION OF DIFFERENCES BETWEEN THE STATEMIENT OF
BUDGETARY RESOURCES AND THE BUDGET OF THE UNITED STATES
GOVERNMENT

The differences between the fiscal 2006 Statement of Budgetary Resources (SBR) and the fiscal 2006 actual
numbers presented in the fiscal 2008 Budget of the United States Government (Budget) are summarized in the
table below.

The President's Budget with the actual nuhbers for the current fiscal year is not yet available and should be
published in February 2008. The publication can be located at hitp.//www.whitehouse.gov/iomb.

(in millions)
SBR Budget Dollar Percentage
SBR Line Description Amount Amount Variance Variance

Total Budgetary Resources/Status of Resources $ 8666 % 8,659 & 7 0%
Total Status of Resources 8,666 8,659 7 0%
Unobligated Balance-Beginning of Year 2,429 2,416 13 1%
Recoveries of Prior Year Obligations 78 78 - 0%
New Budget Authority 5,362 5,365 3) 0%
Spending Authority from Offsetting Collections 859 859 - 0%
Non Expenditure Transfers 3 3 - 0%
Permanently not Available (65) (62) 3) 5%
Total New Obligations 6,857 6,859 (2) 0%
Unobligated Balance & Unobligated Balance not Available 1,809 1,800 9 1%
Obligated Balance - Beginning of Year 1,561 1,553 8 1%
Obligated Balance - End of Year 1,950 1,947 3 0%
Net Outlays ‘ 5,531 5,528 3 0%
Offsetting Receipts 457 461 4) -1%
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NOTE 15: UNDELIVERED ORDERS AT THE END OF THE PERIOD

The undelivered orders included in unpaid obligations as of September 30, 2007 and 2006 are $1,481 and $1,310
million, respectively.
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NOTE 16: SEIZED PROPERTY

A seizure is the act of taking possession of goods in consequence of a violation of public law. Seized property
may consist of monetary instruments, real property, tangible personal property and evidence. Until judicially or
administratively forfeited, the Forest Service does not legally own such property. Seized evidence includes cash,
weapons, illegal drugs and non-monetary valuables.

Pursuant to Federal Financial Accounting and Auditing Technical Release No. 4, Reporting on Non-Valued
Seized and Forfeited Property (Release No. 4), property that is seized but not forfeited (e.g., weapons, chemicals,
drug paraphernalia, gambling devices) is not included on the balance sheet.

The Forest Service has custody of illegal drugs and weapons seized as evidence for legal proceedings. lllegal
drugs and weapons have no saleable value to the Federal government and are destroyed upon resolution of legal
proceedings. Marijuana represents the major significant seized drug for the Forest Service. As of September 30,
2007 and 2006, the amount of marijuana on hand was 34,021(kg) and 32,504(kg), respectively. Since the amount
of seized property is deemed to be immaterial, a schedule of brought forward balances, additions, deletions and
adjustments is not presented.
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NOTE 17: RECONCILIATION OF NET COST OF OPERATIONS (PROPRIETARY) TO
.BUDGET (FORMERLY THE STATEMENT OF FINANCING)

Resources Used to Finance Activities: ) 2007 2006
Budgetary Resources Obligated: )
Obiligations Incurred $ 6,337 $ 6,857
Less: Spending Authority from Offsetting Collections and Recoveries 592 937
Obligations Net of Offsetting Collections and Recoveries 5,745 5,920
Less: Offsetting Receipts 500 457
Net Obligations 5,245 5,463
Other Resources:
Transfers In/Out Without Reimbursement - 1
Imputed Financing from Costs Absorbed by Others 328 303
Other 5 4
Net Other Resources Used to Finance Activities 333 308
Total Resources Used to Finance Activities . 5,678 5,771

Resources Used to Finance items not Part of the Net Cost of Operations:
Change in Budgetary Resources Obligated for Goods,

Services and Benefits Ordered But Not Yet Provided (159) (89)
Resources that Fund Expenses Recognized in Prior Periods (80) (85)
Budgetary Offsetting Collections and Receipts that do not Affect

Net Cost of Operations

Change in Unfilied Orders 26 64
Decrease in Exchange Revenue Receivable for the Public 1 -
Other (23) -
Resources that Finance the Acquisition of Assets (128) (135)
Other Resources or Adjustments,to Net Obligated Resources that do not
Affect the Net Cost of Operations 196 (59)
Total Resources Used to Finance ltems Not Part of the Net Cost of Operations (167) (304)
Total Resources Rsed to Finance the Net Cost of Operations 5,411 5,467

Components of the Net Cost of Operations That will not Require or Generate
Resources in the Current Period:
Components Requiring or Generating Resources in Future Periods

Increase in Annual Leave Liability - 21
Increase in Environmental and Disposal Liability 44 36
Increase in Exchange Revenue Receivable from the Public - (12)
Increase in Accrued Liability for Payments to States - 20
Other 1 7
Total Components of Net Cost of Operations that will Require or 45 : 72

Generate Resources in Future Periods
Components not Requiring or Generating Resources:

Depreciation and Amortization ' 246 255
Revaluation of Assets or Liabilities 3 3
Other Components not Requiring or Generating Resources
Allocation Transfers - ) 150
Bad Debt Expense and Other 12 (44)
Total Components of Net Cost of Operations That will not Require or
Generate Resources 261 364
Total Components of Net Cost of Operations that will not Require or
Generate Resources in the Current Period 306 436
Net Cost of Operations $ 5717 $ 5,903
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This note is intended to be a bridge between the entity’s budgetary and financial (proprietary’) accounting. This
reconciliation first identifies total resources used by an entity during the period (budgetary amd other) and then
makes adjustments to the resources based upon how they were used to finance net obligations or cost. The
budgetary information used to calculate net obligations (the first four lines) must be presented on a combined
basis to enable a direct tie to the Statement of Budgetary Resources. The reconciliation ther explains the
difference between the budgetary net obligations and the proprietary net cost of operations by setting forth the
items that reconcile the two amounts. The budgetary net obligations and the proprietary net cost of operations are
different in that (1) the net cost of operations may be financed by non-budgetary resources; (2) the budgetary and
non-budgetary resources used by an agenhcy may finance activities which are not components of the net cost of
operations; and (3) the net cost of operations may contain components which do not use or generate resources in

the period.
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REQUIRED SUPPLEMENTARY INFORMATION

DEFERRED MAIN TENANCE

Overview

Deferred maintenance is maintenance that was scheduled to be performed but was delayed until
a future period. Deferred maintenance represents a cost that the Federal Government has
elected not to fund and, therefore, the costs are not reflected in the financial statements.

Maintenance is defined to include preventive maintenance, normal repairs, replacement of parts
and structural components, and other activities needed to preserve the asset so that it continues
to provide acceptable service and achieve its expected life. Maintenance excludes activities
aimed at expanding the capacity of an asset or otherwise upgrading it to service needs different
from, or significantly greater than, those originally intended.

Deferred maintenance is reported for general Property, Plant, and Equipment (PP&E), heritage
assets, and stewardship assets. It is also reported separately for critical and noncritical amounts
of maintenance needed to return each class of asset to its acceptable operating condition. Critical
maintenance is defined as a serious threat to public health or safety, a natural resource, or the
ability to carry out the mission of the organization. Noncritical maintenance is defined as a
potential risk to the public or employee safety or health (e.g., compliance with codes, standards,
or regulations) and potential adverse consequences to natural resources or mission
accomplishment.

The U.S. Department of Agriculture (USDA) Forest Service uses condition surveys to estimate
deferred maintenance on all major classes of PP&E. No deferred maintenance exists for fleet
vehicles and computers that are managed through the agency’s working capital fund (WCF).
Each fieet vehicle is maintained according to schedule. The cost of maintaining the remaining
classes of equipment is expensed.

Currently, no comprehensive national assessment of Forest Service property exists. Estimates of
deferred maintenance for all assets are based on condition surveys. The agency’s deferred
maintenance for roads is determined from surveys of an annual random sample of a sufficient
number of roads to achieve estimates of 95 percent accuracy and 95 percent confidence. Five
hundred roads were included in the FY 2007 sample.

Deferred maintenance needs for all other asset groups are determined from surveys of all
individual assets on a revolving schedule where the interval between visits does not exceed 5

years.

The overall agency indirect cost for managing the program is 13 percent, which is not included in
the figures in Exhibit 1.
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Exhibit 1.

Deferred Maintenance Totals by Asset Class as of September 30, 2007

ongcritical
aintenance

Bridge Varies $122,622,031 28,523,235 94,098,796
Building Varies 543,070,143 113,993,705 429,076,438
Dam Varies 21,117,036 '6,692,021 14,425,015
Fence Varies 324,248,697 323,893,999 354,698
Handling facility Varies 23,359,054 23,335,532 23,522
Heritage Varies 17,666,474 5,472,465 12,194,009
Minor Constructed Features Varies 90,427,891 0 90,427,891
Road Varies 8,133,500,763 | 3,674,970,257 4,458,530,506
Trail Varies 224,165,294 1,767,336 222,397,958
Trail bridge Varies 9,600,991 3,208,394 6,392,597
Wastewater System Varies 31,749,060 17,108,288 14,640,772
Water Systemn Varies 88,458,190 53,560,322 34,897,868
Wildlife, Fish, and TES Varies 6,400,636 4,451,418 1,949,218

TOTAL

$9,636,386,260

$4,256,976,972

$5,379,409,288

In previous years, the Forest Service reported deferred maintenance estimates for General
Forest Areas (GFA) and Developed Sites (Minor Constructed Features) in this exhibit. The new
Heritage Assets and Stewardship Lands Standard (SFFAS 29) provides the Forest Service the
means to report these land units’ deferred maintenance by their respective individual asset,
although deferred maintenance for the Minor Constructed Features located on the Developed
Sites will remain in this exhibit.

The overall condition of major asset classes range from poor to good depending on the location,
age, and type of property. The standards for acceptable operating condition for various classes of
general PP&E, stewardship, and heritage assets are as follows:

Conditions of roads and bridges within the National Forest System (NFS) road system are
measured by various standards:

1. Federal Highway Administration regulations for the Federal Highway Safety Act;
2. Best management practices (BMP) for the nonpoint source provisions of the Clean Water
Act from Environmental Protection Agency and States;
3. Road management objectives developed through the National Forest Management Act
(NFMA) forest planning process; and
4. Forest Service Directives—Forest Service Manual (FSM) 7730, Operation and
Maintenance (January 2003 amendment was superseded with August 25, 2005,
- revision); Forest Service Handbook (FSH) 7709.56a, Road Preconstruction, and FSH
7709.56b, Transportation Structures Handbook.

Dams shall be managed according to FSM 7500, Water Storage and Transmission, and FSH
7509.11, Dams Management Handbook, as determined by condition surveys. The overall
condition of dams is below acceptable. The condition of a dam is acceptable when the dam
meets current design standards and does not have any deficiencies that threaten the safety of the
structure or public. For dams to be rated in acceptable condition, the agency needs to restore the
dams to the original functional purpose, correct unsightly conditions, or prevent more costly

repairs.
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Buildings shall comply with the National Life Safety Code, the Forest Service Health and Safety
Handbook, and the Occupational Safety Health Administration as determined by condition
surveys. These requirements are found in FSM 7310, Buildings and Related Facilities, revised
November 19, 2004. The condition of administrative facilities ranges from poor to good, with
approximately 34 percent needing major repairs or renovations; approximately 11 percent in fair
condition; and 55 percent of the facilities in good condition.

Recreation facilities include developed recreation sites, general forest areas, campgrounds,
trailheads, trails, water and wastewater systems, interpretive facilities, and visitor centers. These
components are included in several asset classes of the deferred maintenance exhibit. All
developed sites are managed in accordance with Federal laws and regulations (CFR 36).

Detailed management guidelines are contained in FSM 2330, Publicly Managed Recreation '
Opportunities, and forest- and regional-level user guides. Quality standards for developed
recreation sites were established as Meaningful Measures for health and cleanliness, settings,
safety and security, responsiveness, and the condition of the facility.

The condition assessment for range structures (fences and stock handling facilities) is based on
(1) a determination by knowledgeable range specialists or other district personnel of whether the
structure would perform the originally intended function, and (2) a determination through the use
of a protoco! system to assess conditions based on age. A long-standing range methodology is
used to gather this data.

Heritage assets include archaeological sites that require determinations of National Register of
Historic Places status, National Historic Landmarks, and significant historic properties. Some
heritage assets may have historical significance, but their primary function in the agency is as
visitation or recreation sites and, therefore, may not fall under the management responsibility of
the heritage program.

Trails and trail bridges are managed according to Federal law and regulations (CFR 36). More
specific direction is contained in FSM 2350, Trail, River, and Similar Recreation Opportunities,
and the FSH 2309.18, Trails Management Handbook.

Deferred maintenance of structures for wildlife, fish, and threatened and endangered species
(TES) is determined by field biologists using their professional judgment. The deferred
maintenance is considered critical if resource damage or species endangerment would likely
occur if maintenance were deferred much longer.

STEWARDSHIP—PROPERTY, PLANT, AND EQUIPMENT

The stewardship objective of Federal financial reporting requires the Forest Service to report on
its stewardship over certain resources entrusted to it, and certain responsibilities assumed by it,
that cannot be measured in traditional financial reports.

These resources and responsibilities do not meet the criteria for assets and liabilities that are
reported in the financial statements, but are important for understanding the operations and
financial condition of the Forest Service at the date of the financial statements and in subsequent
periods.

Stewardship resources involve substantial investment by the Forest Service for long-term benefits
for the American public. By treating stewardship resources as expenses in the year the costs are
incurred, the Forest Service demonstrates our accountability for them. Depending on the nature
of the resources, stewardship reporting could consist of financial or nonfinancial data.
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To achieve the objectives of SFFAS 29 for Heritage Assets and Stewardship Lands, resources
and responsibilities for which the Forest Service has stewardship accountability have been
moved from the Required Supplementary Stewardship information (RSSI) component of the
financial statements to the Required Supplementary information (RSI) for the short term. In FY
2008, heritage assets and stewardship lands information will move to the financial statements.
The section on the Condition of NFS Lands will remain in the RSI.

Stewardship PP&E consists of assets whose physical properties resemble those of the general
PP&E, traditionally in financial statements. However, due to the nature of these assets, valuation
would be difficult and matching costs within a given reporting period would not be meaningful.
One category of stewardship PP&E is heritage assets, which are historically or culturally
significant property, memorials, and Federal monuments. A second category is stewardship land,
which'is land other than that acquired for, or in connection with, general PP&E.

Heritage Assets

The Forest Service estimates that more than 350,000 heritage assets are on land that it
manages. Some of these assets are listed on the National Register of Historic Places, and some
are designated as National Historic Landmarks. Collection assets held at museums and
universities are managed by those entities, and not the Forest Service.

The historic structures are works consciously created to serve some human purpose, such as
buildings, monuments, logging and mining camps, and ruins.

Heritage assets designated as National Historic Landmarks are sites, buildings, or structures that
possess exceptional value in commemorating or illustrating the history of the United States, and
exceptional value or quality in illustrating and interpreting the heritage of the United States. The
Secretary of the Interior is the official designator of National Historic Landmarks.

Heritage assets listed in the National Register of Historic Places include properties, buildings, and
structures that are significant in U.S. history, architecture, and archaeology, and in the cuitural
foundation of the Nation. Sites formally determined as eligible for the National Register by the
Keeper of the National Register, or documented through consultation with State Historic
Preservation Offices, are considered potentially eligible for the National Register.

The Forest Service heritage resource specialists on the 155 national forests maintain separate
inventories of heritage assets. Most assets not used for administrative or public purposes receive
no annual maintenance. A long-term methodology to better assess the extent and condition of
these assets is being formulated to comply with Executive Order 13287, Preserve America. Most
heritage asset data is captured and managed in INFRA's heritage module, before being used for
management decisions on heritage assets. A smaller number of heritage assets are reported
through FRPP or are in the INFRA buildings module.

Recent changes in accounting standards for heritage assets have altered the reporting timeline
from that of calendar year end—as mandated by the annual DOI report to Congress—to fiscal
year end.

In the past Performance and Accountability Reports, the Forest Service reported the previous
calendar year’s additions, withdrawals, and total assets. For FY 2006 the agency reported a
calendar year 2005 total. In FY 2007, the column labeled, “2006 Final Sites” is actually the 2005
total, with additions and withdrawals occurring in FYs 2006 and 2007.
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Acquisition and Withdrawal of Heritage Assets

The Forest Service generally does not construct heritage assets, although in some circumstances
important site-structural components may be rehabilitated or reconstructed into viable historic
properties to provide forest visitors with use and interpretation. Heritage assets can be acquired
through the procurement process, but this rarely occurs. Normally, heritage assets are part of the
land acquisition and inventory process. Withdrawal occurs through land exchange or natural
disasters. Most additions occur through inventory activities, where previously undocumented sites
are discovered and added to the total. Although not technically additions—they already existed on
NFS lands-—they do represent an increased management responsibility commensurate with the
spirit of “additions.” Exhibit 2 shows the major heritage assets by category and condition for FY
2007.

Exhibit 2. Major Heritage Assets by Category and Condition, FY 2007

, , 348,952 | Poor-Fair
g:nagél:se for the National Register of Historic 53.062 603 0 54565 Poor-E air
Listed on the National Register 3,478 5 0 3,483 Fair
Sxte§ with structures listed on the National 1.956 0 0 1,956 Poor-F air
Register
National Historic Landmarks 20 4] 0 20 Fair-Good
Stewardship Land

National Forest System
The Forest Service manages an estimated 193 million acres of public land, most of which are
classified as stewardship assets. These stewardship assets are valued for the following reasons:

Environmental resources;

Recreational and scenic values;

Cultural and paleontological resources;

Vast open spaces; and

Resource commodities and revenue they provide to the Federal Government, States, and
counties.

Acquisition and Withdrawal of Stewardship Lands

The Land and Water Conservation Fund (L&WCF) Land Acquisition Program acquires land for
the National Forest System of the Forest Service. The program coordinates with a variety of
partners, including State, local, and Tribal governments, and private landowners through
statewide planning for development of a land-adjustment strategy.

The Land Acquisition Program preserves, develops, and maintains access to NFS lands and
waters for the public and provides permanent access to public lands for recreation, commodity
production, resource management, public safety, and community economic viability.

The L&WCF statutory authority specifically defines the purpose to also include protecting the
quality of scientific, scenic, historical, ecological, environmental, air and atmospheric, water
resource, archeological values as well as food and habitat for fish and wildlife; and managmg the
public lands for minerals, food, timber and fiber. :
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From these several allowable uses of program funding, the program concentrates on protecting
habitat for priority species identified in the national forest and grassland’s Land Management
Plans (LMPs) and enhancing recreational opportunities for areas with high demand for recreation.
The program focuses acquisitions on inholdings and areas adjacent to existing NFS lands.

The Forest Legacy program also protects environmentally sensitive forestlands, but such lands
remain in private ownership.

National Forests

The national forests are formally established and permanently set aside and reserved for national
forest purposes. The following categories of NFS lands have been set aside for specific purposes
in designated areas: ;

= National Wilderness Areas. Areas designated by Congress as part of the National Wilderness
Preservation System.

= National Primitive Areas. Areas designated by the Chief of the Forest Service as primitive
areas. They are administered in the same manner as wilderness areas, pending studies to
determine sustainability as a component of the National Wilderness Preservation System.

» National Wild and Scenic River Areas. Areas designated by Congress as part of the National
Wild and Scenic River System.

= National Recreation Areas. Areas established by Congress for the purpose of assuring and
implementing the protection and management of public outdoor recreation opportunities.

» National Scenic Research Areas. Areas established by Congress to provide use and
enjoyment of certain ocean headiands and to ensure protection and encourage the study of
the areas for research and scientific purposes.

= National Game Refuges and Wiidlife Preserve Areas. Areas designated by Presidential
proclamation or Congress for the protection of wildiife.

= National Monument Areas. Areas including historic landmarks, historic and prehistoric
structures, and other objects for historic or scientific interest, declared by Presidential
proclamation or Congress.

National Grasslands

National grasslands are designated by the Secretary of Agriculture and permanently held by the
USDA under Title i1l of the Bankhead-Jones Farm Tenant Act.

Purchase Units

Purchase units are lands designated by the Secretary of Agriculture or previously approved by
the National Forest Reservation Commission for purposes of Weeks Law acquisition. The law
authorizes the Federal Government to purchase lands for streamflow protection and maintain the
acquired lands as national forests.

Land Utilization Projects
Land utilization projects are reserved and dedicated by the Secretary of Agriculture for forest and
range research and experimentation.

Research and Experimental Areas

Research and experimental areas are reserved and dedicated by the Secretary of Agriculture for
forest and range research experimentation.

Other Areas
There are areas administered by the Forest Service that are not included in one of the above
groups.
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Exhibit 3 shows the net change in acres between FY 2006 and FY 2007 on NFS lands by
purpose.

Exhibit 3. Net Change in Acres in National Forests by Purpose (FY 2006 to FY 2007)

NFS Land (in acres):

National Forests 144,056,315 (123,140) 143,933,175
National Forest Wilderness Areas 34,816,228 56,445 34,872,673
National Forest Primitive Areas 173,762 0 173,762
National Wild and Scenic River Areas ! 931,314 ¢] 931,314
National Recreation Areas 2,912,576 186 2,912,762
National Scenic Areas 130,849 128,354 259,203
National Scenic—Research Areas 6,637 0 6,637
National Game Refuges and Wildlife

Preserve Areas 1,198,099 0 1,198,099
National Monument Areas 3,660,074 65 3,660,139
National Monument Volcanic Areas 167,427 0 167,427
National Historic Areas 6,540 ¢ 6,540
National Grasslands 3,837,870 5,167 ) 3,843,037
Purchase Units 374,749 (156) . 374,593
Land Utilization Projects 1,876 0 1,876
Research and Experiment Areas 64,871 0 64,871
Other Areas 357,910 (59,061) 298,849
National Preserves 89,716 0 89,716
Total NFS Land (in acres) : 192,786,813 190,217 (182,357) 192,794,673

Condition of NFS Lands

The condition of NFS lands varies by purpose and location. The Forest Service monitors the
condition of NFS lands based on information compiled by two national inventory and monitoring
programs—Forest Inventory and Analysis (FIA) and Forest Health Monitoring (FHM).

The FIA program conducts annual inventories of forest status and trends. FIA has historic
inventory data in all 50 States and is currently collecting annual inventory data in 46 States,
including 38 of the 41 States containing NFS land. Active throughout all 50 States, FHM provides
surveys and evaluations of forest heaith conditions and trends.

Although most of the estimated 193 million acres of NFS forest lands continue to produce
valuable benefits (i.e., clean air, clean water, habitat for wildlife, and products for human usej},
significant portions are at risk to pest outbreaks or catastrophic fires. There are 25 million acres of
NFS forestlands at risk to future mortality from insects and diseases, based on the 2007 Insect
and Disease Risk Map. Invasive species of insects, diseases, and plants continue to affect our
native ecosystems by causing mortality to, or displacement of, native vegetation. The Forest
Service completed insect and disease prevention and suppression treatments on over 43,300
acres of NFS lands in FY 2007. ‘
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By 2009, a map of fire fuels conditions across the United States will be provided by LANDFIRE".

1| ANDFIRE is a set of over 20 digital layers of vegetation, fuels and departure from historic conditions covering all
ownerships at a 30-meter pixel resolution. LANDFIRE creates standardized comprehensive products across the United
States as it integrates relational databases, remote sensing, systems ecology, gradient modeling, and landscape
simulation. Products will be delivered incrementally through 2009, aithough layers are currently available for the 11
western States, Florida, North Carolina, Alabama, Mississippi and parts of Texas. The project is on schedule and within
budget for completion of the continental United States in FY 2008, with Alaska and Hawaii completed in FY 2009.
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Required Supplementary Stewardship Information—Unaudited
For the Years Ended September 30, 2007 and 2006

REQUIRED SUPPLEMENTARY STEWARDSHIP INFORMATION

The stewardship objective of Federal financial reporting includes accountability for Stewardship
Investments. .

STEWARDSHIP INVESTMENTS

Stewardship investments are expenses and investments incurred for education and training of the
public that is intended to increase national economic productive capacity (investment in human
capital), and research and development intended to produce future benefits. '

Research and Development—Forest and Rangeland Research
FY 2007 Net Cost of Operations: $262 Million

Of the $262 million, $241 million was an investment of Research and Development (R&D)
funding, and $21 million was an investment of National Fire Plan funding.

Forest Service R&D provides reliable, science-based information that is incorporated into natural
resource decision-making. Efforts consist of developing new technology and then adapting and ‘
transferring this technology to facilitate more effective resource management. Within the R&D
Program are the following major research strategic program areas:

Fire

Invasives

Recreation

Research Management and Use
Water and Air

Fish and Wildlife

Research Data and Analysis

Research staff is involved in all areas of the Forest Service, supporting agency goals by providing
more efficient and effective methods where applicable.

A representative summary of FY 2007 accomplishments using Forest Service appropriated funds
include the following:

“i. /R&D Stewardship

Net Cost of Operations (in millions)

New interagency agreements and contracts

Interagency agreements and contracts continued : 17 15 93 445 221
Avrticles published in journals 1,336 1,691 1,320 1,539 1,326
Articles published in all other publications 1,846 1,817 1,779 - 2,419 . 1,829
Patent(s) granted 3 7 7 8 6
Right(s) to inventions established : 0 1 A8 2T 18
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